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Context-Aware Encrypted Malicious Traffic Detection Based on

Multi-Perspective Heterogeneous Graphs
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Abstract: To address the limitations of existing encrypted malicious traffic detection method such as
reliance on single-view features and inefficient multi-view feature fusion techniques, the multi-view
heterogeneous context graph neural network (MHC-GNN) is proposed for encrypted traffic threat detec-
tion. First, in MHC-GNN TLS certificate features and IP features are incorporated into heterogeneous
graph modeling alongside traffic statistical features. Second, a multi-path feature fusion mechanism
based on meta-paths is employed to dynamically integrate multi-view contextual information and gener-
ate highly discriminative flow embedding vectors that enables precise detection of encrypted malicious
traffic. Experiments demonstrate that the proposed method achieves an F1 score of 99.7% on CIC-
IDS2017 dataset and 95.7% on CIC-DD0S2019 dataset, outperforming multiple baseline graph-based
methods overall. This verifies the framework’s effectiveness for detecting encrypted malicious traffic.

Key words: encrypted traffic analysis; malicious traffic detection; heterogeneous graphs; context-

aware; graph attention networks

VLAESR B 2 A BRVG B A XT BRORA MU 26 4 s iSOk I T AR, Bk 4 £ 1Y 5 R
B H 386, e NS My MRS, S EEE SR, ML 5800 3 T 5 B a6
PR EE G 31, W48 3 94% 1) /9 25 i i T () 4 AR T IR A U AT N 2% 28 Ae7 | 5 B0 S8 RO 7E

We#E B #:2026-01-26; f& B B #7:2026-03-04
EETR : EH 5K H KR4 (62302520)
EE T/ : THIT(2001—), I, Wl-1-AE , FEBHIS Iy 10 A M4 45 (0] 44, E-mail : wangseanyu@163.com



%24

FAT A T 2 SR A LR SRR S R e A 209

TS £ T R A TR A AR M A I R A T
Z I Py, TLS PR N LS AR b s AR 4 e i
Kot 2 v A e B TESC PRI AR 8] T
ZHYHRE o MRS MITRE 94R&S, i3 £ JLAERTF 2
W28 T e 05 TLS IS 5% . Rt , HATE DI 2
IFFEET X TLS PRisCAty o s 3 S I A 75 %

ULAF K, VF Z ST e B ML AR o ) Bk IR JEE
7 ) SR AT I AR o AR T 2K
AR A T AT AR . H G, X
BETT IR IR 2 AR U A0 AH SC Y SETHRRAIE T
200 1 A AR £ O m] DU D b SE A B A
BYRAE . H G BFFE N TLS IR Kl o gt T4y
TR LN SOBCH 3477 T B BUCRFIE #E4T 0B, UE ]
TLS 4FAE A _E T SRR 0 46 045 B 4 RE 1) i T
AHEE DI, LK, X B8 T7 LB A7 A 22 LA e ik
S TTEARG IR . A Tk K2 A 74y
Fil& AR i P A TLS IR 15 5 1P AR L, K
e I 2 SR R AR AT 58— L, B 1 A
X S R A 2 AR P RAIRE T

D fifp R AN K K MHC-GNN (Multi-view
Heterogeneous Context Graph Neural Network ) /7% .
ZOTIESEH HAR TR A o — i TLSTEF (TP 3
SRS R =0 A P o fE IR AD B PR T
JLHEAR BORRAE AR BB A AL, A 1Y a5 RSl 25
RAEWET G BT UE R Ra, H RO
AR T R B i e A e, kTS B

5 AT ) R B AR
1 AL TAE

AT UL A T X A 2 A AR 1 I 4 P
BSCHE R IERS I, BFSE N 51 H AR OGN
WO L AN o A B g R T A I
R R TSI RIE R ik T
SN pipr
1.1 EFSHITSFENFE

XS T AR K e e R BT R A I
GRFAE , 31 R AL Gu bl f 27 2) B R LR B 2 > A
RIGEAT 432 0 SCHR[10- 125 F XHK S F TAFAE AL
a2 5k PR AN R ) g A e A B Y O vk A
Toite B ARFRE AT T, 52 BTN 4% Ui 12 7Y
ba =
1.2 BEFEEIWNFGIE

FH T 1 D7 2 EL AR R R T ] 5 A
KRS B RE T, FH TTIETR A B 5% 2

TR D7 RN Ui 2R U I

GraphDApp"*' 77 15 B YK 6] #if 28 ) 28 (Graph
Neural Network, GNN) 5| A Ml % 7 & 54 1) 40 3§, .
ST-Graph!'HE Z 3 12 8] 467 2 ) LR R W 25 47
SRy (8 223 T) S B) REAE O 4 B A 0] FAR S, DA S
PN B R BRI SCHER[15-16] A T3 AS
VL B ) e T A0 ) P 4 AT 0 v 1 S8l X
IR 5 s, M s RS2 P L 3R T TR Y
o 523 o SCHR[17 1388 38 43 B dt 1) 0 T AR Al R i
Tt AL A RSB A L R AREAE A5 L AR A 4B,
PR TG RS B e A A 45 2R . SOk
(18 PKF FAN s 2 T A — 19 a5, B T2 iy 14
G AE AR B2 4 2 K-NN(K-Neakest Neighloors) 4],
I 1) i AR AEAE 5 SR M, #5 F) H] Graph-
SAGE BEAIHEAT27~] o SCHRIT9ME A LT SR
I 286 A Az G 7 2, o I 248 i 1 A U 80 RN AL
G S A A 1) TR R DA A R T e AL ]
ARTEAAMUE A LB i R 2% H FEATHER
SR R A ), O 5 18 S8 i AR D S
T o320 SCHRI20PK it 12 X3 Ry e U A It , XoF
LU AT B B LADL/I BT RS, W I R A7 R AT
O3 AT AU LR B R R B9 58 AW R, PR
o3RI TR OB TR SR ik A1 28 HAR
KRB BRI T B B kil . SCERI2115
X AL 58 T3 0, Sk R R A 1) 56 1 BE A TR] DA B
A BEFZ T 7 71 8] 04 T 70 AR DG ) 0, 12 s 2 T [
P25 ) 45 AT 200 R RN B Ik i 2R i . SR
(2204 1P b hEAE A 15 0, T S o b e T, i ok
GNN LB~ > 45 g5 6] 7 5 28 FI 19 5 7 2Z ) Y 56
B IRJTR RS T R SC RN S 2 )G
F R A ] R BT BE LR AR 2 e
SR BE A R TR o SCHR[23 1 i G
Rl R T P 2 BB Rl A R S
F R I AR E R R R AR THTE
XFHCARAE T By & e o SCRR (24114 i
NGRS I N BB B4 ¢ R G5, T BT X IR BT S
Grstvcit 7 HIE N 2RI

DL R R — e PR R S BN i B Y
SR ABSEELN T AR B %, KRBT AL
JEUIL 3K — A A RRAE AT 25 S8 TLS UE 15 Fi 1P
Motk X PR SR B A5 B s Hk, FUH Z M R AERY
T3 XTI S 2 LA SRR 8 Rl O R TR
IRAT 1 10 SnifferDog ™ Y 7 12K TP 35 1535 i — [
F R I, 2 T R AN [F LA B R AE AR S (X



210

fi

2026 4E

SET7 1A 1o 1 BB R 1 T R 5 AR R AR
A ARG EAEA R B JE BT /9 TP AR {5 B P2 3t
14 T RRE ] BEATAE 3 22 5 1Y o

2 MHC-GNNi%it
Wi 1 ff 75 , MHC-GNN H 4 /™ & % H 4 (5
B ol « HCHE T A B | A PR AR | PRI R 2 T LA
ROE R
TG, B0 1AL B Bt SR 0 24 B e
109 Tl sk 3

RN Gl B0 U R o LUK, S T A B
H U B s WS S SR AR A IR . SRS TR R
7N 2] B B BUE R TC AR AR 2 08 F T S
F R LR i A 0 B R, R S B B
B0 i A )= A 2 22 2 BHTPL (Multilayer Per-
ceptron, MLP) 732845 , S5 WX 112 Ui 2 14 0 2 PR 1)
Wl B R R mon g 230l S SR I v
H Flow TP TLS 15 5L B BHE L £ /oS 3 AR
Flow .IP \TLS %7 i (1 AR R IR 4EJE

2.7 g s A

Flow Norios TLS 1{)~Flow 1
MR Flow Feature Flow Embeddings  Mapping 192.168.50.9
&7, CLLD, T FlowEncoder (LILLD > - o
n out oW
Flow 1 Flow 2 Flow 3 TP Ecate . IP Nodes 123.194.108.29
i 3 i 4 IP Embeddi ;
192@:{50,9 192.&250.9 192@3‘?505 oo > IPRFAEHEAL wE IP Encoder —— > gs Mapping ] w
214 10829 172.2?%!;7 154 1721?15,;})7.154 s nXdow | Ill;é g )TLS 2
TLS1 , TLS Embeddings TLS Nodes 217:197.
: TLS F g TLS }
TLSHHEHREL eature — o TLS Encoder T Meppine O 192.168.50.6,
S— xf3 (,X\} IPAL] LI
o hd | a,
. o 3. EE R 4. BREHEHIG)
>C)\j R )
L o AL A ZHRRIERS VAFIRILY | :
» x X e ——— ]
?&Nlﬂ?ﬁ'DTﬂJﬁ] >Q/ - : Flow Embeddings ! Portscag |
H e I
5 H R 8 I
] ( T : |
o997 of ¢ %, = o= S
{ O L] whiash O [y -y TNER | Output |
Oy PHRGERE o (Ot Flow T8 SANEASE ?h““w | | Classification|
Ot REH "), 7 ORI\ i i
e o' = LR G E
i ¥ 1 o v Ly e . : )
Vi ot . O iusﬁgﬁﬁgﬁﬁ_ PO o il Flow i A AT / ‘ EXRHE) > EIE
) = I T x5 \ J
i Ohgtow’ h
B I 25 B4 O“ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, IS
1 MHC-GNN 22
Mg Y] 4N - 4 — > N =N
2.1 HiEWmALE IP ¥t i BOAT R AL, A 45 PN OAR P A i | o

I B e B AL e i oo 4l B 0K LR X 4%
Uit peap W ITI R G o WG, RGE L i H A
AE TLS it &, VAR B TLS Jt A7 J5 8200 #r . Mg
% 77 B 25 W 28 A58 v R4 A 28050 B I 4 T 1Y)
155, SR 2 TN IA) 5 1 U0 S, LUR/N R THY
B[] o g V) o 22— R 9 s AR E A Y
IRl T,

22 BHUEEE

b X5 B — N IR TE] 2 10 P A T A 9, 1 B B AR
Pt ix e A — > T K R DR ke X
H:G=(V.E). G VAT 3T AL, 7 B
) 28438817 A [ Y SEEAA

D)% 55 (Flow Node, hy,,)

VR B A% 0 43 25 B bR A3 — 2l S 1y
ol W RN B TR R Z K K S
T AL B R R R S5 E N T SE T HRAE -

2)IP 5 /5 (IP Node, k)

ZT AR M SR AE T R s . BT IP bk
A & TMELIIZ Ak 0 i BE B IR AE , R TE i
J7 9 RS B TP bk A MR AR, i ek T

— B TIPS, AR LIz 1P 2% ff (0 S TE BRI .
3)TLS 15 5, (TLS Node, Ay s)
AR TLS 48 T B P B9 IEAS o DA

TLS 42 T 1 B SCF B b g AiiE B 45 2., S B H5 ik

Pt A4 UEFA R GEA issuer Fl subject

B I 7 I A A PN IR A AR, LAA R

BEMESER .

H AN () 2 1 A D e A ) 48 52 A 03 A
FAAE R 522 5, BRI 2R B0 it 1R
(R REAE Jh Bt i o 0 o 288 U AR S 1 2 48 X 2% 4%
R SR RO WS A By ] B S ],
XTI = { hypy haysy by Y R85 SRR S A
WLt PRE 72V — T IR AT i (i), B
T R PRI A 422 2 2 B MLP 4
A RUR AR S8 — WS 2R GE — ) FR s ), X T 288
Hr AR R, HoT iR i A 0] b, B TR
Wr

ho=Wa (WX, + b))+ b2 (1)

KX, € RO FURRHE R W) € Rt



%24

FAT A T 2 SR A LR SRR S R e A 211

W e Rt 53 GRS 1 2R 2 2 AL A
W5 b FBE) R B I 5 g, N RTBRZESE 5, M
NIZHERE 5 d, W B2 HERE s o o B0 PR R Leaky-
ReLU, FH 3% 5 A5 0 5% 9 2 1 R AF ¢ 2R 119 4l 3K
VAR

NG ERE T 3FPSREIM HEEAE H LR

1)E,(Flow-SrclP) % 4% Flow 5 HIR 1P,

2)E,(Flow-DstIP):i#: 4% Flow S5 H H Y 1P,

3) E, (Flow-TLS): 3% 4% Flow 5 H:{di JH] #y TLS
WA

BT LR ES E IS SR S 5
) A R . AR K B B 4 R
e S5 45 1) 14 1] VR A T b 4549 500 TR L A
BRI A
23 BERTES]

B X5 b — B Bk i 0 S A 1 B SRR A 2T By
B B AR L (8 A1 TR S AR R A
FROEAE S o FRBE LW e R BRA ARk
PRI RAIEAS B, DA 5 S8 A 253 2 88 h 1T &
R 1 o 28 s A 1RO

SRy A A SR ] A e B G AR Ll e i G R
— TR P = P,,P,.P,.P, ), I THE S4B R 5 B
LG . BB TR,

1) P,:Flow-IP-Flow, JCHK [A] — IP & it 0 BT A5
i, B TR AR AL A AR T R S o

2) P,:Flow-TLS-Flow , 5 B {4 [5] TLS UE 45
AT AT, (5 AR T TLS TE 538 B [l — % B i
Rk e T EL 3 Bl

3) P,:SrcIP-Flow-DstIP , ZI I 3 {5 i &5 8] i) 32
HARES, B e B A RE A R B 2 A T 2k R
B S E AT RRIE R P,

4) P :DstIP-Flow-TLS , # 37 Ji A1 15 ¥ s, 500
By 2 TR SRR B AR LT o ) oA s A
IRFIEDS B

FIZem e 2 Bk ih 17— R e s B R AL
il Z ML LS A SC D R AR R RRIE R A M2
AR A o AREEER G S BAHEER
BLH, 720 TT AR LA N 3 I 1l 2R A5 4B T
SRR . ZBARRHER A BRNGE o & R R T
AR BT N e A Rl A 2R R SO
AR A

X 8B Sk T R Rl A 2 R AR SR
GNN JC3: 45 2 i b #3RN A1) S A AR B . R,
ZBY B A S B T M 45 455 8 HAN™ (Het-

erogeneous Graph Attention Network ) & & 45 5& JC 1%
T AR S RRIEGE B o & 2D BRI B
Wr.

DARFERAER &

T 5, AR BN [R) 28 Y RURRAE Y S B
PR 5 71 i S TR ) 2 40 R I o 4 AR A BE AT 3%
oo X TARE AU, b RN YA Y SR
A UHAES

hi=W_. h, (2)
A W) & T RS 7 (o) X 1 1 AT I 255 e
M. & eP={P.P,.P,P T E & IuHRE,
X T4 E R ICERAR &, FH N 19 sl B T ootz
& WRR T RS (IR S A ) . FET I,
TR AR R SARETT ) e NP Z IR E 20k &
K el FAHI YA E &2 :

8$ = Softmax(egf) = Softrnax{a’(otl'[hlt

DINED
A, BB TCREAE & XTI AR RE 5 || FoR &
PHERRAE ; o IR BN RS LeakyReLU o 38 13
Softmax PREUXT TCIEAE ¢ F 4481 A EHZAME R
el HATIH—AL, AT IS B A BIAL R &2 19 A
SRR A AR R 1 S AR SR A AR R AR B £ 3k
HE R ITPHERAE SR R G IR o T 448 E 1T 85
{5 BREE A R

Wno(]e.” f:]( 2(35"1/’))*’ bno(]e) (4)

S| £ 7 2 TR R PR KA 2
TIRBGW 0 D, 2 2R Z Y AT I A R
Fi ) 5 o AU PR AR LeakyReLU .

2) ZHEARFIER G

2 RSB AN [F) e e A o e Tk 2 A ) 53 ot
BREEAN TR, 51 22 B8 AR R AR 5 ML LA A 3k
A AN FEALAA B A ] i, TR AR R SR L
il 43 5SS B R B A TTEEAE T 25 4R JE T A
i BIVREE AR, o5, P 22 AR AR 2R
B AL LA IX LA

6, TR AT AR I E SR KB,

1
Bd) B |hF|0w

Kby, R E A Flow 15 5 BT 3| b, |18
RE A Flow 19 510 B EL g, A2 4 Jry 22 1 )
i W, b, 52 AT I 2R A A R o R s 2 1) i

SRJG X 0 A ) B B AR B Softmax PRI
JA—fL AL B, £33 4 T AR RO AL 6, -

=0

> gl tanh (W k! +b,.) (5)

i€ hy,




e

212 CIPSSNB IV NE S 2026 4F:
0, = Sofimas( ) = B © L I 1 8 48 5 B/ R4 T
' v 2 e (B AL G R 2% PR T8 3 T B 432

tReJa , W A S AN TR T B AR A T
P2 T 5 A G [ i 2 ) 4 Ak B R Y e 2
ﬁj\hfinal:

R = 0, h! (7)

beP

24 BEMEHR
AT A 2 2D B RO ] e S B B Y
i A A, Bt — N2 MLP AR T i
o PRI L AT
T, B A A Y A 2k IR B8 ) O R R
FRAEZERE B b 550 B AE i B 2 18] o 2R
TR BT MR AFEL R T, 9151 A Dropout
Pl 400 DA e A R R 92 AL RE
B, 38 ek i 2 IR = R A e S 38 s 28 51
MIREA A as 6] o T FRnT

hﬁ'id‘l“" = Dropout(a‘(Wl'hf‘"‘“‘1 +b,)) (8)

;L_ = Softmax (W, A" + b,) 9)
KW, e Rbw™ " FI W, e R™ b S35 255 1 )2
PSR 2 J2 BORCEERE 1 5 b, b, 2 Bl B 1) 45|y R
Uit ) A

TERLTY Y G i B v, 5R S8 SR8 % o BUA R

AL B R, LU T A5 25 5 A 3R 0 A 5 S
PREEZ 225 o By R PTA RS Flow
SRS O TAR RN A, B A 19 a5 LS AR
MY e R, UA -

K

M.
TN

g

C

=
[=]
=
K
0

SHAEN T AR SHL
3 SLH AR

RS
S iE MHC-GNN 7E /i % PR35 T A3 350, 18
FHAE T2 20 3 O s A DN 403l e ) 32 A FH A T 1
S TP B 5 CIC-IDS2017 il CIC-DD0S2019 #1745
BV,

CIC-IDS2017 £cdi 5 L& 1 DoS iy H 34
DDoS . %= J1 i i A 4% | YRI5 1% Fll Heartbleed
G2 M E et i, Hrp R R 29210 11 4%,
Wi i B 24 55 77 45 . CIC-DD0S2019 ¥ 4 w41,
£ NTP. DNS. LDAP, MSSQL. NetBIOS. SNMP,
SSDP .UDP ,UDP-Lag,WebDDoS .SYN il TFTP %57
P 12 Fl DDoS ZB (R Sty o 330 86 8 FF 55040 4 1 i
O EOILER 1,

3.1

1 AFBEERBSGER
Bt YR IO i gk
CIC-IDS2017 8 2660 377
CIC-DD0S2019 13 12794 627
32 BESHTW

N T AR RCR SRR IE A AR AE ) Z 8] 55K i
AP, BERFITR] BT 1R/ (R Sk BRI A 1]
AERE A 3 ST T RS, SR A R

L= Y[y I (10) -
i€ B2 iR o
1.0 1.0 o —— 10
0.9 0.9 4 0947
1 0.8 e 0.8 o 0.8
S = &
0.7 0.7 0.7
0.6 0.6 0.6
—— CIC-DD0S2019 —— CIC-DD0S2019 === CIC-DD0S2019
«- CIC-IDS2017 «- CIC-IDS2017 «= CIC-IDS2017
0.5 0.5 0.5
015 60 120 180 240 300 012 4 6 8 12 16 0 200 400 600 800 1 000
i ) 7 1K /N TUs Y- WADS 3 T ONGE ¢35
(a) FiJE) 2 F1 (b) R 13k H (0) RN T 4L
M2 @SHIR

AL ST SRR A AR, AT LIS BT 3
MEE.

1) &2 (a) W, A5 1Y 1 E Bl e 18] 2 11 38 K 52
B PRE ETHE TR B A T R S
2 T=180 s I, F1 7080k BIEAE, b5 PERE PR 1553
E, BLE 210 s ZE AT IR T e X RIS /MY ]

Ik S A IR AT N, SR R UE R
AR T 3k DR ] T T 0 25 A et 22 0 R O M
R S I AT O B S R a2 g
F Ay S R LT 4

2) 18 2(b) F W], ALY A4 1 BE SR Bl 1 38
SR E BUE TR B . TR R Sk Bk



%24

FAT A T A SR P LR SCRRUIN 2 B A 213

Shy 8 B AR A S HUHIE SR 1) R 430 B Tk A
XR, 23 0B AR T sk e B ), R
TRLRL P RRAEAE B AR AE 1. (e 2 RER
713k B i 25 R BB EOT A LR RIE , 3 1 ) 55
BEA 177 A BE

3V 2(c) R, HEE D 1 8 B i A 4 B 0 386 T
I BRI S SB I A . 4k N 16 3 E] 64
YEm], PERESA B MR P T, 302 PR R AR At 1)
FER A3 AN 2 DU 35 5 40 ] v 52 2 1 22 TRRRATE
M2 IR B 128 eI A B PEBE e o RS L R
AYEE — B INE) 256 2 512 48 F1 1 024 4, £ RE
e Sl B N OB 2 TR N N e | PG e

N AR YIRSy N1 = = P s e NS 4
LA At FH 128 4EAE itk A T it 9 4EEE .

BET FaR S AT, e S i A S 36 4 ] i i i)
R/ 180 s, T 1S BN 8, ik A4EJE d,
7128,

3.3 XftbExEm

k5 UE MHC-GNN J7 5 09 A7 3504, F MHC-
GNN 53 2 e A A T B4 T k47
Ko PR EOE A 38 4 HR 82 2 il 4 A Ul kA Al
AR . A SOl AR R RS H R FLE T
il BB B 45 DA RE . X b S 56 ) HL A 2
RnzL 20K

F2 XLEELWER A %
Hm CIC-IDS2017 CIC-DD0S2019
HER% GRS PEIE S FI{H MiRTIES RS FEN IS F11E
DNN 94.6 95.1 96.3 95.7 75.2 76.5 78.1 71.3
CNN+RNN 94.9 95.5 93.3 94.4 73.8 78.2 61.0 68.5
GraphDApp!! 87.6 86.5 80.3 83.3 69.3 72.0 425 53.5
HyperVision®"! 96.4 96.2 97.2 96.7 88.1 88.0 88.6 88.3
SnifferDog'22J 99.7 99.7 99.7 99.7 79.3 82.1 74.1 77.9
TFE-GNN?! 99.7 99.5 99.3 99.4 94.5 95.2 92.1 93.6
MHC-GNN 99.8 99.7 99.6 99.7 96.2 96.5 94.9 95.7
S A% LA BT SIS T LS B DL R 458 £3 MHC-GNNEFTHE
MHC-GNN 7 9 /> 85 45 52 19 BT A3 A% 0 4 bs bS8 B - PG PR AT
THRARSR R, T TR L R AR CLIS L. A
SOrE R AR . R, O e .

CIC-DD0S2019 i 4E I, Hofth Jr i i 80 B S i vk
HE T FE, 1M MHC-GNN /31K 51 95.7% 1) F1 535,
X FWIFE DDoS Y i 19 155 JF & ¥ 5% T, MHC-GNN
TEAESI B TP TLS 57 s AU Y 19 e B A2 5801, i
%A WO HE DDoS Wi vh 22 PR FMFAE

#3905 T MHC-GNN 7E CIC-IDS2017 #i1 CIC-
DDoS2019 %4 4 I ()32 17 Ff 0] o 7 56 T 4= #4 By
B, MHC-GNN X%} CIC-IDS2017 Fl CIC-DD0S2019 .
U AT B HE SRR 23 20 4.2 ps 4.9 ps, £
W% 2 L i m i ELRCR . SRR 4
b, MHC-GNN #5251 AT EIF -5 e e B i) 45 4
FEES . (H K I P fE K & , DNN 1 CNN+RNN 7
CIC-DD0S2019 |~ ) F1 4 % 4 WAL R 77.3% F
68.5%, 1M MHC-GNN ik 2| T 95.7%, 53 | = i} 18.4
2724 EH5r o UL, DL BRAY T 5TF BY B
R R 2 A TS B2 £ AR (AR 1Y o A, 7R SE PR
BBE T 45 GPU JFA74fE 3 A /K e b 38 i —
HREARAEIR

34 HELXIS

S HEGE MHC-GNN J7 3% H 45 /> 5 il 2] 4 %) 46
D RE A DTHR L oA T 39 iF TLS-IP-Flow = JT 54
P A 5 i F T B AR LT SO AR A AL Y 2
BRI T — RPNV R, 45 AR AR B
wmeLE 3%,

1)w/o IP Context £ 5% Fl Hh B9 BT A3 1P 15 5, M AH
Ky, B uER b B R SR BTk

2)w/o TLS Context B[ K A BT A7 TLS 15 13}
FHOCH , B e By 1T SCRI BTk

3)w/o Heterogeneity F% 55 [€] (1 5744 J& M , 4 1P
TLS . Flow 5 55 # >A [R1 44 5 &0, A% #E Y GON A8
R MHC-GNN i F A9 HAN #5550 | 56 31F 5 4 2
B BT -

TE CIC-DDoS2019 %54l 4 I #F 47 1 il 52 4, 52
B ah RANFE 4 TR, 260 AF1 78 (AR IR 15 o dpse
B F AR 22 (H



214 i BT R 22 R

2026 4E

*R4 HEMLBER AL 2 %

N e HERR KR AR FIE  AF]
wlo TP Context 852 860 823 841 -11.6
wlo TLS Context 913 91,5 895 905  -5.2
wlo Heterogeneity ~ 90.4  90.8  87.5  89.1 -6.6

2 4 43 Hr T A5 DL P

1)w/o IP Context 2% (A4 Y 1 B T i K AYPERE
WL FIERFBET L6 AN, X—451RYS
DDoS Hifi (A B /& BEW) & o CIC-DDoS 4l 5 £
B Ko oA AR 4 Al 55 Yo | 3 R el RRAE
PRI Sy 5 Y TP 5 H 1 TP Y i s B, TS
R TP o5 B R A TC 1L 3R B TP AR DG R REAIE , 3
FOAE I AE K DDoS 2 B M BE K IE R B . wio
TLS Context ZRRF I A F1 080 F IR T S2 0 H 7
A, XU BH TLS TIE5 15 B BB 5 Bh AR AU U3 e 24
i T TR 00 28 SR A U I A o 3K AR A
UE B TSRS 9 1 ) 28 R 1 JC vk A U 2 4% 1)
e X, 51 TP i 5 A TLSHIE 5 19 B F S0 f B
JE AR TGN B 114 O i

2)w/o Heterogeneity A8 (A B 7 ) F1 7050 T [%
T 6.6 F A1 i o KRB, T AL [ 44 ] ol 22 0o 2%
H4 1P 'TLS F Flow 0k [ 51 15 s 25 S BOC LA RUX
Oy ARLE BIHAT Mo 1 MHC-GNN 18 i RR1E {5
BALG ML, SEE T SRR A 15 B A S A

4 ZEHIE

ARSCHRE H — B BE T 20 A B R SOk
PHUKS I 5 s (MHC-GNN) AL G E i 5 Bk
T3 2 0] 0 T 9 Oy S L P A T SRR 1 A
Ay ), i H EE TLS-IP-Flow = JC S A8 1A, K¢
TLS EA3 (4 i %% By 85 i o 1938 BAT R S50 A
B G AT T 5 — S5 ML R . Rkt
Bilt b, R S5 ) PR 3 T T 4% T A B A s e )
JCHEAR AL, SEBL T Z A RE (S B R G, AT
A T ELA R 0 (R R A R 1T SR
HER A SRR AR . 52 TAERT LU LA
T T HEAT : 1) /05 2 5l 5 W 7R AR 2 S5 1 R B i
PSR 5 2) B BT RCR AL, B HE EER AR A
ZRNRR S B HE PS5 5 3) F T UE 5 B AR 4 B Jal 4
597 (PRSI ;4) QUIC S5 HoAt in & Bipis _E A

S 30k

[1] ZANG X D, WANGT L, ZHANG, X C, et al. Encrypted

malicious traffic detection based on natural language pro-
cessing and deep learning[ J]. Computer Networks, 2024,
250:No.110598.

[2] GU G F, ZHANG J J, LEE W K. Botsniffer: detecting
botnet command and control channels in network traffic
cly Proceedings of the 2008 Network and Distributed
System Security Symposium. San Diego, USA : Internet So-
ciety, 2008:269-286.

[3] The MITRE Corporation. Non-standard port [EB/OL].
(2020-03-14) [2025-10-25]. https://attack. mitre. org/tech-
niques/T1571/.

[4] SHEN M, WEI M W, ZHU L H, et al. Classification of
encrypted ttraffic with second-order markov chains and ap-
plication attribute bigrams [J]. IEEE Transactions on In-
formation Forensics and Security, 2017,12(8):1830-1843.

[5] ZRECE, sk 1P, IRIL, 55 456 2R e R I B
PRSI 7 1 [ ] AR B 4, 2021,6(2) 1 129-142.

[6] FUCP, LI Q, SHEN M, et al. Realtime robust malicious
traffic detection via frequency domain analysis [ C] //Pro-
ceedings of the 2021 ACM SIGSAC Conference on Com-
puter and Communications Security. New York, USA:
ACM, 2021:3431-3446.

(7] MHTE, XK H A DETB : —FpEf 5t IPSec 7= iR
T o 28R ] AR B R R AE 22 4z, 2025, 26
(6):723-730.

[8] B&T44, VFHM , XIBEAR BT HLAS 2% 2T /Y TLS S =0m
R Ry (T] Mg 545 B A%, 2020, 6
(1):77-83.

[9] SHENM, LIUY T, ZHU L H, et al. Fine-grained web-
page fingerprinting using only packet length information of
encrypted traffic [J]. IEEE Transactions on Information
Forensics and Security, 2021, 16:2046-2059.

[10] SHAO G L., CHEN X S, ZENG X M, et al. Deep learning
hierarchical representation from heterogeneous flow-level
communication data [J]. IEEE Transactions on Informa-
tion Forensics and Security, 2020, 15:1525-1540.

[11] LINK D, XU X L, GAO H H. TSCRNN: a novel classifi-
cation scheme of encrypted traffic based on flow spatiotem-
poral features for efficient management of IloT [J]. Com-
puter Networks, 2021,190:No.107974.

[12] SHAPIRA T, SHAVITT Y. Flowpic: a generic representa-

[

tion for encrypted traffic classification and applications
identification [ J ]. IEEE Transactions on Network and Ser-
vice Management, 2021, 18(2):1218-1232.

[13] SHEN M, ZHANG J P, ZHU L H, et al. Accurate decen-
tralized application identification via encrypted traffic
analysis using graph neural networks|J]. IEEE Transactions
on Information Forensics and Security, 2021, 16: 2367-
2380.

[14] FUZ Q, LIUM X, QIN Y, et al. Encrypted malware traf-



#

24

FAT A T 2 SR A LR SRR S R e A

215

[15]

[19

[

(21]

fic detection via graph-based network analysis [C] //Pro-
ceedings of the 25th International Symposium on Research
in Attacks, Intrusions and Defenses. New York, USA:
ACM, 2022:495-509.

HUOHT L, LUO Y, LI P L,et al. Flow-based encrypted
network traffic classification with graph neural networks
[J]. IEEE Transactions on Network and Service Manage-
ment, 2023,20(2):1224-1237.

GHADERMAZI J, HORE S, SHAH A, et al. GTAE-IDS:
graph transformer-based autoencoder framework for real-
time network intrusion detection [J]. IEEE Transactions
on Information Forensics and Security, 2025, 20: 4026-
4041.

WANG W, SHANG Y Y, HE Y Z, et al. Botmark: auto-
mated botnet detection with hybrid analysis of flow-based
and graph-based traffic behaviors [J]. Information Sci-
ences, 2020,511:284-296.

HONG Y P, LI Q, YANG Y Q, et al. Graph based en-
crypted malicious traffic detection with hybrid analysis of
multi-view features|J ]. Information Sciences, 2023, 644
No.119229.

PREMKUMAR A, SCHNEIDER M, SPIVEY C, et al.
Graph representation learning for context-aware network
intrusion detection[c]//Pro(:eedings of SPIE 12538, Arti-
ficial Intelligence and Machine Learning for Multi-Do-
main Operations Applications V. Orlando, USA: SPIE,
2023:No.125380H.

FU C P, LI Q, XU K. Detecting unknown encrypted mali-
cious traffic in real time via flow interaction graph analysis
[DB/OL]. (2023-01-31) [2026-03-03]. https://doi. org/
10.48550/arxiv.2301.13686.

ZHANG H Z, YU L, XIAO X, et al. TFE-GNN: a tempo-

[22

[

[

[}

[

ral fusion encoder using graph neural networks for fine-
grained encrypted traffic classification [ C] //Proceedings
of the ACM web conference 2023. New York, USA: ACM,
2023:2066-2075.
LUO X, YINLH, YANG H Y, et al. SnifferDog: compre-
hensively learning heterogeneous features of network traf-
fic to identify malicious flows[ J ]. IEEE Transactions on In-
formation Forensics and Security, 2025,20:11684-11699.
ZHAO J, L1 Q, HAN Z, et al. ReTrial: robust encrypted
malicious traffic detection via discriminative relation in-
corporation and misleading relation correction [J]. IEEE
Transactions on Information Forensics and Security,
2025,20:677-692.
CUI' S S,HAN X Y,HAN D Q, et al. FG-SAT: efficient
flow graph for encrypted traffic classification under envi-
ronment shifts [J ]. IEEE Transactions on Information Fo-
rensics and Security, 2025,20:5326-5339.
WANG X, JIHY, SHI C, et al. Heterogeneous graph at-
tention network [ DB/OL]. (2021-01-20) [2026-03-03].
https ://doi.org/10.48550/arxiv.1903.07293.
SHARAFALDIN I, HABIBI LASHKARI A, GHORBANI
A A. Toward generating a new intrusion detection dataset
and intrusion traffic characterization [ C ] //Proceedings of
the 4th International Conference on Information Systems
Security and Privacy. Settbal, Portugal: SCITEPRESS,
2018:108-116.
SHARAFALDIN I, LASHKARI A H, HAKAK S, et al.
Developing realistic distributed denial of service (DDoS)
attack dataset and laxonomy[C]//Proceedings of the 2019
International Carnahan Conference on Security Technology.
Piscataway, USA: IEEE, 2019:1-8.

(%% HB

)



