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Lan Secure Communication Technology Based on Graph
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Abstract; In the current process of secure communication in local area networks, keys are mainly centrally managed and
distributed through the key distribution center(KDC) , and its distribution mode is fixed and unchanged, resulting in a high
packet loss rate in local area network communication after encountering attacks. Therefore, a secure communication technol-
ogy for local area networks based on graph neural networks and quantum key distribution protocols is proposed. Using ellip-
tic curve cryptography algorithm to process network communication data and obtain a series of encrypted sessions. After fil-
tering encrypted traffic, consider the TLS handshake raw bytes and TLS record length sequence to generate a feature repre-
sentation vector for a single encrypted session. Constructing an intelligent classification model based on graph neural net-
works, inputting encrypted traffic feature representations into it, can detect malicious traffic and remove it from encrypted
sessions. Finally, the introduction of quantum key distribution protocol helps communication parties generate shared keys,
securely parse encrypted sessions, and achieve secure communication in local area networks. The experimental results show
that after the implementation of this technology, the packet loss rate generated during secure communication in the local area
network does not exceed 0. 2% , meeting the requirements of network information transmission.
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No. Time Source Destirstion Protocel Length Info
1 0.0000920 127.0.0.1 127.0.0.1 TcP 126 58306 - 439
2 0.000044 127.0.0.1 127.0.9.1 TCcP 44 4396 + 58306
3 0.108670 127.0.0.1 127.0.0.1 TCcP 126 58306 ~ 4396
4 0.108715 127.0.0.1 127.0.8.1 Tce 44 4396 > 58306
50.219891 127.0.0.1 127.0.0.1 TCcP 126 58306 - 4396
6 0.219937 127.0.0.1 127.0.0.1 TCP 44 4396 > 58306
7 @.329973 127.0.8.1 127.0.0.1 Tce 126 58306 » 4396
8 0.329102 127.0.0.1 127.0.9.1 TCcP 44 4396 - 58306
9 0.437144 127.0.0.1 127.0.0.1 TP 126 58306 - 4396
10 0.437189 127.9.0.1 127.0.0.1 TCP 44 4396 » 58306
11 0.546482 127.0.0.1 127.0.0.1 TCP 126 58306 ~ 4396
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Frame 1: 126 bytes on wire (1088 bits), 126 bytes captured (1888 bits) on interface \Devi
Null/Loopback
Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 58386, Dst Port: 4396, Seq: 1, Ack: 1, Len: 82
v Data (B2 bytes)
Data: 80049517800000000000005d918c10366237376366333633323931336437633161623562...
[Length: 82]
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