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Social bot detection method based on multimodal information
invariant and specific representation
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Abstract: Social bots have continuously evolved during their development, posing significant challenges to
existing detection models. To address this, we propose a novel social bot detection framework, named BotSAI.
This framework first employs customized encoders to extract multi-dimensional feature representations from user
metadata, text, and heterogeneous social network graphs. Specifically, the graph encoder achieves efficient and
balanced aggregation of neighborhood information through oversampling and a local relation transformer.
Subsequently, a multi-channel representor maps user representations into invariant subspaces and specific
subspaces to enhance their features. Finally, the enhanced user representations are integrated and refined using a
self-attention mechanism. Experimental results demonstrate that BotSAI outperforms state-of-the-art methods on
two authoritative social bot detection benchmarks. Furthermore, systematic experiments reveal the impact of
different social relationships on detection accuracy, providing new research perspectives for social bot detection.

Key words: social bot detection; heterogeneous graph of social networks; invariant and specific subspaces;
self-attention mechanism
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BotMoEP" Bk & FI H 2 Fidt A2 F & H P 5 &,
BFEH 7 TCHE . SCRN A DL R W 25, (A &5
G T MBI L KIREE MoE, At
bR W+ 52 A2 N I T BAVZ A6 A [R] R HEARF AR X
2,13 FREARENR

i F Pytorch™. Pytorch Geometric"*. Scikit-
learn® F1 Transformer®” S SZI BotSAI, £ 14
THMAES RS HE, Dy EERSREE .
ASCAE—AMH 4060GPU. 8 GB 7%, 16 > CPU
0 32 GB WAEII IR 55 4% LiATRT A ke . 1
TwiBot-20 fil MGTAB i/l %5 BotSAI K£ 7% 4 h
F1 6 ho

=1 BotSAI BEHIEE

S TwiBot-20 MGTAB

maximum epochs 400 400
hidden size 256 256

optimizer Adam Adam
learning rate 10" 10
batch size 128 128
dropout 0.4 0.4
Oversampling scale(w) 0.25 1.50

layer count(L) 2 2
L2 regularization(A) 5x107° 5x107°

relational edge set(E) {follower, following} {follower, following, reply}

@, B,y {0.7,0.3, 1.0} {0.7, 1.0, 1.0}

22 LWERS5HH

AW 6 RGP T & L VRN AR
. B RE B UL R 2SR AS B R AR R
B J5 /£ TwiBot-20 Al MGTAB ix 2 M EdERHE 4 -
AT TSN . SIS AE SRR W], BotSAI MY B AR
T 10 FhJE THRAAE TR . SCAR AT B ph 2 I 28 A
SRR R 5. W3R 2 B, B 7723
Sk SRMASLLE, MEREFRE AR DL A (bR
Z) 7 HREMW, HAAbrERtg R, T
B ERMGE R, “-7 RREZINELRIEEN T
MGTAB 4.

LI HTRI . D 1E 2 N EHRSE . BotSAI
A RZER T AL k. BAckE, 504
56 33k 1) BotMoE A kb, BotSAI £F TwiBot-20 I [
HETRIEE T 0.81%, Fl-score #&5E T 1.21%; f£
MGTAB #(#f5 5 E#Ef 2 45E 5 1 2.21%, Fl-score
P 7 0.05%. TEALAZHLES ARCIESSH, ARSCHT
$2 1) BotSATL A I HE B2 B, 1 W 25 1 1 e 2 7t o
2) SZEGEE R IR, BotSAI 7 MGTAB % 4 1
A WU 2 2 T B AR T 7E TwiBot-20 s 4E -
IFETHIRREE o XK, FEAEAZ W4 ot 2 Flpt 532 56
RAATETEFH (MGTAB $¥E 4 b B 69
B GBI R A AT R R A, TwiBot-20 £ 4
HR SRR RS R R RElE W 4
T L a8 AR 2R . 3) SEIRRE, A2
PSS B IIARE Y, 41 BotSAI. BIC 1 BotMoE
TE S AR IR S A B s S IR PLH sl pE,
ER TR — B L R R R A
T2 B A GARIR IR, AT ZHEFER
Rl (A Y Ji 7 H B o )0 R e ) AR A . ikt
Hb, SRIG R IRUESE T 2T BRI 7 AR T SO
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HIJ5 5 BAT A A AR . 4) ASCIRI T H 2 EHEMEM R P IRAT TR AETERE . IR LEEE FUIE] 1A

RS S WA B AR 55 58 1 2 () AT RS AL o 1
AAZHLEF NRIHEZ, AZAESRAE 2 D EE 4R E LR

FIAESE 6 7 2 A5 Bt AT R e ZE 1 DL K

AITTERIA R

<2 BotSAI BN IRE LRVERZERN F1 08

e B TwiBot-20 MGTAB
e : ” Y
pEN % ZAAEH. Accuracy/% Fl-score/% Accuracy/% Fl-score/%
Botometer 53.09 53.09 — —
RoBERTa \ 75.50(x0.13) 73.09(0.60) 79.03(x0.13) 75.80(x0.30)
SGBot \ 81.60(0.50) 84.90(£0.40) 84.70(0.40) 86.10(:0.48)
HGT N 85.90(0.60) 85.60(£0.60) 89.48(+0.30) 87.50(£0.40)
S-HGN R 85.40(0.30) 85.30(0.20) 89.37(x1.50) 88.70(£0.60)
RGT v 86.57(+0.11) 88.01(0.40) 89.30(+0.40) 90.20(0.50)
BotRGCN x/ 86.30(0.50) 86.60(0.40) 89.26(0.50) 87.20(0.70)
SATAR \ \ 84.00(=0.80) 86.07(=0.70) 88.12(+0.10) 87.50(=0.10)
BIC \ \ \ 87.61(£0.21) 89.13(0.15) 89.34(0.50) 89.77(0.30)
BotMoE \ v \ 87.76(+0.20) 89.22(+0.30) 89.50(1.30) 90.30(x0.30)
BotSAI \ x/ \ 88.57(20.15) 90.43 (£0.30) 91.71(20.20) 90.35(0.40)

3 BotSAI {RAVAHBIIMEHR

ML A TSR 7. 1D 8T B
H 3G A IR RE R s 20 BGAE AT R R
MK RFEWBRERNE; 3D S AR RRA
B EAT AT I 28 S g T v ) 8 P B LS e RS i T
Wk 4) AR T 23 0] 555w T 2 MAENL 3 A
W75 RS & .
3.1 BERBEIEEENMEHAR

£ TwiBot-20 fl MGTAB ¥4, F P4
PR ANFINEF R, SRTTIX 2 NERE SR A7 A B
FH AT . BART . TwiBot-20 (3
BT 5237 AN ESH PR, LS AFEASL
HILH 65894, Ml A5 ANRMHH LN
126 : 1. #LZF, MGTAB HEERA Tl %
FoARM, HESSHPHAREN 75544, ML
ANFERAA 28301, Hlas N5 ANERLLEIZh
0.37 © 1o X P2 (1) 250 7 A0 A ¥ B I & nT Re 2
XA BN ST PP 7 AR EE B

— Accuracy — Fl-score
90.43

90.20
90.30 89.70
N
< 89.30
S
1§ 88.57 88.80
= 88.40
“ 87.90 88.10
87.40
L L L L L L 186.70
0 005 0.10 0.15 020 025 030 0.35 0.40
KRR (w)

a. TwiBot-20Hi 81 SR JURE VA 1t 5286
K2

YN GRE A PATI, BIA O] BEME DL HR
2 S B R HIRHIE, 38U TR R 2 R A Sy
FKAZHE FNTIX 2 NS, REUETIER
SRR AR R, (H 2 B0 I TR A7 AR B AR
7, BRI RN BRI 25, 1E BotSAI
REZRI SR AL B A G A 35 BT, ARSCH NI R
FE A B EHE IG5 SR o X S BE A8 AR HE S A
AN F BT SRR E AT 2 5, & SRR AR R
FEw, DA H7 /b H SRR A TE AN [R] 7 B 45 8] (1 R ALE
BERE . WA SCHE ) BotSAT AR, {0 2038 KA
REw, RFELMSHEABHITRE. REER
(E 2> K8, AR R R 0K 2
S THE P . fE TwiBot-20 (w=0.25) 1 MGTAB
(w=1.5) F4E 4 or ik 2 f AR HE 0 2 F0 FL 4y
B, RFEEGIN T BRI Z RN, YRR
% 2% ) B BE AT AR ER IR s Yol i St BE
T BRI SR A 5 B 2 B RE AR R AR AL 7 AT A
[F) B A 7Y 328 T o 400 G BSORE AR [ M PR R, A
BB TR

— Accuracy — Fl-score

91.60 Q1.71
= 90.35
i 89.60
= 89.40 89.70 89.50
88.50 88,40
§8.30
87.60 e 1\87.60

0 020406081.01.2141618202224
T RFEREE ()
b. MGTABHs i KA RUEE TR S 56

Ao SR RUBE o X A DN 45 SRS B X L A P
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3.2 BEEREBRBBUMEMAR

B, Hlag Nk RIHE BE M H T
St LA NIEEE TR S0 (kT
F2) M I R RN AU R B AT T LASR T R
Jio ML F, BT A AR, HOGHE
AU AT AR TA E R R, B2 5 RS HEST
(52 TR T 52 300, 22 R AR ALE

ASCPEH R B R R e B AR T A de it
(1) RGT [ 1 28 ) 5 7 A5 20 o (1) 1 U3 B I 4%,
WG NEZESE, ik T PR AR A
FH AN [F) AR R T A 22 AL AR RE T, AT S
T RGN P AT NRFER B . A T IR AR A ST
P R RIS 2 MBI A B M Al
SR, A SORE SR 0 R R 3 38 4 0 B e GCNL
GAT F1 RGT, [ I R LR B R HE 4L 5 5206 24
TREEAAE, DAk EAT W msEse, 45 Rk 3 pr
JNo 1E TwiBot-20 £ 42 o AH L RGT A6 I iy %
I T 1.37%, F1 537380387 2.75%; 1 MGTAB 4
P AH E RGT A I HERR 242 T 2.03%, F1 404K
PETF 0.58%. SIG 2 3R W AR H 1 R ok R
PR AR AT N ANENE B R A, R E R &
R4 R o

B BotSAI-GCN m BotSAI-GAT
B BotSAI-RGT BotSAl

90.43
g5.47 87.20 88.57 43,80 86.55 87.68

82.30

80

60

40

Rt /%

20

Accuracy F1-score
HiZIES It
a. TwiBot-20 B4 4 =) 8 5% % e e g Vi R I 0
B BotSAI-GCN ® BotSAI-GAT
B BotSAI-RGT BotSAl

o171
g3 58378908 86,65 87.82 89.7790.35

80
60

40

55 /%

20

Fl-score

Accuracy
HEI A 15050
b. MGTABHE 42 J5) 5 5% 2 F 45 3 b e e
B3 AR B ond Jay il 5% R L g MR RE Y
M 4350 L S0 45 SR

33 ZMHRAXREEBLMMR

WL R AFAEE SRR T3, RIS SEsE AL
i N ) sE sk A5 A7 5 B SI 1 22 Mok 28 LBl SR AR A
HAENE Gy, HET, 280 757720U4KH# Follower
A Following #1232 K & o SR1M, #EHIX P Fh 28 K
RIHLAR KT A RR, 8 I R (1 7 B4 A
AR 2 5 S PRIE o DR IR 4 AE
KREAREGAFEGELE, = FBWLE ANRHERN S EF
T, AT P EE R A R R .

IRFEAS AR5 R F R L Re  sg e, AR i
FiHT MGTAB By i | 2 Mokt 28 5k R W 2%
P AT ST LE SR 56 . SEIR 7E BotSAT FEZE T #E4T,
IR EE AL A W 48 A ), A S BUR A .
A FELBA R AR BN TI21T 5 Ik, SLEegh
BUAEAbR R R BEI, WE 3 Fis. w5
RO AARFRE, EHENIC RN H g R LT R 2R A
FRifo

LG AR MEEIR . D XA AL A
1%, @it LREIE 2 Mt 8 0 R A A1 i 714
&E, BES A AUHIENLA N S HEH 2 Al 2
Fo 2) fER—HAZRRM M AL H, Follower
AL Following 4146 56 E BRI K i H 3.12%, fEAH
FHAE &5 20 Eb szt b B+A 0% b B+C 26 56 v
MR 1.46%. &5 HE B4 8 #1538 % R Follower
AH EE FE B 458 K & Following. Mention 23 7 5 2 #l
BAHHESLHPMERGEE. 3) A, Hmiist
LRFZMHE A+B+D M TR AT R R IH
& A+B+C+D+E, FEMAEREZRIET T 2.16%. {H1F
FAEM A, FRFHICR B OB ARAE T8 B0
FERZ R RPN, AL T IR A 08 R DM
Bl 2% o X FhoT 20, B REAS IR AR T IR A R )
G, TR 0 S R TG 50 O R 51 NI T4
AT S 325 5 A 2R (10 2R R 1 5 T T 14

ST R, A ASHLEE AR RE A% O AR
T Wl B S BEARRAE RS AR 5 0B o IR
H A REIR T3 80 0 BRI RUP RIREE 22 . +EAEHL
A NG M LUl I AR LT BB S E AR
TR AE W2 R, JE AR IIALE s vl (5 B P A
B RIE A PR R CE M 2%, HUBRE#E
R AT A2 ) 2%, Ak
FLSLK S, #EASHLEE N TR SIS s g s
XUIR HA) CangRAs e A 88 H P ) 3 90 BN 25 ]
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JEEE, 5 BT RS RARHIR E ROR AL ST AR 5 vk 241

BL) o I T ERBN O R ENLBIAR T H o
TEAT N, AEBORSEELZ A7 5 e (0 R 2 P A A

IR, X AR IR R B SRIBRRF AL BE 5 i 9 e K
& B RBEFTAE o

ERIE 20 ko N A PO poa B E B

ESitl KRR KRR Accuracy/% F1-score/%
Follower: A User A is followed by user B 87.45(+0.40) 85.48(+0.40)

Following: B User A follows user B 84.33(+0.30) 80.77(+0.45)

B— KR Mention: C User A mentions user B in tweets 86.73(+0.20) 82.57(+0.30)
Reply: D User A replies to tweet of user B 86.53(x0.25) 84.49(%0.15)

Quoted: E User A quotes tweet of user B 85.93(+0.15) 83.46(+0.10)

B+A User A combines active and passive behaviors 87.89(+0.10) 87.60(£0.15)

B+C User A passive behavior combination 86.43(x0.25) 84.68(+0.30)

HZRAAE B+C+D+E User A combines all passive relationships 88.73(£0.10) 86.45(+0.20)
A+B+C+D+E User A full relationship set 89.55(+0.30) 86.57(+0.35)

BotSAIL: A+B+D Optimal relationship combination 91.71(0.20) 90.35(0.40)

34 ESTTE5HFEFZEHAR
341 FER4ARFR

T RER A A A L2 R I &5 2R 1 5
W, #ff 5 BotSAI AL ) 3 ANAF{Ak . 1) BotSAI-
BASE & 1 MR NRA, il N MEESMAH 3
ML GRADEE, A5 SRR T30, EHEX R
WIRFAEREAT A, (8 il 5 1 1) & EAT A
2) BotSAI-SF %% 14 7£ £ 78 % ] Bt Bt 55 BotSAI
FHIE, R A TS BRI (RS RT R 3547 fik
AR . 3) BotSAI-IF AR K 7E R IR 22 2 Br 5
BotSAI M A, WA IS AN RS AE (RS R M)
AT RA ARSI o

AW FUE I T LS IR AR T 2 AR )
B o A WU P B B2 . W 4 TR, 7E TwiBot-20
54 I, BotSAI-SF #H%% T- BotSAI-BASE 1t fi
TAEE (—0.69%) FIF1{E (—0.78%) ¥R IE
BE T P&; T7E MGTAB £dli4E b, HAS I B P& 1
i 1.13%, F1AEBEAK 0.64%. X Fhi: e 2k ol )3 [
T BotSAI-SF A5 At i o i s A 25 22 S itk S350kt
AR T . M2 N, BotSAIIF JEidH
SO 2 BT MERRAE, 7E 2 DN IEHERR S o))
HUAS 0.92% A1 1.35% M) F1AEIRTE, B6E T 3otk
fESA IR BB . FET ORI, A SCHEH ¥ BotSAT
AR | AL AN 23 0] (Invariant Space) A5
A E A% E] (Specific Space) F PR REIPLALHLHI . &
IOt WK, XMELMITE TwiBot-20 Al MGTAB %1

P F A3 RISTIL T 88.57% 11 91.71% (146 I ¥4
%, IR T 0.81% A1 2.21%, FSZ 7 iXfh
e A LA SRS ) A R

W BotSAl-Base M BotSAI-SF
® BotSAI-IF BotSAl

86.5785.88 87.25 88.57 87.3086.52 88.38 90.43

80
g\\°
B 60
§
E 40

20

Accuracy Fl-score
TR FIF 14340
a. TwiBot-20 045 8148 55 58 7% A T i S 4
m BotSAl-Base ® BotSAI-SF
u BotSAI-IF BotSAl
87.68 86.3789.382L7L 86.55 85,82 88.772035

80
B
® 60
#
E 40

20

Accuracy F1-score
HER SR FIF 153 44

b. MGTABYHE 4128 5 5 T 1 A 6
B4 TR se s

342 FTRETAMLET
DRI WIS ANAL 122 ) S R R 1 2 )
XPRFERANZ AL RE TR, AT FER A t-SNE
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R4k AR N TwiBot-20 F1 MGTAB IR 85 0 ] 2 3
FEBEAT AT ARAL A pT ClnfE 5 AT 6 i) o mTARAL
GERFIR, Ha=0. B=O0R IR FIRRIE A7 2 I
BRSO E,  HE DL R e i
B ML E 55 @ FRIE. AT, TEARIMES %25
PERUR KB IS T, a#0. B#0, BEALT
2 RS RIMAE R ELS, MEFE 250
V) S5 I B RS S 1 A B P o IX 3R B BotSAI KX
ThSEgl T WA 72 (05 20 HAw, 300F T 7ERA
Rtk

a=0, f=0

20
10 -
A0 4

~60-50-40-30-20-10 0 10 20 30 40 50 60
X
Invariant: @ k" @ h! © K¢ Specific: @ h @ h! he
a. TwiBot-20 %48 G 5 AR UPE AN 22 53 i 2R

a0, f#0
50 ] ‘

40

30 - o

20 & ’(>

10 | &

£
s

x

3
e
w

-10 - o
-20 : -
=30 - %

-40
=50 -

~50-40-30-20-10 0 10 20 30 40 50
X
Invariant: @ h" @ h' h®  Specific: @ 1 @ h! e
b. TwiBot-20%H% 4 1 J3 F ARSI Fl 2 S 45 2k

K5 TwiBot-20 $di4E A28 5545 % 123 8] e
E NIRRT 4

) =0, p=0
50 -
40
30 4
20
10 1
)
_10 o
20
_30 4
—40
| |

~50 -40 —30 —20-10 0 10 20 30 40 50
X
Invariant: @ hY @ h! ©h® Specific: @ hY @ h! « h¢
a. MGTABHUHE 42 H OGP AP N 22 S b2 2k

a0, p#0

~60-50-40-30-20-10 0 10 20 30 40 50 60
X
Invariant: @ hY @ h! © h® Specific: @ hY @ hl  h¢
b. MGTABEU A H Je AR AL 22 4 0
6 MGTAB HHEEA L 5 e+ 2 7] H R
KR Ak

4 ZEFRIE

FEAZHLAR ARG 2 — I = B HEA P AT
%o AICHEH T —NFANHESE BotSAL, Kl
HRSNZHEESERERIEXIELHEEERELE
2B, I 2 RS RRAE [0 S 350 B AR Ry e
TRk, SRS () ek ™ R, B AR
VR 1 A A W2 N O 2 G B A I () S . R SR
F B, BotSAITE 2 MAEATHLAR NI I e 4R 2%
T IATE. fERK, B EF TR
AP RBESLA 5PN ES, U EEER
Z PRI BB AR K R B 4
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