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An Explainable Vulnerability Detection Method Based on

Program Dependency Semantic Embedding
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(Information Engineering University, Zhengzhou 450001, China)

Abstract: Current vulnerability detection methods based on graph neural networks struggle to effec-
tively model long-range dependencies and deep semantic features in code, whereas approaches leverag-
ing large language models lack explicit structural awareness of programs, resulting in insufficient capa-
bilities for vulnerability localization and interpretability. An explainable vulnerability analysis frame-
work DEPVulDet, that integrates program dependency semantic embedding with decoder-based reason-
ing, is proposed. A dedicated encoder is employed to capture control and data-flow semantic features
from program dependencies, which is then aligned into the semantic space of a large language model of
the decoder via a lightweight linear mapping mechanism. The decoder is used to perform vulnerability
detection based on the mapped representations, while a chain-of-thought-inspired multi-turn dialogue
training strategy is introduced to enhance the model s logical reasoning and explanatory capability re-
garding vulnerability locations, contextual dependencies, and root causes. Experimental results show
the accuracy of DEPVulDet reaches 69.6% and 95.7% respectively, with its Fl-scores standing at
71.5% and 48.1%, exhibiting superior performance over the comparison methods on various evaluation
metrics.
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Libpcre CVE-2017-7186 .CVE-2017-7244 .CVE-2017-7246
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Llama-13B 88.5 85.7 84.2
Qwen-13b 81.4 70.0 71.4

Vul-rag 714 70.0 74.2
DeepSeek-13b 80.0 78.5 72.8
DEPVulDet 92.6 91.4 91.4
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