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Adaptive Malicious Attack Detection and Response Algorithm
for Cloud Platform Based on Deep Learning and Trust Measurement

WANG Dongyue, LIU Hao'
(The Meteorology Data Center of Heilongjiang . Haerbin, Heilongjiang 150000, China)

Abstract; Due to the low correlation between the extracted cloud platform data features and abnormal behavior, the
adaptive malicious attack detection effect of the cloud platform is poor. Therefore, a cloud platform adaptive malicious attack
detection and response algorithm based on deep learning and trust measurement was designed. Utilizing sensors to collect
cloud platform data, smoothing and normalizing it, and then performing cluster analysis on it. Under the influence of deep
learning networks, multiple features of cloud platform operation data are extracted, and their trust values are calculated. By
calculating adaptive control functions, a malicious attack detection model is constructed, and the detection results are used as
the basis to calculate the risk value brought by malicious attacks, design a malicious attack response mechanism based on
this. The test results show that. taking a certain cloud platform as the experimental object, the algorithm has a high detec-
tion rate and good detection effect in practical applications.
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import numpy as np
from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy_score
features = [
]
labels = [

0,:0,:0:1:1::0:1; 1,:0;:0;
]
X_train, X_test, y_train, y_test = train_test_split(features, labels,
test_size=0.2, random_state=42)
clf = RandomForestClassifier(n_estimators=100)
clffit(X_train, y_train)
y_pred = clf.predict(X_test)
accuracy = accuracy_score(y_test, y_pred)
print('Accuracy:’, accuracy)
def respond_to_malicious_activity(data):

prediction = clf.predict([data])[0]

if prediction == 1
print('Detected malicious activity:', data)
return False

else:
return True
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