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ABSTRACT

Physical layer security has emerged as a promising approach to counter eavesdropping threats in the Internet
of Things (IoT). With the advancement of technology, eavesdroppers (Eves) are increasingly sophisticated,
exacerbating the difficulties in ensuring the security of uplink transmissions. In situations where transmitters
are unable to deter Eves from approaching at close range, these intelligent Eves can attain substantial channel
gains, thereby posing significant security threats. To address these challenges, we first propose a time-domain
artificial noise (AN) scheme to eliminate interference at the legitimate receiver in Multiple-Input Multiple-Output
Orthogonal Frequency Division Multiplexing (MIMO-OFDM) systems. Then, we model the adversarial interaction
between legitimate transceivers and intelligent Eves as a game-theoretic problem. To solve the dynamic game
problem, we introduce a deep deterministic policy gradient (DDPG)-based framework, where an optimal
beamforming fractional programming algorithm (OBFP) and a lower-complexity zero-forcing beamforming
difference of convex algorithm (ZFDC) are designed to ascertain the most effective strategy for legitimate
transceivers. Simulation results validate the effectiveness of our proposed algorithms and highlight the critical
role of time-domain AN in combating intelligent eavesdropping.

1. Introduction

Wireless communication technologies have penetrated various as-
pects of modern life [1], driving productivity, supporting military ad-
vancements, and improving daily convenience [2]. As communication
and computation technologies evolve and new application scenarios
emerge, concerns about eavesdropping have intensified [3]. Physical
Layer Security (PLS) has attracted the attention of researchers for its
ability to guarantee information confidentiality with low computational
complexity, offering an alternative to traditional upper-layer crypto-
graphic protocols [4]. It has been explored widely in diverse fields, such
as the Internet of Things (IoT), cellular networks, and military counter-
measures [5].

As technology advances, Eavesdroppers (Eves) are becoming more
capable [6], who may collude and strategically move based on the per-

ceived environment information [7] to augment their eavesdropping
capabilities. Numerous approaches have been proposed to counter col-
lusive eavesdropping threats. For example, Wang et al. evaluated the
impact of the Artificial Noise (AN) on downlink security in mmWave
cellular networks under a colluding Eves scenario [8], in which they
were regarded as a super Eve equipped with multiple antennas [9]. Huo
et al. also designed robust beamforming algorithms in a heterogeneous
network to defend against collusive Eves [10]. In scenarios where Eves
can adapt their actions strategically, game-theoretic models are often
employed to determine optimal security strategies when Eves employ
the most detrimental strategy to the system. For instance, in downlink
systems, Kwon et al. modeled a game where Eves activated a subset of
nodes to maximize their energy efficiency [11] and Su et al. addressed
a zero-sum game where Eves targeted different Base Stations (BSs) to
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minimize the sum of secrecy rates [12]. Game-theoretic approaches en-
sure reliable secure communication by accounting for the worst-case
scenarios arising from Eves’ strategic behaviors.

The mobility of wireless networks introduces challenges for main-
taining secure transmissions [13], necessitating new metrics such as
ergodic secrecy rates and secrecy outage probabilities to assess secu-
rity performance [14]. Researchers have leveraged these metrics to
study intelligent mobile Eves, whose behaviors align with more real-
istic patterns. Shen et al. developed a conscious eavesdropping model
that reflects Eve’s adaptive behavior and proposed a friendly jamming
handover scheme as a countermeasure [15]. To better characterize the
interactions between legitimate transceivers and intelligent mobile Eves,
researchers applied game theory to analyze the problem and derive opti-
mal strategies for both sides. In downlink systems, Wu et al. formulated
a zero-sum differential game to model “pursuit-evasion” interactions in
a UAV scenario, applying a Gauss-Seidel-like implicit finite-difference
method for strategy optimization [16]. Wu et al. introduced a friendly
mobile jammer alongside a zero-sum game deep learning algorithm to
counteract intelligent Eves in Multi-Input Multi-Output (MIMO) systems
[17]. For uplink transmissions, Wen et al. employed a multi-agent deep
reinforcement learning algorithm to solve the game problem between a
smart UAV Eve and a legitimate receiver [18].

Much of the existing research on PLS has focused on securing down-
link transmission by introducing safety zones around transmitters to
prevent mobile Eves from approaching too closely and benefiting from
high channel gains. Although safety zones were not explicitly imple-
mented in some studies, specific assumptions effectively prevented Eves
from getting too close to the transmitter [16,18,19]. Safety zones can
be realized through various methods, such as physical inspection and
deactivation, practical deployment, or AN with directional antennas
[17,20,21]. However, in uplink IoT transmission scenarios, such safety
zones are often impractical due to transmitter equipment limitations.
This vulnerability allows Eves to approach transmitters closely, signifi-
cantly increasing their ability to intercept communications.

Due to the uncertainty of wiretapping channels, designing beam-
forming schemes to degrade the channels of mobile Eves is difficult. Co-
operative jamming and secure relaying techniques also perform poorly,
as the advantages obtained by intelligent Eves far outweigh the gains
achieved by PLS because of the large disparity in distances between
network nodes. To mitigate the secure risks triggered by intelligent
Eves in uplink transmissions, interference must be generated near the
transmitters to neutralize intelligent Eves’ advantages. While traditional
frequency-domain AN methods can effectively reduce eavesdropping
performance, they simultaneously cause significant interference to le-
gitimate receivers due to the limitation of antenna technology [22].

One effective approach in scenarios with limited transmit antennas is
to transmit the time-domain AN alongside legitimate information signals
to counter intelligent Eves in uplink transmissions. Qin et al. proposed
a novel time-domain AN design that leverages the temporal degrees of
freedom provided by the cyclic prefix in Orthogonal Frequency Divi-
sion Multiplexing (OFDM) systems, effectively preventing interference
with legitimate receivers [23]. Akitaya et al. extended this technique to
MIMO-OFDM systems and analyzed its secrecy performance with fixed
AN power [24]. Li et al. proposed a time-domain AN-inserted scheme
for Time-Reversal (TR) systems, where AN can be eliminated when the
number of channel paths is small [25].

OFDM is widely adopted as a dominant modulation scheme in mod-
ern wireless systems, such as Fifth Generation (5G) networks, owing to
its high spectral efficiency, robustness against multipath fading. This
makes it particularly well-suited for high-throughput or high-density
IoT scenarios. To handle the high Peak-to-Average Power Ratio (PAPR)
issues in OFDM systems, Ye et al. proposed a segmental partial trans-
mit sequence scheme to mitigate PAPR in Offset Quadrature Ampli-
tude Modulation based OFDM (OQAM-OFDM) systems [26], while Li
et al. evaluated the key performance metrics of OQAM-OFDM for IoT
scenarios-specific requirements [27]. In industrial IoT networks de-
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manding hyper-connectivity and high throughput, Lee et al. introduced
a selected mapping-based PAPR reduction scheme for MIMO-OFDM sys-
tems [28].

Artificial Intelligence (AI) has emerged as a promising tool to address
the challenges in resource-constrained environments due to its low com-
plexity and adaptive learning capability [29,30]. For hardware-limited
IoT systems, Soltani et al. demonstrated that neural networks can re-
place traditional OFDM components, such as channel estimation, symbol
demapping, and decoding [31]. Gao et al. propose a data-driven deep
learning based hybrid beamforming with low complexity for MIMO-
OFDM systems [32]. Meanwhile, the complexity of resource allocation
in OFDM systems is often exacerbated by the presence of subcarriers,
particularly in multi-user scenarios. To tackle this, Noh et al. employed
a deep hierarchical reinforcement learning approach to jointly optimize
user scheduling and frequency resource allocation [33].

To mitigate security risks arising from the proximity of Eves to
equipment-constrained transmitters, we propose a time-domain AN de-
sign implemented at transmitters in uplink MIMO-OFDM IoT systems.
The adaptive behaviors of collusive Eves, driven by their intelligence
and mobility, introduce dynamic uncertainties into the joint optimiza-
tion of subcarrier power and AN allocation, complicating secure trans-
mission design. To address these challenges, we model the adversarial
interactions as a non-cooperative game problem and propose a deep
reinforcement learning approach to solve it. The key innovations and
contributions of this paper are as follows:

» We study the security of uplink transmissions in a MIMO-OFDM IoT
system with intelligent collusive Eves capable of closely approach-
ing transmitters. To counter this threat, we explore the correlation
between time-domain AN design and the joint allocation of subcar-
rier power and AN power. Furthermore, we consider the channel
correlation between legitimate users and Eves, with Eves imitating
legitimate channels to minimize the impact of AN.

« Based on the time-domain AN design, we formulate a game-theoretic
problem that models the conflict between legitimate transceivers and
Eves. The Eves’ strategy is simplified to a mixed strategy, represent-
ing a more severe threat to system secrecy. Legitimate transceivers
enhance secrecy performance by optimizing receive beamforming,
subcarrier power and AN power allocation.

o The original game problem is intractable as closed-form solutions
for both parties cannot be derived. To address the complex game
problem, we introduce a Deep Deterministic Policy Gradient (DDPG)-
based secure transmission framework, where Eves are modeled as
agents. The proposed framework yields corresponding strategies for
legitimate transceivers and intelligent Eves.

« To obtain the optimal solutions for legitimate transceivers, we incor-
porate traditional convex optimization methods into the DDPG-based
framework. With the Eves’ strategy generated by DDPG, we pro-
pose an Optimal Beamforming Fractional Programming Algorithm
(OBFP) to transform the problem into a tractable convex form and a
Zero-Forcing Beamforming Difference of Convex Algorithm (ZFDC)
to simplify computational complexity.

Notation: Bold uppercase and lowercase letters represent matrices
and vectors, respectively. E,,, ; refers to the last i rows of the j X j identity
matrix I;. The notations [¢]”,[+]7, |« |,|| « || stand for the transpose,
conjugate transpose, modulus, and Frobenius norm, respectively. C™*/
is the set of complex i X j matrices. E[+] is the expectation operator.
The notation x ~ CN'(u,X) indicates that the complex vector x obeys
a circularly symmetric complex Gaussian distribution with mean y and
covariance matrix X. diag(x;,...,X,) represents a diagonal matrix with
diagonal elements x; through x,,, and blkdiag(X, ..., X,,) denotes a block
diagonal matrix with diagonal matrix elements X; to X,,. null(X) stands
for an orthogonal basis for the null space of X. P(i, :) represents the
i-th row of P, and sum(x) refers to the sum of the elements of x. [¢]* £
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Fig. 1. System model.

max{s,0} defines the positive part, and [«] indicates rounding up. v(e)
denotes the gradient.

2. System model and problem formulation
2.1. System model and channel model

We consider the uplink of a multi-user MIMO-OFDM IoT system with
N subcarriers, where K single-antenna users transmit messages to the
legitimate receiver Alice equipped with N, (N, > K) antennas at the
presence of M intelligent Eves. These single-antenna Eves can move
to other locations for better eavesdropping performance. For conve-
nience of illustration, we denote K 2 {1,..,K}, M 2 {1,..,M}, and
N 2{1,..,N} as the set of users, Eves, and subcarriers.

Due to the limitations of antenna, AN designed in the time domain is
employed at users to protect legitimate communications. As illustrated
in Fig. 1, the frequency-domain signal is transformed into the time do-
main by Inverse Fast Fourier Transform (IFFT), and a Cyclic Prefix (CP)
of length N, is inserted. Let FH F e CN*N denote the IFFT and FFT
matrices. T = [EECPX ~ Inv1" and R = [0, ~,, In] are the matrices
for CP insertion and removal, respectively. Then, the transmitted time-
domain OFDM symbol at User k can be written as

s = TPFTP)*x, +a, 6))

where P, = diag(¢} P!, 2 PZ,....¢Y PY) with P! denoting the transmit
power at each subcarrier and ¢) € [0, 1] denoting the power proportion
allocated to the information. x; =[x ,x;,, ...,ka]T is the frequency-
domain symbol vector originating from a Gaussian codebook with zero
mean and covariance matrix [E[xkxlf’ 1=1Iy.a, € CN+NeoX! represents
the added AN.

We assume that there is no interference between subcarriers. The
signals of User k received at the r-th antenna of Alice and Eve m are
given by
1/2

—FR7H, , (T“PFH P

Yuk,a,, Xy + ak) + wa,

=H) , P/*x, + FR7H, , a, +W,
a : . @
Vue, =FR7H, (TCPFH P/ x, + ak> +w,

=H° , P}/’x, + FR7H

Up,em a+ Wem

Uje,em

where w, ~CN'(0,6;1y) and w, ~CN'(0,071y) denote the additive
complex Gaussian white noise received at the r-th antenna of Alice and
Eve m, respectively. H, , € CN*NaXN+Ne) e (g e, } is a Toeplitz
channel matrix represented by
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H, ,0) 0 0 0
H, ,0) 0 0
Huk,b = Huk,b(L) . . .. :
: : 0

0 o Hy p(D) H, ,(0)

in which Huk’b(l), 1 €{0,1,..., L} are channel impulse responses and the
maximum delay spread order L (L < N_,) is determined by dividing the
maximum delay spread by the sampling period [34]. In addition, Hgk, b=
FR”’Huk’bT”‘FH = diag(hlllk,b, h;‘k,b, h:i\,](,b)’ where hsk,b denotes the
channel frequency response corresponding to the link from User k to
Antenna b at Subcarrier n.

We suppose that Alice employs a linear receiver, whose receive
beamforming vector designed for the demodulation of User k’s signal
at Subcarrier n is given by v} € CN-Nx1_ Thus, the received signals can
be expressed as

Yo =VHHP/?x + VAF R’H,a + w, ®
Ye, =H) P'’x+F.R’H, a+w,

where w, ~ CN'(0,02I y) and w, ~CN(0, ongKN) are the additive
complex Gaussian white noise vectors. The other vectors and matrices
in (3) are defined as

XGCKNXI

ac CKOV+N X1

X = [XIT""’X1T<]Tv
a=[al, .. aL]",
V=[Vi,...,vfl,vé,...,vﬁ], V € CN-NXKN
P =blkdiag (P}, ... Pg), P e CKNXKN

F, =blkdiag (F,....F), F, e CN:NxN.N

R =blkdiag (R, ..., RP), R € CN VXN (N+NG,) 4)
[ go e HYO ]
up.ay ug.ay
0 _ B . : 0 N.NXKN
HO = : . : . Hech
0 .. HO
”lraN, ”KvaN,
Hul,al HuK,al
H, = : . . , H,_ € CN-(N+NpXK(N+Nep)
| HulraN, H"Kﬂ/v, |

AndH? € CN*KNandH, € CN+Nep*K(N+Nep) | denoting the channel
frequency responses and channel impulse responses between users and
Eve m, take similar forms to HO and H,.. In addition, F, € CKN*KN and

RS € CKW+NepKN take similar forms to F, and RS,
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2.2. Time-domain AN

We assume that the positions of Eves can be observed so that only
the statistic Channel State Information (CSI) of links between them and
other nodes is known for the communication system. The time-domain
AN generated by each user is designed to eliminate the introduced in-
terference at Alice for each user’s information. Thus, it needs to be laid
in the null space of legitimate channels.

We design the time-domain AN as

1/2 5)

where d ~ CN(0,I Ncp) is a random vector with I Nep denoting the

a=QP,

covariance matrix of d. P, denotes the power of the time-domain AN.
Specially, we let

QY =nul(V/F,R7H,), Q"Q=Ixy, (6)

Since the size of VIF,R;”H,, is KN x K(N + N,,) satisfying that

K(N+N,)>KN

we can guarantee the existence of its null space. Note that the design of
AN is related to the receiver scheme at Alice.

For later convenience, we call P’'/2 = F,(R)~ IQPI/ 2. Then, (3)
reduces to
Y= VHHgPl/Zx +w,
Ye, =H) P'’x+F,R’H, a+w,
=H{ P'/2x+H. F (T¢) ]QP1/2d+wem @

=H) P'’x+H) P d+w,

Since Hg is composed of multiple diagonal matrices and d ~
CN(0,Ix N,,)» the sum of the elements in each row of P’ denotes the
frequency-domain AN power allocated to each subcarrier by each user,

which can be expressed by

surn(P'(kN—N+n, :)) =(1-¢)P; 8)

Namely, we can design the time-domain AN without causing mutual
interference between users when ¢ and P}’ are predefined.

The Signal-to-Interference-plus-Noise Ratio (SINR) of Alice and Eves
m to User k at Subcarrier n can be written as

n pn nH n
Yo ™ g il P (92)
f=1z,i:;ek¢npn thZ a 2"'05
n n
Vigm = kz L - (9b)
A—gpPhn , |+ ;:E;ek Py, | +o]

where hsk . is the (kN — N + n)-th column of Hg.

2.3. Intelligent eavesdroppers

We assume that intelligent Eves, who can exchange their information
with each other and know the CSI of links between them and legiti-
mate nodes, collude to achieve higher antenna gain. Moreover, they
may move to locations close to users, incurring channel correlation be-
tween Eves and users. Without loss of generality, we assume that Eve m
is closest to User k. The channel between Eve m and the r-th antenna of
Alice can be represented as

He 0= pu,(DH, o (D +/1= 0% (DH,, , (1)

(10)
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where ﬁe,,,,a,(l) is uncorrelated with H, , (D). p,, () is the correla-
tion coefficient between H, , (/) and H, , (!), which can be obtained
by channel models or field measurements. It is associated with various
physical channel conditions such as the distance between nodes, scat-
tering environments, and angular spread, etc [35].

Intelligent Eves can utilize channel correlation by signal processing
to mitigate the interference of time-domain AN. For later convenience,

I8,
we let G, = H

Il
Up-m .
wpsew = Bu.er, ——-— is the nor-

kH where =
Upeem’ Bugen 8, ol F

malization coefficient and H o ok =H, , takesasimilarformtoH, ,
m>*r ’

Eve m selects H, , to imitate the legitimate channel for the informa-

tion of User k. Thus, the signals of User k received at Eve m can be given

as

Cm>4,

=FRYG,,

yuk,e uk Cm

_ 0 1/2
=Puen He & Pk

(T“’FHPI/Zxk + ak) +w,
11
X, + ﬁuk’emFR”’Hem’a;:ak +w,

where H° = dlag(h1 k,hz &
em a emsa, moGr

uation that Pmr(0)=p,,, ,(1) =..=pp ,(L) part of the time-domain AN

can be perfectly eliminated due to channel correlation, which substan-

tially enhances its performance of eavesdropping. Then, (11) reduces

to

) Considering the worst sit-

1/2 -
YMk,em = ﬂuk,e,,, 2 L~ Pk/ Xy + ﬁuk,em FchHem,u/; a+ wem (12)
where
H, ,0) 0 0 0
H, ,(0) 0 0
ep.af =P Hemvar(L) ” .
: 0
0 Cm>Ar L) Cm>Ar )
with 5, . =41/1—p2 _(0). And (9b) is transformed into
2

n

n pn 2
by ﬂuk,e,,, ol

Vigen = 13)
A=gPip2 , puifit g Z P

m%r i=1,i#k

where " isassociated with H, .« and A"

€.ay 'm-Ar i

ing channel frequency response of inter-user interference after signal
processing.
For later convenience, we define the elimination factor as

2 2
+ O'em

em

denotes the correspond-
m

iln
n - em,a’,‘
ey = Pmr 5 14
hn
e, ,a’,‘

which is assumed to be less than 1 owing to the channel correlation.
Furthermore, it is unnecessary to fulfill the signal processing for channel
imitation if C;lwm > 1, since the received AN becomes relatively large
after signal processing.

Considering the worst situation, we define the secrecy rate of User k
as

N as)
1 N M

_ n _ n

S T s (1) o+ B )|

where R, denotes the channel capacity of User k at Subcarrier n and
R, denotes the maximum channel capacity achievable to collusive Eves
on User k at Subcarrier n.
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3. Game problem formulation

We formulate the problem as a game, since both legitimate trans-
ceivers and mobile intelligent Eves can capture the beneficial informa-
tion by observing their environment and they both act correspondingly
for their respective purposes.

When the legitimate transceivers’ channels are worse than intelligent
collusive Eves’ as follows

M
log, (1 + y,:’k,a) <logy(1+ Y 7, )Yne N
m=1

the best strategy for User k is to remain silent to avoid leakage of
confidential information. From the perspective of Eves, there are three
potential purposes, including silencing a certain user, silencing as many
users as possible, and minimizing the overall performance of the system.

e Case 1: To attack on a high-value user under limited eavesdropping
resources, all Eves select the certain user (User k) and move to its lo-
cation for eavesdropping, leading to c;'k o £2¢" and

== C;lk,eM = e
the power proportion allocated to the information of other users
Pl =1G€eK,i#k).If c,:'k!ey,fk’a/zbz > M, User k can optimize its
subcarrier power and time-domain AN power allocation to maximize
its secrecy rate. On the other hand, User k has to keep silent to protect
confidential information from overhearing when c":k’ eyl:’k’ JOEM
(Vne N).!

o Case 2: To maximize system-wide outage, Eves aim at silencing as
many users as possible. Whereas it is impractical and inefficient for
Eves to traverse the network to search their optimal eavesdropping
locations, it is much simpler and more efficient for Eves to arrange
for themselves to move to users’ locations for eavesdropping, start-
ing from the user with the worst SINR in the order of users’ SINR

K [en prpynHpn 2

conditions. When Y [%} < M (Vn € N), the entire

= a
wireless communickatlion system is silenced.

e Case 3: When collusive Eves are not capable of silencing the whole
system, they may prefer to minimize the overall performance of the
system, resulting in the least amount of data being transmitted by all
users to increase their cost. Similarly, legitimate transceivers can op-
timize their strategy to confront Eves to mitigate the negative effects
posed by them.

The game problems on the users’ side in the other two cases can be
regarded as simplified versions of the one in Case 3, where the opti-
mal strategy for legitimate users is the most complicated. Therefore, we
formulate the game problem between legitimate transceivers and intel-
ligent Eves based on Case 3.

3.1. Game problem on intelligent Eves’ side
We assume that each Eve can choose different users and move to

their location for eavesdropping with different probabilities. Then, their
SINR given in (13) can be transformed into

1 1
- i ___ %
Ug.epm K 2 " (1—¢"
7 2
T | 4R, e TR 16)
(1= ¢f)+—
e
k Pup.em "mv”,r(

by ignoring "'3 and multi-user interference since they are relatively
small compare(rln to the received AN when Eves are quite close to users.
Eves collude and optimize their strategy, which can be considered as
an assignment problem between Eves and users, to minimize the sum

1 Since the proof is similar to that of Theorem 2, it is omitted for brevity.
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of users’ secrecy rates C; = Ef:l C;, - Thus, the game problem on the
intelligent Eves’ side can be formulated as

Problem 1 (Intelligent Eves):

K
min(pk}kelc z CSk (7a)
k=1
K
s.t. 0< Z <M (17b)
k=1
Pi = 0 (17¢)
where we have that
1 N ¢n +
= no\ Tk
Csk_ N ,; 10g2(1+yuk,a) 10g2<1+pkcsk e(l_¢z) (18)

Eves adopt a mixed strategy,” where each Eve can move to different
target user positions for eavesdropping with certain probabilities. The
decimal p, represents the cumulative probability that each Eve selects
User k for eavesdropping. When multiple Eves select the same target
User k to eavesdropping, they have the same c;'k, .- Then, substituting
(16) into (15) yields the expression given in (18). The objective of Eves
is to minimize the overall system performance by adjusting p,. Notably,
the term [ ]* in C,, can be excluded, as Eves employing a mixed strategy
will not increase their probabilities of eavesdropping on a user whose
secrecy rate has already reduced to zero.

3.2. Game problem on legitimate transceivers’ side

To confront intelligent Eves, legitimate transceivers employ time-
domain AN to deteriorate Eves’ channel conditions and receive beam-
forming to improve users’ SINRs. In the MIMO-OFDM system, the sub-
carrier power allocation at each user can also affect the channel capacity
of users. Therefore, the game problem at legitimate transceivers’ side
can be given by

Problem 2 (Legitimate Transceivers):

K
maX(P:’d’Z*VZ}Zi% I; Gy, (19a)
st 0<¢; <1 (19b)
N
0< Y Py <P (190)
n=1
Ivill <1 (19d)

where P"** is the maximum power of User k. The legitimate trans-
ceivers’ side optimizes each user’s power proportion allocated to the
information ¢}, the subcarrier power P;’ and the receive beamforming
v} to maximize the system secrecy performance. Based on the optimized
variables, the corresponding time-domain AN can be designed.

2 Under a pure strategy, p, represents the integer number of Eves assigned to
eavesdrop User k, with each Eve restricted to targeting one user. In contrast, a
mixed strategy allows Eves to probabilistically distribute their eavesdropping ef-
forts across multiple users, thereby confusing legitimate transceivers. Therefore,
this paper adopts a mixed strategy to model the Eves’ behaviors.
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Fig. 2. The framework of the proposed algorithm.

Although we have simplified Eve’s strategy from searching the op-
timal eavesdropping positions to an assignment problem, it is still in-
tractable to obtain two sides’ optimal strategies in the game problem.
The objective functions for both sides consist of fractional functions and
mutually coupled variables, making it difficult to obtain a closed-form
solution for either side.

4. Secure transmission algorithm design

To address the above formulated game problem, we utilize a DDPG-
based algorithm illustrated in Fig. 2 to obtain the optimal strategy for
intelligent Eves. Given {p; },cx generated by the actor network, we can
derive the optimal strategy for legitimate transceivers. We present OBFP
to optimize the variables in the secure transmission scheme. Then, we
provide ZFDC with lower computational complexity to design the secure
transmission scheme when employing a zero-forcing receiver.

4.1. DDPG-based secure transmission algorithm framework

Since the variables in the game problem are continuous, we employ
DDPG to design the secure transmission scheme. Even though the closed-
form solution of the optimal receive beamforming can be derived, the
number of variables in the game problem on legitimate transceivers’
side is N X K, which is much larger than that in the game problem on
the intelligent Eves’ side. To reduce the size and training complexity of
networks, we select the intelligent Eves’ side as the agent of the DDPG-
based algorithm.

We model the Eves’ optimization problem as a Markov Decision Pro-
cess (MDP), which can be expressed as a tuple < S, A4, P,r>. S and A
are the state space and action space, respectively. P is the state transi-
tion probability matrix and r is the immediate reward. The key elements
of the proposed MDP are given as follows:

» State: We define the maximum power of users and the SINRs of all
users at each subcarrier as the state s = {yul] s e l:‘k, f,l( s Pl'"“",
PI'<"“’“} (s € S) with dimension K X (N + 1), since the SINRs are not
only associated with intelligent Eves’ strategy but also with channel
frequency responses.

» Action: The action a (a € A) is the assignment strategy of intelligent
Eves, which is denoted as a = {p;, p,, ..., px } with dimension K. They
can eavesdrop on each user with different probabilities, satisfying
that Z{il p; <M and p;, > 0.

ceny
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o State transition probability: P(s,a,s’) € [0,1], an element in P,
denotes the probability that the state s changes to the next state s
when the agent selects the action a.

« Reward: Based on intelligent Eves’ objective function in (17), the
reward is defined as r = — 2,’::1 Cy, > which is related to the current

state s, the selected action a, and the environment. Despite the given

Eves’ action, getting the reward is still hard because it is intractable

to obtain the optimal strategy for legitimate transceivers. Therefore,

we propose OBFP and ZFDC to solve (19) in the next two subsections.

The actor network consists of an input layer, a hidden layer and an
output layer, whose numbers of neurons are K X (N + 1), N, By and
K, respectively. Its input is the state s and the output represents the
action of Eves a. Mean-zero Gaussian noise ¢ ~ N'(0, var) is added to
encourage the exploration of Eves’ action with var denoting the variance
of the Gaussian noise. It represents the agent’s policy y that aims to find
the action maximizing the action-value function Q output by the critic
network. The update of the actor network’s parameters 0, is given by

0,=0,+1r,v0(s,a|6,)vu(s|6,) (20)

where Ir,, is the learning rate of the actor network and 0. denotes the
critic network’s parameters.

The critic network’s input includes the state s and the action a se-
lected by the actor network. There are three hidden layers in the critic
network, whose dimensions are Ny , N, , and N, ., respectively. The
loss function of the critic network is expressed as

L@,)= [E[(y —0(s,a| 06))2],where y=r+y0,s',d | 061)

v is a discount factor. 6, and Q, denote the target critic network’s pa-
rameters and its action-value, respectively. @’ is the selected action when
the target actor network parameterized by 6, takes the next state s" as
input. Then, the critic network updates its parameters to minimize its
loss function, learning the action-value function Q corresponding to the
optimal policy.

The two target networks’ parameters are soft updated, which are
given by

(21)

Gﬂr =‘L'”0”r +(=1,)0,, (22)

0, =76, +(1—-1.)0,
7, and 7, are hyperparameters between 0 and 1 (typically set close to
1). The introduction of target networks and soft update helps to address

the issue of training instability.
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During the training process, we implement data normalization to
avoid gradient explosion and accelerate network convergence. At each
step | of each episode ¢, the generated sample (s, a,r,s) is stored in the
replay memory and 6,,, 6, are updated via a mini-batch with the size I
randomly selected from the pool of the replay memory. Then, the tar-
get networks are soft updated. Due to the randomness and complexity
of the game environment, DDPG-based secure transmission algorithm is
vulnerable to several infrequent samples and thereby oscillates or con-
verges to a worse strategy. To further improve the algorithm stability,
we utilize a trick that updates the actor network with a delay update
frequency f,,, that is, the actor network is updated one time after the
other networks are updated f,, times. In addition, employing the trick
reduces the training cost and time.

4.2. Optimal beamforming fractional programming algorithm

With the action of Eves a = {p;, p,. ..., pg } selected by the actor net-
work in DDPG, the legitimate transceivers can maximize the sum of
secrecy rates by adjusting their strategy. In this subsection, we em-
ploy the optimal receive beamforming to design the secure transmission
scheme for optimal secrecy performance.

Obviously, the objective function of legitimate transceivers is still in-
tractable when {p; };c i are fixed. According to the quotient and power
rules of logarithmic functions, it can be rewritten as

1 K N An 1 K N AnZ
:_2210g2<_k>:_2210g2<_k> 23)
NSa By INEH BZZ
where
nPn nH n
Ap=1+ — et
2
Y v |+ o2
i=lizk ! (C)
n
Bl=1+p——F
g 3ke(1—¢")

Theorem 1. (19) is equivalent to

Z > (toea - b5 (20 - ”))

max (P" ¢n nY
gk =
(25a)
s.t. (19b), (19¢), (19d) (25b)
where {;12, yz }Zgg are the introduced auxiliary variables.
It can be regarded as an outer optimization over P, Z, o yk and an

inner optimization over #; with other variables remaining fixed, where
the optimal " can be given by #]* = AZZ / BZ2. The outer optimization
problem can be solved by fractional programming [36], in which yZ* is

updated by yﬁ* =4/ 322112 / A22 and other variables are optimized with

fixed yz.
Proof. See Appendix A. []

To solve the outer optimization problem with given y}, we decom-
pose it into three subproblems for resolution. Then, we obtain the opti-
mal v}* and P* by optimizing the original problem (19), for which (25)
is equivalent to (19) and the optimization of VZ and P,:' becomes complex

in (25) due to the square operation of A". Since Zf . quv A/ yZB"

and Z,’; 1 Z,],V 1 ysz"2 are both convex to ¢, we can get the optimal
¢Z* by the Block Coordinate Descent Method (BCD) and Difference of
Convex Algorithm (DC).
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Corollary 1.1 (Optimal receive beamforming). When other variables are
fixed, the optimal receive beamforming vector for User k at Subcarrier n can
be written as

-1
(Z &7 Py by +"21NN)

which is the same as that obtained by the MMSE receiver after normalization.

" P’h,

Kk uea (26)

. . s nneN
Proof. Disregarding the optimization of {¢} }} ¢ »

(19) can be simpli-
fied into a sum-rate maximization problem as the variables v} and P/
have no impact on R, . It is equivalent to the following Weighted Min-

imum Mean Square Error (WMMSE) problem:

K N
min(wkn Vi PN ; z{ (wknekn - logzwkn> (27a)
=1 n=
s.t. (19¢), and (19d) (27b)
where wj, is an introduced positive weight variable and ¢, is the mean

square estimation error defined as

ekné(l‘V"Htha PO =T P+
(28)
Z vith, b, Svigrpr 4+ oZvi vy
i=1,i#k

To see the equivalence, we can check the first-order optimality condi-
tions de; /ovi =0 and d(wy e, —logywy )/ow; =0 to find the optimal

V) and w; as follows
) -1
Hn AN
"oty A\ OB,

K
= (X orpm
wi =(In Zekn)_l

Plugging (29) into (27), we can find that the obtained problem is equiv-
alent to the original. []

(29)

Corollary 1.2 (Optimal subcarrier power allocation). For each user, its op-
timal subcarrier power allocation can be expressed as

y (wn thZk . ¢Z)2
Pk = K nHyn n nn 2 (30)
e wiv? h: b, AV + )

which satisfies

N

n* _ pmax
2 RSP
n=1

Hy, is an introduced dual variable. Then, the optimal subcarrier power allo-
cation can be attained by finding a y, satisfying (31), which can be easily
realized by utilizing one-dimensional search methods (e.g., bisection method).

P:Z::l Z:l:l (wkn (1—Tr< thka V ZPI?)
VLW A JOLP T B YR
Y e g+ o2 v ) )
+Zk:1,uk( n:lPI:’—p]:nax)
A RV ah;ka RS
nH h” n

/P k_
+221 Li#k Vi “k" “k" +2Mk 0

Proof. According to the proof of Corollary 1.1, the optimal v;* and
PI:'* can be obtained by solving (27), which can be realized by BCD

neN neN
kex kek’

can be simplified by ignoring

(€19)

(32)

(33)

since each variable is convex about (27). Fixing {VZ }

neN
kek

and {wZ}

the optimization problem over { P}
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log, wy,, . Non-negative dual variables { i } ;- are introduced to get the
Lagrange function, which is given by (32) shown at the top of this page.
Setting 0L p/04/ P =0, we can yield (33), which subsequently leads to
(30).

We can derive that (30) is a decreasing function in pg since its first-
order derivative with respect to y, is less than or equal to zero for Vn €
N. Let P,:’(yk) denote the right-hand side of (30). When Zf.\]: . P,:’(O) <
PI:"“X, then P]f* = PIZ'(O), otherwise we must have (31), which can be
solved by one-dimensional search methods. []

Corollary 1.3 (Optimal time-domain AN power allocation). The optimal
time-domain AN power allocation can be obtained by solving the following
problem in iterations:

K N
> Y2 /uyiB - F,

k=1 n=1
s.t. 0<¢! <1

minggm (34a)

(34b)

F; is the first order Taylor expansion of f = Z,il Zn | ysz”2 around

(¢! @ ., N @), where d)lf'(’) is the optimal value of ¢! obtained in the last
iteration. It is expressed as

K
g <Zk=l yZZAZZ)

g (35)

N
Fi=fi+ ) | @ =)

n=1

—_pn ()
=gl

with f; = f (¢1(t) ,qbfv @ ). Then, (34) can be easily solved by existing con-

vex optimization problem solvers such as CVX.

Proof. When other variables are fixed, (25) can be simplified as

min, ., ., 24/0"V'B 36a
w4 1; VI s
s, 0<¢! < (36b)

The objective function can be regarded as the difference of two func-
tions, where the function being subtracted is convex about {qbZ}Zijg
owing to the transformation in (23). Although f is the sum of complex
fractions, it is convex with respect to each qﬁz because 02 f/ 0(]522 >0.
Then, the optimization for each ¢} can be solved by DC. Since subcar-
riers are orthogonal to each other, we partition the variables into K

blocks {@7},enrs - { @ }uen and update them sequentially. []

Based on the fractional programming, we can obtain the optimal
strategy for legitimate transceivers with the optimal receive beamform-
ing when {p; },¢ are fixed. Our proposed OBFP algorithm is summa-
rized as Algorithm 1.

Remark 1. The computational complexity of matrix inversion for
each receive beamforming vector is @ (N?). Due to introducing the
dual variables {; };cr, the computational complexity of the one-
dimensional search method for optimizing each user’s subcarrier power
allocation is reduced to O (log,(P"* /e;)) [37], where ¢; is a given
search accuracy. The computational complexity for one iteration of
the DC utilized to time-domain AN power allocation optimization
can be given by O (KN?*In(1/e,)), as the variables are decomposed
into K blocks [38,39]. ¢, is the given solution accuracy for (36).
Therefore, the computational complexity of the proposed OBFP is
O (N} +1logy (P [e) + O (KN?In(1/ey))).

4.3. Zero-forcing beamforming difference of convex algorithm
When the receiver employs ZF receive beamforming design to elimi-

nate the interference between users, (19) can be solved by obtaining the
optimal solutions to individual problems for each user as follows
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Algorithm 1 Optimal beamforming fraction programming algorithm
(OBFP).
Initialization:
6,06, : the convergence thresholds for FP and DC;
t,,t, : the numbers of iterations for FP and DC.

1: Transform the game problem into (25);

0 0 0 (O 0) yneN 0 2/ pn2
2: Initialize {P"( ) ¢"( ) "( ),'7"( )ayk( )}ZZ,C satisfying (25Db), n; 0= = A/ By

and yn(O) _ Bzz n(O)/AnZ

3: Calculate the sum of users’ secrecy rates C*);

4: Sett; =0;

5: while ¢ =™V > 5, do

6 =t +1;

7 Calculate the corresponding optimal receive beamforming vectors
{v1@)}1EX based on (26);

8: Utilize the bisection method to obtain the optimal subcarrier power al-
location { P/ }:‘Zf‘cf based on (30);

9: fori=1to K do

10: (/P en = 0] )ews

11: Set t, =0;

12: while ¢17P® _ cmPED 5 5 do

13: Solve  (34)  with  {vi()iEN  pradpneN ang
(@ gy . g (07D V) ey to find  the  optimal
solutions for {¢"*},cs

14: =t+1;

15: {91 vew = {0 Vuens

16: Get C7V®) with {¢""}, .\ and other fixed variables;

17: (] ew = {01 ) es

. () s n(ty) pn(ty) gn(t) yneN .
18: Calculate C;"" with {v;"", PV, gV }ics
19:  Update {5}, y1® ’}"elC ;

20: { :*,Pkn*’¢z*}nefx/' — {Vn(ll) P"(fl) ¢n(ll)}neN

kek ke *
21: return The optimal strategy for legitimate transceivers {v}*, P"", ¢}" }Z:fc‘/ .
1 N 1+ ¢n Pn n
M ey N 24108 1—4, (372)
"~ M
s.t. (19b) and (19¢) (37b)
2
where g/ = |V"H h;’k o7 02. Despite the fact that P’ only affects the nu-

merator of logarithmic functions, it is still difficult to derive its optimal
closed-form solution P,:’* by leveraging Lagrange Multiplier and KKT
conditions due to the constraint of (19¢).

Theorem 2. With a ZF receiver equipped, the closed-form solution for User
K’s optimal ¢* can be given by

Cup e8Py \/pkgk Pl(ey, e = Pi+cu o8 P
8Py e = i)

¢, = (38)

Proof. To derive the optimal ¢"*, we let ri(@y) = (1 +¢LPlg ”) /
<1 + pk%lk_(p,,)). Since there is no interference between users and
ug.e k

log, () is a monotonically increasing function, the optimal qbz* maximiz-
ing r}, also serves as the optimal solution for the original problem (37).
After performing the necessary derivations, it is found that the denom-
inator of the second derivative is always negative, while the numerator
does not involve the variable ¢}. Consequently, the closed-form solu-
tion for ¢Z* can be obtained after thorough discussions and derivations,
the details of which are omitted here due to space constraints. []

Substituting (38) into (37) and simplifying, we can get the optimiza-
tion problem as follows

L& (-
maX(P Ynen NZ 082
n=1

(39a)
(Cuk,e - pk)2
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Algorithm 2 Zero-forcing beamforming difference of convex functions
algorithm (ZFDC).
Initialization:
6 : the convergence threshold;
t : the number of iterations.

1: Transform the game problem into (41);
2: for k=1to K do
3: Initialize {P,:'(O) }nen satisfying (41Db);

4: Calculate the sum of users’ secrecy rates C;

5: Set 1 =0;

6: while C?» — C~D > 5 do

7: Solve problem (41) with {P,f(”}na\/ to get {P,f* bnens

8: t=t+1;

9: {P:(r)}ne./\/:{Pl?*}nEN';
10: Obtain the corresponding {¢Z(” }nenr based on (38);
11: Calculate C® with {P"?, 10} s

120 (P e = (B 81 e
13: return The optimal power allocation for legitimate users { Pk"*,(l)z*}
with the ZF receive beamforming.

neN'
ke

N
s.t. 0< ) Pl <P (39b)

n=1

\/cuk,e — Dk + cuk,eg/}z

or concavity of the objective function is hard to ascertain because its
second derivative’s sign fluctuates with the value of variables. Hence,

where CZ’ = pngP,:’ and DZ = P/:'. The convexity

n2_ pyn2
s . . n_ i .
we utilize the identity Ck D = —C/'c”f o to convert (39) into
5 N
. 2 2
mingpny,c e N Z (—10g2 ( C;”—Dj ) +log, (C} + DZ)) (40a)
n=1
N
s.t. 0< ) PI<PM™ (40b)
n=1

1 «N Cup e
where the constant term —— Io, —k
N 2n=1 253 <(Cuk,e_pk)2

simplicity. We can

) is omitted from the

that
) and —log, (C}! + D}) are convex, leading to the

objective  function for derive
—log, ( C]i’z - DZZ
conclusion that (40) can be solved using DC programming. Then, (40)

can be transformed as the following convex problem:

N

rnin{P;]"eN % Z (—log2 (CZZ _ DZZ) 4 U,:’) (41a)
n=1
N

s.t. 0< ) PSP (41b)

n

where U} is the first order Taylor expansion of uj, 21log, (CZ + DZ) ex-
pressed as
ouy

P!

Uy =i (PO + (P — POy (42)

n_ pn()
Pk_Pk

P:(’) is the obtained P,f* in the ¢-th iteration. The details of ZFDC are
given in Algorithm 2.

Remark 2. Each user’s power allocation only exclusively impacts its
individual secrecy performance, contributing to the decoupling of vari-
ables associated with each user. Moreover, The ZF beamforming vectors
require only a single computation, as they are determined solely by the
channel conditions. Therefore, the computational complexity of ZFDC is
O (N3*1n(1/e3)), which is significantly lower than that of OBFP, which
is given by O (N} +10g,(P"> /e;) + O (KN31n(1/e,)) ). €3 is the solu-
tion accuracy for (41).
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Algorithm 3 DDPG-based secure transmission algorithm.

Initialization:
Initialize the actor network 9“, critic network 6.,
and target actor network 9‘4', target critic network 9c, s

step_all =0.
1: for episode = 1,2, ...,Tep do
2: Reset initial observation state;
3: for step=1,2,..,T,, do
4: Execute Eves’ action generated by the actor network with the Gaus-
sian noise: a = u(s|0,) + €, where a satisfies (17b), (17¢) and € ~ N(0,var);
5: Obtain legitimate transceivers’ strategy based on Algorithm 1 or Al-
gorithm 2, and calculate the corresponding reward r and SINRs for s';
6: Store transition (s, a,r, s") in the replay buffer;
7: Randomly sample [ transitions from the replay buffer to form a mini-
batch.
8: Update the critic network by minimizing it loss function (21);
9: while step_all % f;,==0do
10: Update the actor policy according to (20);
11: Soft update the target networks by (22);
12: s=ys';
13: var = var X K;
14: step_all = step_all + 1;

15: Input s, get Eves’ strategy {p,},cx by the actor policy and legitimate
transceivers’ strategy {vy, P, ¢} }Zgg by Algorithm 1 or Algorithm 2.
16: return Network weight parameters 6,,6,,6,, .0, and strategies {p;};ci,

e Ve
Vi PSR

Table 1

System parameter setting.
Parameter Value
Carrier frequency f=24GHz
Subcarrier space Af =30kHz
Number of users K=8
Number of Eves M=4
Number of receive antennas N,=32
Number of subcarriers N=32
Length of CP N, =16
Transmit power P =10~ 100 mW
Noise power 6> =—127 dBm
Path loss exponent a=3.8
Maximum delay spread order L =38
Elimination factor o =

ue

Based on the proposed OBFP or ZFDC, a corresponding reward r
can be obtained after selecting an action a at each step of DDPG-based
secure transmission algorithm, whose training process details are given
in Algorithm 3.

5. Numerical results

This section focuses on evaluating the performance of our proposed
algorithms and examining the effects of various strategies and param-
eters in a typical MIMO-OFDM system. Users are randomly distributed
within a 200 x 200 m? area and the legitimate receiver Alice situates
at the center. We assume that the channels follow a Rayleigh fading
model, in which the path loss [ is given by 101g(/) = —=32.45 -201g(f) —
10alg(d) with f, @ and d denoting the carrier frequency, path loss
exponent and distance between nodes, respectively [40]. The system
parameter setting is summarized in Table 1. Unless specified otherwise,
the simulation parameters, including the number of users, the number of
Eves, noise power, and Eves’ elimination factors, are set to their default
values as presented in Table 1.

The detailed parameter and network setting of DDPG-based secure
transmission algorithm is given in Table 2. The output layer in the actor
network utilizes a Tanh activation function and the first hidden layer
in the critic network applies a linear transform to the input with no
activation function, whereas other layers in the networks employ ReLU
activation functions.
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(a) Algorithm convergence for different numbers of users (b) Algorithm convergence for different noise powers with (c) Comparisons of convergence for different algorithms.

with {pilrexc = M/K. {(Prlkexc = 0.5.

Fig. 3. The convergence of the proposed algorithms.

Table 2
DDPG-based secure transmission algorithm parameter and net-
work setting.

Parameter Value
Training episode length T,, = 1000
Training step length T,, =100
Learning rate of the actor network  Ir, =0.01
Learning rate of the critic network  Ir, =0.01
Behavior noise variance var=1
Noise decay factor k=0.999
Mini-batch size I1=32
Replay memory buffer size B =5000
Soft update hyperparameters 7,=0.01, 7, =0.01
Delay update frequency fge=5

Input layer of the actor network
Hidden layer of the actor network
Output layer of the actor network
Input layer of the critic network
Hidden layer of the critic network

K(N + 1) neurons

K N neurons

K neurons

K(N +2) neurons
éKNxKNx %KN neurons

Output layer of the critic network 1 neurons

5.1. The convergence of the proposed algorithms

We first investigate the convergence of OBFP/ZFDC for legitimate
users’ strategy with fixed Eves’ strategy and DDPG-OBFP/DDPG-ZFDC
for two sides’ strategies involved in the game, as illustrated in Fig. 3.
Our proposed algorithms eventually converge to constants.

Fig. 3(a) and Fig. 3(b) show the convergence of OBFP and ZFDC for
different parameter settings with {p, },cx = M /K. We evenly allocate
the transmit power during the initialization of algorithms. The number
of iterations corresponds to ¢, in OBFPand ¢ in ZFDC.

The two algorithms achieve convergence after an identical number
of iterations when the number of users is different as demonstrated in
Fig. 3(a). Nonetheless, the computational complexity of OBFP in each
iteration is substantially greater than that of ZFDC. The higher sum of
secrecy rates of ZFDC obtained at initialization is because the original
problem is simplified to one related only transmit power allocation. Both
algorithms almost converge at the beginning since the difference in gain
between subcarriers at a high SNR have less impact on the transmit
power allocation, leading the optimal solution to approximate an aver-
age allocation.

In Fig. 3(b), we can observe that the number of iterations required
for convergence increases from 1 to 2 and then to 8 as the noise power
o2 rises from -127 dBm to -117 dBm and -107 dBm, respectively. This
is because the average transmit power allocation deviates significantly
from the optimal solution when o2 increases, necessitating more itera-
tions to achieve convergence. Moreover, the performance gaps between
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OBFP and ZFDC widen as ¢ increases. The sum of secrecy rates ob-
tained by ZFDC approaches that of OBFP at a high SNR.

We compare the performance of our proposed algorithms at different
actor network delay update frequencies f,, with other algorithms in
Fig. 3(c).

o Multiagent-DDPG: Two separate DDPG networks are employed to
generate strategies for legitimate transceivers and intelligent Eves.
A centralized training and decentralized execution approach [18] is
utilized to update these networks, whose parameter settings are sim-
ilar to DDPG-based secure transmission algorithm, as summarized in
Table 2.

Convex-Equal ¢": The derivation shows that the optimal closed-form
solution for the Eves’ strategy is attainable if qb}( =..= qka for k e
K. When the receiver employs ZF beamforming, the game problem
can be reformulated and efficiently solved by convex optimization.
The resulting solution can be regarded as a sub-optimal baseline for
performance evaluation.

When actor network delay update frequency f,, is set to one, nei-
ther DDPG-OBFP nor DDPG-ZFDC converge. Note that Multiagent-DDPG
keeps oscillating and eventually converges. The sum of secrecy rates
obtained by it is higher than our proposed algorithms, as the strate-
gies learned by separate DDPG networks for the two parties are difficult
to converge to their optimal solutions in an adversarial game. When
f4e =5, both DDPG-OBFP and DDPG-ZFDC achieve convergence al-
though the sum of secrecy rates of DDPG-ZFDC is marginally lower than
that of DDPG-OBFP, which is due to differences in the receive beam-
forming design.

5.2. The effect of Eve’s mixed strategy

We employ the ZF receiver for analysis in the following as the per-
formance of DDPG-ZFDC, with significantly lower computational com-
plexity, closely approximates that of DDPG-OBFP at a high SNR. We
compare the results of Eve adopting a mixed strategy with those of Eve
employing a pure strategy, in which Eve finds the optimal location for
eavesdropping. Because the computational complexity of the exhaustion
method searching Eve’s optimal location grows exponentially with the
number of eavesdroppers, we limit our comparison to a single Eve for
clarity and intuitive understanding.

The sum of secrecy rates for the mixed strategy is noticeably lower
than that of the pure strategy, as depicted in Fig. 4(a). Furthermore,
Fig. 4(b) shows that the sum of secrecy rates declines the least when
Eve targets a specific user, as Eve is affected by the time-domain AN
from that user, which prevents it from influencing the secrecy rates of
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Fig. 4. The effect of Eve’s mixed strategy.
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other users. Hence, this paper concentrates on the worst-case scenario
in which Eves employ a mixed strategy.

5.3. The effectiveness of time-domain AN

In Fig. 5, the two dashed lines depict the performance of time-domain
AN and frequency-domain AN when Eves select random locations and
remain stationary. We can observe that frequency-domain AN remains
effective against this type of eavesdropping, although its performance
becomes progressively inferior to time-domain as the number of Eves
grows. However, the sum of secrecy rates of frequency-domain AN
sharply declines to zero when the number of Eves increases to the num-
ber of users in the situation that Eves employ the mixed strategy for
eavesdropping. In contrast, time-domain AN consistently performs well,
effectively mitigating the negative effect of different kinds of eavesdrop-
ping, regardless of the number of Eves.

5.4. The effect of Eves’ elimination factor ¢

Considering the worst-case scenario where intelligent Eves can in-
tercept legitimate transceivers’ channel information, they can imitate
legitimate channels to eliminate the effects of time-domain AN. As
demonstrated in Fig. 6, the sum of secrecy rates is plotted versus Eves’
elimination factor ¢ and the number of Eves M, with a granularity
of 1 for M and 0.01 for c¢. Due to the sharp decline in security per-
formance when ¢ € [0,0.01], additional data points are introduced at
¢ = [0.000001,0.00001,0.0001,0.001] to better capture the impact of
Eves’ elimination factor. The sum of secrecy rates decreases slowly when
¢ > 0.1, regardless of the number of Eves. The security performance
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Fig. 6. Security performance vs. Eves’ elimination factor and their number.

experiences a steep decline as ¢ decreases further, and the whole com-
munication system remains silent when ¢ = 0.000001.

5.5. The effect of noise power

Under a high-SNR condition with a noise power of 2 = —127 dBm,
the performance of DDPG-ZFDC closely approximates that of DDPG-
OBFP, irrespective of the elimination factor c¢. The relative performance
gap between the two algorithms widens as the noise power increases,
which is primarily owing to the limitations of ZF beamforming at low
SNRs. For instance, the system employing DDPG-ZFDC is almost en-
tirely silent at 6> = —87 dBm, ¢ = 0.1, while the system employing
DDPG-OBFP continues to maintain secure transmission. Consequently,
DDPG-ZFDC is an effective choice for secure transmission in high-SNR
scenarios due to its lower computational complexity, whereas DDPG-
OBFP is better suited for low-SNR scenarios, where it can provide more
reliable performance. See Fig. 7.

6. Conclusions and discussions

In this paper, we tackled the significant security threats posed by in-
telligent Eves in uplink transmissions of MIMO-OFDM systems, where
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traditional PLS techniques face challenges due to equipment constraints.
We leveraged time-domain AN to effectively counter intelligent Eves
who can closely approach transmitters. We proposed OBFP and ZFDC
with lower computational complexity to derive strategies for legitimate
transceivers with fixed Eves’ strategy. Additionally, we introduced a
DDPG-based framework to address the dynamic game problem. Our
simulation results demonstrated the effectiveness of the proposed algo-
rithms and emphasized the critical role of time-domain AN in mitigating
intelligent eavesdropping attacks. We observed that the system’s secrecy
performance deteriorates significantly when Eves’ elimination factor ¢
is small. To counter this degradation, it is crucial to reduce the corre-
lation between the wiretapping and legitimate channels, which can be
achieved by increasing the communication frequency. This finding high-
lights the importance of addressing the PLS challenges in the context of
terahertz communication.
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Appendix A. Proof of Theorem 1

To take ratios out of logarithms, we introduce new variables
{nZ}"EN . Then, (19) can be transformed into

kek
K N
Z z log,

k=1n=1

max{P:,d)qun ﬂz},,ej\/ (A.1a)

ke

439

Digital Communications and Networks 12 (2026) 428-440

s.t. (19b), (19c¢), (19d), (A.1b)
n2
n Ak
n, < , (A.1c)
B

which can be considered as an outer optimization with respect to
P]:' s Z VZ and an inner optimization with respect to n,’(’.

The strong duality holds for the inner optimization problem because
it is convex in ’72' By introducing dual variables {/12 }Zgg (A" >0), the
inner optimization problem is equivalent to the following dual problem

min  max L[H(A}, e 11]\(/,11}, ..,,111]2/), (A.2)
ISR e
where the Lagrangian function is represented as
K N
L,=Y> (10g2 —y (;1,'; - Agz/B,ﬁz)) . (A3)
k=1n=1
Then, we can derive the optimal #}* and 4}":
An?
A (A.4a)
By
B
e 11 L (A.4b)

C T g T

which satisfy the first-order conditions dL;,/d4; =0 and dL/dn; = 0.
Note that /12* > 0 is automatically satisfied here.

Plugging (A.4b) into (A.2), we can reformulate the inner optimiza-
tion problem as

K N 1 822’12
max E E log, ;12 - — (A.5)
" 2
e k=1n=1 In2- Ay

The corresponding outer optimization problem with fixed #; can be
rewritten as

K N I annn
n o gn onayn 1 n_ _—__k k A.6a
max{Pk’ k’vk}kgjlg I;; 0821y In2 AZZ ¢ )
s.t. (19b), (19c¢), (194d). (A.6b)

Based on the quadratic transform in [36], the sum-of-ratios problem
(A.6) can be reformulated as (25) by introducing new auxiliary variables

W }Zgg . The optimal y} is given by

(A7)

Consequently, (19) can be solved by alternatively updating #;, y; based
on (A.4a), (A.7) and optimizing other variables in (25) with fixed ”Z’ yz
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