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Node Status Monitoring of Information-Centric
Internet of Things

Cui Liqun, Wu Jun
(Institute of Cyber Science and Technology, Shanghai Jiao Tong University, Shanghai 200240, China)

Abstract: To manage the constantly changing network status information of the information-centric Internet of Things (IC-10T), this
study proposes a node status monitoring program for the IC-IoT. It first proposes a new management information base structure for
recording various network node status information, and adopts the naming format of information-centric networking (ICN), centering
on the content of the network node status. In this architecture, we combine the trace route method and adaptive data placement strategy
according to the importance of the data block, to obtain the required network status information and improve the retrieval efficiency. At
the same time, this scheme designs a security protection mechanism to achieve the purpose of ensuring data confidentiality and access
control for management users. Finally, through the establishment of a network simulation test environment, time delay brought by the
above-mentioned trace routing mechanism, adaptive data placement strategy, and access control security protection is evaluated. The
simulation results show that this scheme can effectively improve the efficiency of data acquisition. The access control model provides
data confidentiality and other security functions for the solution, while only brings a small amount of computational cost.

Keywords: information-centric networking; Internet of Things; node status monitoring; access control

2020-09-15; 2020-10-25

7%, EHASSE RN 2 BRI B HUR, WHICTT ROk Je e & mbSE ) S5t S R e &0 R RN B e e 4
KEHE S5 N TR 8L 4% E-mail: junwuhn@sjtu.edu.cn

oh I TRERE U0 0 4 73 0] 22 A DR RS BE 5T 7 (2017-XY-45)

www.engineering.org.cn/ch/journal/sscae

121



B2 OIS SR TS B R AR 5

T H'IJ_%_

FRAFOME (ICN) AR KM (1oT)
W24k REERMBTHIR L TR K, eI TR
Z T ICN MWL R o 8, X ey Rk —
B9AIE 7 ICN X ToT W& 1. REFRZ MK ICN
BRI RIWE T, AR H AT VAL AR 7 VEA SR B AE
X} ICN A B {4 BAE S 3R0F 2 1, g A7 ik
2, Lee HZ [1] 421 7 ICN-OMF HEZZH T 7] ™ fig
ML (CCND ST & P FE B, A
K 43 HOAEAS R Hh A B ) 2 > CON Y i 1 42 il
AEH, BRILZ AN, ICN 1 A5 W 5 2 AT AU
by REZ BRI 5LV E T LI ToT N 4
A ST AN EE T g T R A R RO B
(IC-10T) R G &V #8719 sl ) e HESE

. BXESERRAR

(—) EEHILMLE

INC BL “f5 2.7 AE W28 K% O i AS 52 TP i
REit, B “ABR7 MEME—FR iR SRS
—ERE, ERANERIZEEARY, W “FE”
R SR AR YR, AT 1P S TP Hh
bk, A5 BRI T IR B AL 7 2 R N H 0 R [
YRIE SR P oo TCN AR A A2 — b 1 1A A 2R 45
oy, JE I L o A B A O o R P 2% )
P, BEAZ—Fp 1P B, A2 55 1P R,
M A2 AR A ) W 28 455K 2] 9 4B ICN T 5%
CHRZHE, HBTraEwt Bz 361, 2 H§]
IR T AR Z R ICN 450, fli &% Bk
N AT ) 3 B4 DONA. PSIRP. NetInf. CCN 5%
Pl LAY ) ICN.

A HHE 2 ICN FEEA AR, (A e 48
FIBETE. BeAh, TCN ZEAA A 38 3k 9 N 22 A7 AL i) o sk
I e B B 23 O AEAS AR AN R AR A =
W] REME A7 AE H A P 2% s p 2%, DA R H B
X T2 (115 SR 2 e % B 4 11 o7 B SR X
FNZEE . XA CETAE” BTN CETN
BRI IR T NBAERERCR, R T YR
Ve BAIE. ZEN SRR (3],

5 ICN 2510h, 7E ToT il 2% & Jl % R 1) 2 %

122

WA RAMATI AL E, HE U ToT SLhs b
LA AR, B ICN B3 3 & aE T
IoT, AP fRE4ERF N2 SHEG. CAMARRERD
T IC-ToT M4, IEARHEEL T V23T ICN [ IoT
HLEIE 7T, K loT K EAE (F B 07 K
J& [4,5].

(=) HIBERFS

B T RS R, 36524 4 LB
FE L S BT RIS ) T Bt F AN, ST
WA, LSRRI &, SCBUAR A LA
SR LoT A VP I AT, 401 B R U
. ARG TR RS BT R 5
s VPR TIAR I KA BN (WSND 445
VRIS L ToT SRENA T B R GOH 1 X,
AT LT AR AE M L B8 R S R
HEATRURRAE, DIEAT KB 1T S0 [ATRE Sy fie
24 AUEAT, ToT BB, Sl Lk %
B 4 VI BN L, 1T R 6 O B 00
WO R B (5 AR R MO I
B (5 R RIRS RS, R ToT JHf 815 LU 20
L A TR R, T2 0T HEAR P14 1 s 0 26
Yt KB B0, 1E IC-ToT MBS R R, 41
I B e T S

=\ BERP BRI T SRS BSR4

(=) ETHENESEEERRREY

FE ICN JRBRJE RN, AR SO T ] 5 4 55 B
R, O IC-ToT 5 sl U 5 B BT 17— BA
NN ORE G BESM. UL “G—49 FrH
PIZE AT &7 NI BAE, BAE ICN “LA RN
L7 RN, CRAF BT IS AT IR % A OG5
B, WS B T AR A G SR . R B AR S R
WK1 s

5 G811 13 BRI £ 45 B S0 PP HEAE R O
WEEMIARTFE, el Rl dy 4 5 1 2R RI 4~ —
RYVEARY . — A B 20T DLsE SOh EdE e,
— AN ZE TR B AT DL SO RS, 15X
S R I e ) 2B N ST — S, TR — AN O B
oo RS, BT R A% N L RRAT G,



hETERZF 2020 FF £ 22% £ 6 Hf

wggmEaE X
WA GICNF% TR z
Bl 4 :

A G FRRAG

Private(2) (OI/D)
PN
cs(1) PITQ2) FIBG) !

fE AL

%ﬂﬁaéj
BB SR 4 0
WY, WAL
SR S
HAR SR e
]

2Tl E AL

YR 2l 25 ]

-
1— Enterprises(1) // \
SN HE s
DM@ @ (D QABLAHwbNI= — = — ﬁﬁg[ﬁl
< .
P/ S = — — — —EEe———

El1 AR e aNERERERY
VE: SNMP T SR T YL CS AIAFE: PIT Aok dotmae: FIB R (5 .

N T ARDHCE B RS R, AR AR
JEM AT R HIRES, R AR IR,
BRME P se iy i o Hetl k. QB AR 2 —
ANEHER RN, 15 S A O Bl P 8 2 s e
M7, SRJELEIZ TR SR G i R . i
MWIRFAIE SN EER 7/ € 1 i h /ST =K VAL 2 N NTi]
SO S BN TR, s A A k.
TR 28 45 R IRDR S 7 2255 R YT 1) AR IR 2 A0 42
NRE, G RGN SENRE D N A
S, WREBAME: ATERZRGNRY, &
BT A% R AE X6 H O A Y BLRAE R 288 40 4 R
P E s Ja % m LU 7 MR o thoE R A
AT DA e T R S 2 TR R ) B B T R E 1
SEYEALE . BT ICN JRARLT AL E, Bk
55 iy 44 HH 5 A R 2% R A R/ iR T s AR R
& WMAGELE. HOGE. BT H%E) MY
Ry

(Z) BT AT SRS HEIRE

ICN [ REN 26 R 25 #A 3 A DR A T %
AR R N2 NETEE (CS). R R4 (PIT).
MRk AEBE (FIB). HETIX PR K KmE, 16 ICN
=R R E IR HER. X5 IC-ToT A 3UE
HMLE BT B AR —3. FFfE X 3 AR SdiE
TR, BRI R . BURIREER. SRt EE
PER LSRR NS B, BRI G MR IR
AR IME R, B TE B O R
R IREERAGE S THOR I, B8 THELIR
AR —MEA1Z AR B SR L TR.

Wi 2 frws, AARER U Bk B B Bk i s
VRIS, B A A SR A B AR T L B X G
ER AR A FR . WRARAE, BN OEIEER
HOEHE I [ Bl s A A O BER ST 4R, 1
F— AR BITE TSR =R WK
e — T H RS B PR R P AR N R B RS BT

123



B2 OIS SR TS B R AR 5

O skt
X DTT
D ’fjﬁf’ﬁﬁ 2 Name To
l:’ ’ﬁl:‘j’ﬁﬁ 3 Content i | Block 4
Content; | Block 5
Content k | Block 6
BST BIT :
Block 1 [Block|Inportance
Central Block| Block 2 1 0.5
Block 3 2 0.3
Block | | Diockd Il 3 16 1~
Block 5 / !

DTT

Included Content
Name

Content i
Content i +1

Included Content

Name
Content j
Content j +1

Included Content
Name
Content k&
Content £ +1

Included Content

Name

Name To
Content k+1| Block 6 Content s
Content s +1| Block 7 i 7 Content s +1
MWARTER; —— XFAASIEK; < AR

E2 ETERETARESHEREEE
Ve BIT NEMRHE LR, BST NEWRHLE R DTT AEURRER.

5 a9 AL BRATIUL S, JUAR 8 Ko PR 2 v 10
GBI RE BT AT R itk BE i S 2%
WK, HRIHE T SR BRI IE

X TR R IE, A SCRA 2T IUE 4
GHIE TS . B ok B L SO NS
A FEAT BRI G i SR AN R, AR SOAR 5 4
Fape B B R SCI S SR R A TR, B R
R, HARSGub . R S g 1 BE B AE
SFEIL OB R AL E, R TG e B
FEE (MIB) 45, ACRERE S Hier 2 21 i 75 £odis
T TG v D) 2% 1 s L0 11 SR

M. 58U HBE RS SR S R 2 B3

(=) TR EN PR R 26

5 IP MR L, ICN BEM A %7 X
R A ML RIS E & ToT A, EdiRk | —L
ZatEdbi. Hoe, BUONAE SHEEMEZ O E,
Gy I 5 Xz B AN A R s s R, ICN
HAFE R B ) A ) R, RIS RGP AL [6].
M2 W 5 8 PR A BE SRR TON A7 AE 7 il 22
SIIE. B e, RAESES 2adhii. &
SCE ISR IC-ToT T s RAS M FE A 1 P> 22 4=
Rl PARFRAAORY . B RS UT R ] o

124

(Z) ETaamEEs

EAREEANBAGIIHLT, WlhE5E%
Z B BB AR AR5 3 e 240 58 B B AR 8 Th R AT 19 5
AR 0 B U2 ELE A T ) B 4y B R 4 R R 3R AT
fEfEs WRIEFEES D, WA B 55k
BRE N B B MR B AT, XM RN %2 5
TIRAER .

BAFRH G RIZ T L B A RUE R
I, FTRAPRIZSER B, (EFR B R LR IS
SHARNE. R, ASCEPIN S H T H KK
TSGR EfE i, BOVIE PR A4 5
ISIE. N T SRAEER AL VR, BAUR ST N
MR R R A 4%, IR L IR FIE M5 . AT
BrEAE 7 W B I ORAEBE A R, e A
)7 R A0 A B SR AL AT 7 26 4
WR B BRI WS RATE B R 3L
FOE, W BN AR M i % e,
Wit 2 M ERA TG Z 5 AN TR E
FE—if; [AESRE RE— N EERE, OEMAEKA
Ry BRI E . ARME CREAEE (EO%
LHE BT B RN T4 BN E
Ja s T RE R A B IR R Y %
a2 bW, TR R RGO Awa
RS, ERE R ICERMZ RS



hETIERSE 20204 £ 2% £ 6 8

(=) EET =i e

Vi Rl ICN R IRFE 2 e EEF B WiR
RSV ], 532 P AR P 22 ek
A, ARBRAEAR AT 44 PR 8] T HORE A AT Ede, I
HAE R AT AV AT AR o XA 22 42 7 T8I ) 2 22
PEZERR U7 [ R AR AR, AR SO IR A Ak P
PR BTSN A A AT R RIS, 3B RO B P iR
BEAROK VT AU (8] (7], AR RN A2 7 2wk A& 1) %
B ERA Y, TS MRIENEE. —Ba
P R R A IR AT T 1], AR A2 B
PG 1 AT 9 o

AT, ARSRMEE (RIS R
¥ e B 1) 2 A SR H A0 A R 7 O BAT e —
& (GID) HIAFH, I8 GID BN A 4
FRefro BeAh, MRS R s L IR, — A
F P a] CLY ) 22 AN AL P 285 R DU RS 52 A A
FEALRR R S AT - AR AL A B 2 il
UUSR A POBURFERS 155 A <17, MRS
KR GID K 2 B2 H 25

B SRR, AR 7 ] A [R]
0 B P A AR A, AR AR R R

FrBUERY, AR S0 s B R K5 R E) . 28
Ja s FHP R IE B N2 44 P % i 6 R SR T 5 H0 4 »
AEARYEIRAR (0 A5 B R BEAT S 0 AE, %
TANUEZ Ji5 M B ELAE SO VEHEN I3 [0 7 0 P 725
Pate N7 PRIEEE P Ik, AQEE AR IR [ K dhs
YRR L I R EATINE o BRI A
Wil 3 fios, IS A HER M GIE R AR, B
PEARAREE 1 it — ORI, P S RFEA Wi
R R, AQEE AT DUR H e A B 00 F T R
PE, 3 I SR RS 18 SR & A4 ok P EEAT A
UE,  JF ) W 75 B SR DAIE J5 2215 3K (1 55 0 7 BE AR
[ R S A

B SRR 51

A AE Y ns-3 A1 ndnSIM2.5 % IC-ToT 75 &5 4R
A W ZE R AT A HIF AT S R AT E
WY — RN R R H A s SR L) A T
BLRE PO TSCE SRS VAL s AR T i 4 i AR Y
PIPEAL, RIS S H0 I AP SR B ZE 52 .
S L — AR R PR AN A, RO AN

F——————————= R
I FRssi | { o |
| - |
| PP A <$::f::::: A |
| | #H ——
[ e o e | |
| | FE LT i BB j | |
: | | | LS : e } |
e e R T
1 P | o |1 |
B — | S RN
| | : _____

, | |
| BHERE <= == T ¢T__4_J —— = |
| | | | Rt |

Ry | N

(I I v | | e | |

: : :—— BMBB — : = |
ol

=] u ]

————————————

B3 mEETIA

Py el

125



B2 OIS SR TS B R AR 5

Beeb R B R RN, BRSNS BER B E A
[7 F) 5 255

(=) BIRME R

U7 O RE AR ) — AN AT 37 Al A Bt B
Ahait, B e BdE A, HoRBER BRI e 4
FE1~6 Z a4tk . WL R . AEIXRPE 58 B
254 rh IR U T 75 1R N 18] 5 e ) B A A
UR SRR SR AR R B4 BBOA BRI % b SR, T
BRI YIS TR SRR 2 2 5

Hi & 4 FTCLEMME B, 500 Tl R B R 5
AR RAT FEF B e SRS AR EL R FH 2 T il D o 22
JEE 1 B e A e, 3 SR IR P 5 e 1 T 2 Bk A
FE — BU (8] 9 2 25 /b o 3K D D 7 3 1 Sl B
L N TR S TR, S SR B R 4
TRCELAE — AN S e S 2 B B, R ok gl B
T2 5 SRS A AT A LA

(Z) BURREEET(,

AR & SCH) ICN Hdls oo o & H0, BT
IC-ToT 4 FUIRA I MIZ 5, AR T AR dr 44 BB
BRSSPSR T LI R AR, A LT
M sy A Fx (RIBRIR RS0 EEA A
I HAREE AT R AR RS BAAR, I
KT SR A R A S B R AL AR NIEHLE 3
GOl 1 W SRSERE S A Bl DA
Wt 2 - RIS HIRRATR, IF B AEEHERE

6.5
: —e—JE PR
607 N e T WARATE ||
5.5 A —a— BT R E B |

L \“\
50 < \\k\
45 .
§ i I \ \“\\'
ga{ R\ '
3.0
[ >
25
L \«
2.0 \\
r N
L5
0 30 w0
R Es

El4 TRIEIEEHRIRMEANE R

126

AR BCH R SRS 5 3 IERPAGH
PR AHR, EAE B R A 1 A R SRS
AT IX 3 A T RIBEE IS B AR (0 ER
IFIRIEEAT 7, RSP i, PRER# th S
JIP= A BRI S /0 RO BE O R CLIET 5D

(=) IElEHIHLH T,

7E ndnSIM 2.5 H 7 ] 4% il B AL i 47 T AL,
HHIEANEFOME (NDN) KIHERESET T 1
Bo IIE S B EDBIRIRNAR, i RK
B 75 R ALY 4. 10 MB, 100 MB, 300 MB,
700 MB. 1 GB, HBEAFHINTT RORME S A dm b,
BT SRR O SR I EE R /N 1 MBS, TE R
INFTR) [A] B 15200 2 so RN BG4 A 19D 93 SR 1A %L
PEFRALAT ST, EREXT 1% R IEAT B IAE, Rt
IEFE A, JE 53 B X 4 R B L PR I S8 SR AT VT
Aty Ui I 7 AR Ay SR P B R P4 o 7 2l B PR 4
WRH BTN ANE, HIGAESE KR E—%
PEH A HEAR BT, B 6 Son T AR K
NIRRT AR, FEAR NDN Ak T BUR A ZER o
2 2 ROV T S AL S, i SR B K
KRR, BRIERRKRIR BT . Bl A& S H /N 3
I, s A 7 )42 AL A X 2% 15 R AR NDN 22 ] /)
XA AHR AR, RO TE 2 (3R s s & i
IEFRZ FRERATEZ IR, Bk RE, A NDN
5551 N7 )3 il L) FRD 190 265 78 H5 0 SR B 9iE 2 ] 1)
ZEFR T DAESZ 1) o

o.01s 5 |
QM6F%%§§ -

1 2 3 4 5 6
Bng ek

El5 HIERIRBEAITELEER



hETIZHS 2020 F $22% o

140 -

L e B IR AR R A ) 4

120 b [ HEANDNRK %
» 100 F
% I
2 %7
@ 60 |
% E
40 -
20 -
0 -
10M 100M 300M 700M 1G
Fi LN/ Bytes

6 BRI IR SRR A R AR
AR

ARSCHE U FUH ) IC-T0T (79 RORES B 22
RSz P EoR ¥k S AR 7 TR, A
FEH T 515 G A BN R R T B BEAE R
g5k, DUERARR ICN AR, (B IR R A
M Bk h AT . S ST T T UK B RE A BEAE R 5
W80 %, RIS RIR AT A B R 5, DLy
ORI 2% 7 1 % 08 19X 24 5 S Tt SR VA F 2 0
A Beiaa 7 L N AR ee o DI T I I AN R Bt I
{7 AR I 0 R B B v R RS T IR 55 ) 2 4
P s 3B W] BL REAE 2 & i TR N &5 AL X
BREESOR, EBCE A D R P B R HL P S e

PER B Z ORI, HAE AR R B AISCRF R
FACKE B A 0 LI R 75 A DD E

S 3k

[1] Lee H, Kim D, Suh J, et al. ICN-OMF: A control, management
framework for Information-Centric Network testbed [C].
Gwangiu: International Conference on Information Networking
(ICOIN), IEEE, 2015.

[2]  FhERK, 5T, FRIEFH. 7R LM R RE BT FLRE [T]. B
TR, 2016, 44(8): 2009-2017.

Sun'Y B, Zhang Y, Zhang H L. Survey of research on information-
centric networking architecture [J]. Acta Electronica Sinica, 2016,
44(8): 2009-2017.

[3] Bk, Thim. i 44 500 ) 26 v i R SRS BIE 7T (D], B B ol
1k, 2015, 5(10): 63-71.

Yang R B, Ma Y. Research on forwarding strategies in named data
networking [J]. The Journal of New Industrialization, 2015, 5(10):
63-71.

[4] Amadeo M, Campolo C, Quevedo J, et al. Information-centric
networking for the internet of things: Challenges and opportunities
[J]. IEEE Journals and Magazines, 2016, 30(2): 92—-100.

[5] Arshad S, Azam M, Rehmani M. Recent advances in Informa-
tion-Centric Networking-Based Internet of Things (ICN-IoT) [J].
IEEE Internet of Things Journal, 2019, 6(2): 2128-2158.

[6] ERRME, XV, A O s v 2z 4 r) BT L 4RAR [T, HLR
AR, 2016, 56(2): 112-120.

Huo Y H, Liu Y L. Survey on security issues in content-centric
networking [J]. Telecommunication Engineering, 2016, 56(2):
112-120.

[7] He P, Wan Y, Xia Q, et al. LASA: Lightweight, auditable and
secure access control in ICN with limitation of access times [C].
Kansas City: IEEE International Conference on Communications,
IEEE, 2018.

127



