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SEINLE
1. 515 TE B 21| S5 AN AE 2 318 28 B B 20408 Jo B 1) SR Oy 7 %

BRE L PR BN LI RE R4 (battery en-
ergy storage system, BESS) FIJfR (photovoltaic, PV) %§
TR, L S Rus A TR T B S 1-2]
AR E N PEE R ) REEE A BE R, £5
()3 T AR B A3 by A ) 7 VA TG PR UR Bk R, RS SR
FRA )47 B4 5K At 43 S D0 AR O 15 R IR AE[3-4) . ¥
IR SR e BRI BR AL B RE 77, BN IR X — Bk
) S B AR TF B [5-9]-

BRe M [ H T AF BRI Be b 7 I ) R
o, B IREN R In E R ek, AT AN LR AR
(artificial intelligence, AD FJHEIEIC R H[10], XLEHRE
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[11-12]. Hrdy % nl A2 Y2530 1) o 5 ) SR ik N 5
I'1, BRAETRE B BOR ARE O 5 v I Mok 1) S AR SR Dy R
(131410 Hdhs 5K 3h 532 1 5T D #9405 ok 1 8 1) 0 2%
A R [15—16].  F 7 M J5 A =X A, Y3 e A4 A5 470 15K 194
(internet of things, [oT) 7%, X % I I 4% 7 1 e
FHXTHESS, o OB BAR[17]. MRECT BRI K
J Bl O R B, B P A A R IR 2 ek BR AR T
SN, HATREXT RS AT AR IR I A [18-19]. &
AE HL I 2R 5% 0HE 3K 3l 5 3 1 I 4% 22 A ) R A R TR N
Wi,

MR B E NI (false data injection attack, FDIA)
T E R SR E RS AT, TN BRI I
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1) FE B 2 —[20-22]. T B TR AR TR TR f b
PR NI [ B O RS Al T H I A I g 23] SCHER
(4242510018 T Gy AR T8 i St
THNFEREE BRI A B R B IR (direct current, DC) JRZAS
M Mo 7 vE[26], SCHR[27]10 88 T A R X AL TR
(alternating current, AC) REG I HIBEHER A . THR[28]
i3 PR HE 2 F FDIA 38 i o 242 ) & 5080 30 0 4% ) oot
MR T BT IR (R IR 2 Fh b e o SCHR[29) 8 %) 2k T JL IR 1 R
BEEHEEITR 7B, BRI RS TR st R
SN ER BN VE

SCHR[30]4R & 1 ££ 2 Ak HL ) rh 38 2 A BT 70 ) %
(generative adversarial network, GAN) #4474} 3X 5/ FDIA
77 ZI7ER H GAN B A i 1 821 1E 8 s AT Hoif
MGETt oA, 7 A M DURS I i) S H5cdh R HCAIE 7 = )
FEF M 4B E R B RN . SCER[31]E AR b
H & T IR FE R % #2 GAN (deep temporal convolutional
GAN, DTCGAN) J5i, amifi i [a] ¢ £ 76 A2 i 8] 7 41 %
5 DAASEALL F Do ) e () E L, (RAEAR KRR EAT R T
18 258 W 28 B 7738 o SCHR[32] 91 A B GAN HE B2k 1
GAN TEAR AL AN IR e oL X B 5 PR 0000 7 ThT i D &%, @
/N T GAN R F A€ PEFII R G138 77 -

RS AK€ T (transient stability prediction,
TSP) HRBE 5 N IR B B AT 1) B H bs o SCHR[33]
71 | FDIA X} 5 T-#l#5 % > (machine learning, ML) [fH
NRGENEZ VS, I T SFIERIETT %
K BB FDIA B3P . SCHR[34148 0 1 2T ML (1%
T R TR A 0 T VA 5 0 FDIA OB, $RH 7 @R Xt
PUINZRInsm ML LAY B 16 5E 7 1 2% fife g

AT RS Al TR AR AR A IR B SRR TT
ek o3, b0 fe v g P 25080 SR 2 SR 1 ok A 5 0 3=
BRI T U, Mo B ILE T 3RINE B R 2 B 1]
R L Y I8 4T [35-36]. A AIF 70 38 (R A0 A5 9 25 1Y
FE4G B 2 e Be & S008I i N AR AR AT
RAFRN ARV . SEPRH RGN, HdEamEdohe
14, REEEUE R INE O, 42 a4 75 2™ 4% 1) S 4
B E . Tty 5 0 15 A5 W 28 N 1 4 B 04T FDIA T
I8 22 R FEAG o BHXT L) 28 45 rh 0 Bk 2 BR0E5 0 DX 24 T4
dr, Bk #ANEAE B AR S B U5 A 52 BIRR B, X —ak
PRA)HRAEVE 20T 58 70 M P Al B

FHECZ R, A 2 H R I A 8 5 ABLAUME 5 B
SO AL, PR S . Bk el e AR
B S B E A b SN PR F A SRR AR, e
S B ) £ IR L) RGN
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TR R N FP B T = N, B IRSNEE R 24
P O AR A AR ) OB TR R 2 — o ARSCHR T — ik
TR NH B FDIA J5%, Bk siite 7o 75 s B An 5
VEP N AR R, A E sk % m) W g2 N RN ) R
RIAT 58 i . IA FDIA 771 2 58 A T 0kl 43 ) 4% s i (1) )
F o AW 50 0 AR BB o 2o A 2R Y5 B A e )
B it . X — AN H RAEH ) RG22 2 EAHRHEUIC H
KIARZEM . AT ERF G SR W 4% 22 42 1) 5t I RRAE
Bl BN EABRE R RGBT VI IAR. S50
BHFMW, Ak A& ARG ENRE ), B
TR B G 2R (], HLAN 838 i B2 o R 38 X 4 N b
oW RO e Y . RO RS T, AT
AT T E bR L) B2 A U Re IR BT IR VR R
Yrite AT U5 ) B b 15N S B s IR AR o A 2L R
PRI R R o AT 5 B A T o R e L X B4R IR B B
() Bk M oM, VR IR Ty 7 vk, 97 A0 e P R
AEARSCHFIEHE A -

ATy 1@ I S R S W SR R R SR IB AT
HHE = FE AR Bk 1) B, ) A% G R M 2R e A R Bk
o SCHR[37]42 1 A3D BEAY R F & T3 = UL ) E 3
Yt ds, I E R RIS AT R AT IE S M AR FUBOK IR A
o BT SR F AT TN AR S B 1 M B FDIA B
WSO R, ARAR SR T 5 B S B )R FE SR IR 1%
TS G 2a AT, AT AR S T R
T AL o SCHR[38]K F VR FE H 3h 4 i #45 12E 47 57 s Il
HJFH 5 FDIA KRB, HEX SYE R FAT AR E—
B BRI, R RO T R R PRI . SCER[39]48
F R B 2% (graph neural network, GNN) F F H [
PSRRI S, 7RI T R A RRAE R ) S AR = THI 3R
B AR T ki o A SRR A B S
E s, BT8R T X 2 A r R AL i D Rk, S
HR[40]42 Hi 19 ' GNN 77 5 T[] I S B e 5 A M 5 7 67
R0 S R B S AE AT AR A RRAE B S e et o, AR Ar
FR) A 1 4 PT i 52 30 2 0

AT FEZE TR =5 (D) BT 04
LU ) IR, SR T AR SR IR B AR S B A T
%, TS RS TG SRS TG R IR I H FR R G0 N ERALH R4
FR, ACFR S N O D T S Y, R T
Beh AT IS s () R A JE S, 2
H T MR BB AR E AR, Geig A R0 IR
e, HAERDRSGHBA RT3 @l
BB R R B AR O R, AR T R IR
T PATREE, [FIR G T S TR 2R B T A
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AFIFZ o

AR BENEI T 5527 4 L GAN Jy S fifi HE 28
MBS A RO 5 B 3 TR T 0 A U RE IR BT UR Y
FDIARER ;55 4 5T BEd e B I Beady s it 7 s 28 5 10 i
SCUEBT T PP IR Bt SR B0 R A RER I 56 6779
S GERITFUSCR I e ARSI T T 1) o

2. BT GANBIERIEERTT A

ARSI IR B Bl T3 VR IR AR T L R GEHESR AR R 2
YEIRBN L, ATTIAEINZRSE A, IR A ik
FAT, ISR SF I . i Al I L s U7 A UG
ORI TPIREHIEA R RS, AT BERE LR A HHE
MBS, PECRISIRA

2.1 FRR &

A TR A A 2 R B RN &R
i B, AT R E bR RGN SRR 1 AR,
i B

(1D Hidi B AR R AR ZE ANz AL R BRI, (R ]
PASET H Ardi N A 2 e, B oxd 1 Boaki # 1m
5, PEBIELRIAEIEERES G .

(2) HBra Hbs i B ) R g E B n s, 5
B s 2 A G

(3) LR o3 An SRR AT REAR T F AR, oV
MR RIS A . R, o3 mr DLUG o) FER 0 b H
HIJKA (potential transformer, PT) A1 HL i H.J&K 2% (cur-
rent transformer, CT) 7= 1) & 54

(4) ARAEBCHWRIAE B RS IR IR B X
73 2 R S S

2.2. [ AR

Az T T T DR A i REAR . SRECER /NS
ry IS FIAHE S INET,  REES A X B AR O e
HArAEE = o B br DUS AT Re /NS SO esh L8 ac K
FRPE IR RIOCR (R A RIL IR 5 R 22 A A AL

min Z=L(X. X+r)—nlog Hjacs, P, (1)
st. —T<r<T, (2)
|F(X+r)-F(X)|2¢ (3)

S, <SP (4)

V/JES.,:L V/«*SHZO (5)

>, v, <MAXA (6)

Aol ZRALIL R LI BME R, 1T 6
PLANEUR X+ r 55 0 RGHUR X IR AE, 7 RO
A S BRWE, E AT RO R 5, SR
A 56 AT O o 2 R O AR, AR
RYRRA R BILHATHEE: plog [T, p TR
SRR B (T RERE, JET R p, SR
WEER T B0t 15 A S, PR O G, RS 2
5, RIS D, AL R R T R G
WESS A, MTTRRALRE : AR THIS T FH0IRIE
LW FC)RIE T SRR BRI 2 115 R
BEHORAG F o FR il 25 5 BESE B R
Tl SPAE S EIH I I v, BT
SR, SR | ORI R, 0 RREW
FEAT . MAXA f 30k T LA ) 0 4 A 2 P 5 K
M

2.3 Wl pi Ay

I8 BBl IR PR, B I8 H 82 & A il
WRITEE, I HIXE g1 OR3P B IR AN SR 25 AN ]
SR XA F T R B B R AN . B,
TSEELBU B AR, B 20 RS A A O B
3 D R M s 1) B T AR AR NI 2 R R AL
DA i FE B0 U5 o A2 R i H IR v 3 9 DR R R AT Bl
(3 A5 T DU AR P4 il R 88 - o] £ a2 Bl
BER L T [ AR O SO RCR 20 R R, oRE e
M= P /M.

min P=1- HZ":lvkﬂpkﬂ (7)
s.t. ibc SA (8)
Veew=L v =0 (9)
> v <MAXA (10)
r=z(x,v) (11)

£ (2. F (x(0) +vxr) ) =f (9(0).F (x(0)) )| 2y (12)
Ao, NS BHG kRTESS, &N, R
Py RV Sk, KRN EE s SA 7 5 52 Bk 74 45
B ib TR H M SA TP I 5 S T A T
2 ()R R PRI 70 v, R e, BT AS s xR
FRUAT R x (¢)FRI ] 0 RS (1) 7t
[ ¢ R GEARTS () HHIR B 30 51 56 £ 3R BIR
Ao P REBCEE AR RGORA LU BN . ik
SERAL IR, AT BB A et A AR e S



FEASTT R NAR IS 2 AT LA Petrd X 455, AT T
AN AU BGE OIMERR o FRA 5 0 RO ST
RS RE, BB, R EEA DRI K AN
o FET RGUR NN AL fr % A B I R 2R S
B, A EAARNBGE RIS .l Petri M T S B
FRIIMEZR (1) 712N S8 AT 90 9 B s AR SC T Dk, DALk
AVELE IR, AR MRS A bR
PR T B I

TEFRATZ AT IR T [41]7, R GAN SR ik 3k i)
. TEFTR R T b, R RAS G T A s B, T
FIHNES D A STVPAG IR, 8 A B kAR G A5
FIREME 4 H T B 2 RS AR I Bt 1) A s

2 R B Bk 3 BRI AR R ) 43 A 3 R YR 1 T
£, JF B i E SO A 0 AR TR ] & O, G
AR R T N L R . SIS DUAN R Y
MOETRRE . TDES. MAADER AR AS . AT IR AR TS
SRR ATAT BT RS, GRiD BRI R SRR AT
MEHR Z BIMAH G R, A Es ST RV AR a4
PR T IREERIR, JEB A R B ro

TEVNGRMY BRI, AT DAKE F D ) 5 Al Iz B st ik
A, (RS R XA . RS FDIA 1,
XiEH @ E s M5l N RS, M, TEARSTHTIR T
s, Xl oA A IEEN, FEILBL RN

3. FDIATRBIAYF 2

BRI BRI R RS A ROR S H H s AR
BT MM IoT BN, i B e 8 Ry It s 15

Generator
@ Via
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P28 NI [l B PR OR . DRI, AR HY T — AP T43
A 2 RIR B BRI E N T . S I 1) B RS
N T AR S EOR R RS R

3.1, ABR AR AR

K2 R 1 oA SR ) S AR 54, B DU AN S B 4
fr: EFABIE. DC/DCAHAS . DC/AC AL a5 Al L k-
Z%-HL & (inductor-capacitor-inductor, LCL) JEJ 2% . EHIR
LR ] I OB AR AR SE L, DC/DC #2848 R R
e 5 il SR LU RS R A . DC/AC &R ds 5
LCLUEM AIC A, T E S BB A i F e e

LCL JE A IRFIE B DA R 7 R A «

selector

)(/'m

Filter

i‘;vli iqu u*
ul, | =Aiex | u,, +BLCL><|: "”f:' (13)
i’ i ugﬂLq
2d.q ed.q
[
L, L,
1
: -— 0 0
- —% 0 L,
f
1
1 o -—= 0
— C
c 0 0 )
A= 1 (14)
0o 0 -—
0 é - C;
1 0 R,
- w
0o 0 — L
L, .
1 R,
i 0 0 0 L - _Lg_
EE—
Y
l Total
L2 L, loss
Norm
RC
——

B 1. B s A . X B RGEIE: tme WIBIm & X, WD Lm R EEEE: e THHEATE T U SR SR
F: Wi EbRs Xe Bediigds Ye SN v ol BARKIIARE: e SN IEF SO I Ml BB R L2 Norm: YR Y Z (M BEES; D: B[

RS RC: Moy Al B XA 45 .
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o i
Sensors |------- S -
T l
,r fgo Uge Iy ‘V DC/AC controller
Voltage Current Voltage Current da0
Droop | >| control b»| control abe/ | » control --» control |- q
control loop loop dq0 loop loop abe
; j
\imi i PWM seoet
DC/DC controller Y
L s (s H(x
. / Ly u ig Lg uq
YN =
= O
—= L uy +— M Eare ~
I C T Ué e _L
s _| _| .
Bebe DC/AC Filter

B2, oA IR ISR . i R Ce o BN B BRI PRI A FB 2 s Ly

iy 44519 DO/ACAE B LM e . IR AU o
BRLGHTE: u: PRI i,:

uy Ml

1
I 0
B.= (15)
0 L
L
1
_fg 0
B,= | (16)
0 -z
B, 0
BLCL: 0 0 (17)
0 B,
A, ), RN DC/AC B M H IR i, RRWE
DUETHLTLs w1y, 5 FIHE PR RO ) LR RV LA e,

%fﬁ&%@qﬁ IHLE . R AL 21 AR LCL JE 3
A LB AT LI R AL i v A 308 38 255 FD L BELART FELJRK
o RRNHEIRETIER, 0RRYEFE N 2x2 HFIF5RE.
i b AL, IR g AV, TR A AB
IR AR KIS HOENE . B RN IEN A S L, B, &R
FEL R ) 24

3.2, FEH A S Y

TEAR LB N, Sk H 32 K 0 R AT IR 4y e o
PTHICTAIA BRI MRS . AR5, WS DU & 53 R AR
BOyE A, Bk P BLnl AR e (fast fourier transform,
FFT) iF 5 H AT -

435129 DC/AC 84 4% a b/Fnc;FEE@EEE:
WMNHMI L abe: abe AR RFIIME; dg0: dg0AAhy & A IHIELs

EREEN R LAL, BRI Cp BEBCBIEAS Cun uy

u: JEVEARF S CMHIE; i H
PWM: ik % il -

IR= szl

. 2
Iy= sz 1z(l)smlﬁ

2 2n
Up= Nzl 1u(l)cole

uxz%zﬁlu(l)sinz%“

S
= 2

L
O,=tan™ =
I

o ugtuy’
U= 2

u
O,=tan™' —=
Uy

W, NRRFEARDHEG i(D) R u(l) 5 BIZRRE TARFE 5
BRI LR s dn iy ug My 20 Bl A28 FFT i H
P I = 7 i (= S S =L NS W R = N ) A
RHE a8 X (19 HEH =B, , M =FH
Wiy HAPIRBRKARIE, 0, 2HRMMAE, Ul
JEIA RUE, 0,2 BRI AE.

2T 5 T GAN [ X g 75 2 1) JR h 4
PHENGNTAHRRIOAE B bR R, TPl s R I 50
)N — R B k. BRIk, ZEXCR A, A7 DU i 4
Y DC/ACEH G B M EFEANE RS, B35 DC/
AC A e 254 | 48 O AR ME GG A, R R i T 42 11 PR R P 428
) SR U 1 AR e 2 R

oslz—n

(18)

(19)




+
i X
u u,
; ab.c abc d
J'a,b,c
dqo| Y,
Iq
U ) 4

qr —

——( )| P
Bl 3. DC/AC I #F M B &5 44 . PL: L4
U MU, BdgfitiZE g KK, :

Uyp,co

W d-q R RS 0, Rl v FEIR 0, AT 7T 23 9038 3 Park
M u,, A, IHEAR. U MU, RRSFERE,
K, f K, &5 DC/AC =l 8 A K S5 -
(proportional-integral, PI) 7 fil] &5 i & ££ F s A1 e 7 428
PG o g Mg 20 d-g Bl ER s o) @ HE D R, T
i )z Park B e e N u,, . BIRSHT DL EUL T
At t=ke, Hp e RoRBEEDK, kRIRBHE

QJH:K{dk) ; n(ﬁ] k) +K,>) () (20)

AO, (k) =K, [(k)—dk—D]+KeM) (21)
A1, e 1 Oy, 43 5l %5 B PLAZ il 38 A AFI S . K, ALK
o PLEE I 38 LU B RAR 2 2 BRI S8 T 2RI
B TREMNSKAKEE. Kk, DC/AC AR i
(¥ B PR gy, 5 0 RO e, R, 2T BRBOR R
L/

miﬂ B KZEI;: ﬂ +KnKm[g“j + [ﬁﬂM(k) (22)

u,(k u,(k—1 Auj(k

“kﬂ ) [u;‘ik— 1” " lAu;‘Ekﬂ (2

WIS BN R GRS, g M RN BN
()] 17 [A(0)] o

L:;(m} Lz} Lu;w)] o] e

M (k)RR INE BB k-2 5 M= HE, a0
A A g Fhr R E R R, A E SRR

M (k) = [ My(k).M,, (k). M (k). M, (k)] (25)
M(k) = [u(k) u,(k=1),u,(k=2)] (26)
M, (k) = [u,(k),u,(k=1),u,(k-2)]  (27)

M (k) = [i(k).i (k= zd(k 2)] (28)

M (k) = [i(k).i)(k=1),i,(k-2)] (29)

RTINS i A #ﬁ!EPE’JEEE*ﬂ%/m ugMu
5 DC/AC ¥ ) #8 AH R 1) Z 4
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-
ua.b‘c

dq0,
—>» PWM —>

abc

W d-g R R By Al
Aluy: 5 d-g ek P00 25 4 0 P s, T

Wrd-g M &
1L % Park 22 B 4y

R, Moy (k) A M, (k) A d T g 0 o 48 P
M (k)R M, (k) d 50 g BB LA 5
KK, AR a4 g S s 28, R

(1=K Ky~ Ky K~ K K~ KK
-2+ ZKPiKPu +KPiKIu +KliKPu
1 _KPiKPu
_KwCKPi - KwCKIi
2K o Ky + K, K
K,= :KkgKi (30)
2Ky + K
_KPi
-K,,

2K,

[

_KL

KwCKPi+K(uCKIi
_2KwCKPi_KwCKIi
K{uCKPi
1 _KPiKPu_KPiKIu_KIiKPu_KIiKIu
_2+2KPiKPu+KPiKIu+KIiKPu
I_KPiKPu
! KwL
- 2KmL
KwL
_KPi_KIi
2K+ K
KPI
iﬁq:‘ KplﬂEDK[lijE{}lL}I%JHE/JPI}l%U%ﬁﬁéé& Kpu$[]K1u
SR ) B PR 1 PTEE  # 2 8. KT I (pulse
width modulation, PWM)  #4fill MR 48w, ) M AR Cin-
sulated gate bipolar transistor, IGBT), LL#fif# DC/AC %5

A i A L

(31)

3.3. ZHhiH
AT REHHAT BB AN AR, Yo b 2
AR ARI T WEER A NS N BT HIEA T G e MUN N 2 )
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d, EHEEEE AR EE, HIE EASS N (0,67)
e, RAE M AL & 7 — 9 (weighted least squares,
WLS) ittt S84, /ML Y=XBHIFRZE, 5
wr:
arg mﬁjn "W(Y—X,b’)”2 (32)
X, WeR™ RBERE: ni YIUKE: YHX A&
AP EAR RN, FRORAE TR] A SO R B AR
X LCLUEW A, W EAM it 2 o, L Ry Cp LM
R, B, X (13) 2R A7) EHIRRNY=XBHE
X W PIR:
(iq_igq)”;f_ (id—igd)”;: [”d(id_igtl) +”q(iq_isq)]w(33)
U+ )= [ud(id—igd) +uq(l'q—igq)]% (34)
I (idz+iqz)w: [(“;_“d)iq_ (”;_”q)id]%(?’s)
(u;—uq)i;— (u;—ud)i,’[—[(u;—ud)id+ (u;—uq)iq]am

R (36)

( * ) * . Irp
ug= g )i, = (u=u,)ia |7
f

P P .2 . 2 _

Logloa ™ Loaleg ™ (lgd t 1y )a)_

A

g

(37)

(uq_ugq)iéd_ (”d_ugd)iéq_

[(ud—ugd)igd+ (uq—ugq)igq]w= (38)

[(ud—ugd)igq_(uq_ugq)igd]fi
A, i, 11 R L0 o T g 2 B
i AL YIS ugs g g RV, 1S H w,, A, FTELAA
AR e SR O D B ABERERAT Sy, 7T I DC/AC 2 il 25 3K
W0 gy, Fliy,, T L0 B3R . 11w,
R i7,, OB LRI LT e

! !
ud\ uq\

iy, (k) i (k) =iy (k=1)
) (k) :é g, (k) —1,,(k—1) (39)
ity (k) fg (k) =iy, (k=1)

FEDC/AC =i 48 N, & ZM51F S 8K, K MC,
ORISR, =K.k [U, U, 1" Fik, ¥

qr

(22) E#HRRNY=XBHIEN, W FFR:
Au(k) = Auj(k-1)] . K,
{Au;(k)—AuJ(k—l)} [ 1 ]x[ T o
b Ky =[K. K, M (k) K 1528 40 58 000 f 0 5

N (k)
KA1 LCL 3 28 A1 DC/AC #5441 28 (I 350

Auy(k) .
A0 (23) . I, Bk ae

3.4. Wt gt

B2 1T GAN A ) Bt ) & 0T DL ZE IR H bR
IR DR, PR an SRt 2 40 oA X i A ot 5
Yook vy & R, AT DUABRARCR . Bradi & T L&
O B AR HCR S I B L R AR A, AN a M ay, T
X 8 Fin:

. . 2 N 2n
Iga=1gt+ Nzlzlai(l)cos ZW
. . 2 N . 21
Ixa=1Ix+ Nzlzlai(l)snllﬁ

(41)

2 < 2n
Ugs = Up + NZz:lau(Z)COSlW

2 < . 2
Uy =Uy+ szzlau(l)smlﬁ

N dpan xan s Mg, 70 90 TE N B A £ 5 R LU
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Input:
Information of the power system
Historical data of power supplies
Parameter constraints
Real-time measurement data of power system X
Model of the distributed power supply
Output:
Disturbance values a; and a,
Initialize:
Assign a success rate p for each distributed power supply
Initialize GAN with generator G and discriminator D
Initialize parameters of distributed power supply
Identify the attack target:
Define the optimization problem in Eqgs. (7)—(12)
Solve the optimization problem using a heuristic algorithm
Find optimal attack target '
Assess the difficulty of intrusion for each distributed power supply
while GAN not converged do
Train D to differentiate between real operational data and generated data
Train G to create plausible attack data that fools D
end while
Parameter estimation:
Apply WLS to estimate parameters:
LCL filter parameters: w, Ly, Ry, Cy, L,, and R, using Eqs. (32)—(38)
Controller parameters: K, K, and C, using Eq. (40)
Validate parameters against benchmarks
Attack vector generation:
while power system operates normally
Await artificial faults or spontaneous emergencies
end while
Calculate the target attack vector u; o using Egs. (42)—(48)
Calculate the altered measurement sequence u, ,, and i, . using Egs.
(49)-(54)
Calculate the disturbance values g, and a, using Eq. (41)
Inject tampered data through the measurement modules of selected supplies

Monitor the system’s response to the injection
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. . . Accuracy
Neural network used to predict transient stability Number of layers Success rate
Normal Attack
AlexNet 23 98.75% 56% 43.29%
VGG16 41 98.75% 40% 59.49%
SquezzeNet 69 98.25% 58% 40.97%
ResNet18 71 99.25% 72% 27.46%
InceptionV3 315 98.50% 74% 24.87%
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attacked power supplies Normal Attack rate

system

IEEE 57-bus system 4, 15, 38, 43 98.40% 48% 51.22%
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IEEE 145-bus system 22,43, 61,79, 101, 109 97.10% 66% 32.03%

EIRSCIGEERR Y, A SR B T3 VR AT AN [F] R
B G POu HH SR B S ™ E R, T HL AT DA Rt
I NCEETEZ S BN et e F ST I & N )



78

HEIE YIRS e RE R e R AT K
AN NE ) H 2 52T AR R JE

6. &8

Bt F X 2% ek RO AIT 70 T S AR, DB X))
F Al SRS ) T AT R (IS 458, AT 398 56 28 0 ek
BIARE J1o ASCHEE T —FhERXT B 70 R G IR sh 50 10
Wiligiik, it RISk 72T GAN H B ) & A2 s
I 3 3L 7 A SRR By [ S SE R E N R G BEXT
TSP S BT S8R 1 TR A e, BT A A R R 4
M 38AE 1 3R e R

CRediT authorship contribution statement

Zengji Liu: Conceptualization, Data curation, Formal
Analysis, Methodology, Funding acquisition, Project
administration, Resources, Supervision, Software, Validation,
Visualization, Writing-original draft, Writing-review &
editing. Mengge Liu: Investigation, Writing-original draft,
Writing-review & editing. Qi Wang: Writing-original draft,
Writing-review & editing. Yi Tang: Writing-original draft,

Writing-review & editing.
Declaration of competing interest

The authors declare that they have no known competing
financial interests or personal relationships that could have

appeared to influence the work reported in this paper.
s
AT T E X AR 5 (62302234 BB .

References

[1] Xia X, Lin J, Jia Q, Wang X, Ma C, Cui J, et al. ETD-ConvLSTM: a deep
learning approach for electricity theft detection in smart grids. IEEE Trans
Informn Forensics Secur 2023;18:2553-68.

[2] Ruan J, Fan G, Zhu Y, Liang G, Zhao J, Wen F, et al. Super-resolution
perception assisted spatiotemporal graph deep learning against false data
injection attacks in smart grid. IEEE Trans Smart Grid 2023;14(5):4035-46.

[3] Cao D, Zhao J, Hu W, Yu N, Hu J, Chen Z. Physics-informed graphical learning
and bayesian averaging for robust distribution state estimation. IEEE Trans
Power Syst 2023;39(2):2879-92.

[4] An D, Zhang F, Cui F, Yang Q. Toward data integrity attacks against distributed

dynamic state estimation in smart grid. IEEE Trans Autom Sci Eng 2023;21(1):
881-94.

[5] Li B, Xu Q. A machine learning-assisted distributed optimization method for
inverter-based Volt-VAR control in active distribution networks. IEEE Trans
Power Syst 2023;39(2):2668-81.

[6] Gao Y, Ai Q, He X, Fan S. Coordination for regional integrated energy system
through target cascade optimization. Energy 2023;276:127606.

[7] Rojek I, Mikotajewski D, Mrozifiski A, Macko M. Machine learning- and
artificial intelligence-derived prediction for home smart energy systems with pv
installation and battery energy storage. Energies 2023;16(18):6613.

[8] Xiao Z, Tang F, Wang M. Wind power short-term forecasting method based on
Istm and multiple error correction. Sustainability 2023;15(4):3798.

[9] Liu Z, Li X, Zhao H. Short-term wind power forecasting based on feature
analysis and error correction. Energies 2023;16(10):4249.

[10] Wang G, Wang C, Shahidehpour M, Lin W. Deep semi-supervised learning
method for false data detection against forgery and concealing of faults in cyber
—physical power systems. IEEE Trans Smart Grid 2023;15(1):944-58.

[11] Mishra DK, Wang J, Li L, Zhang J, Hossain MJ. Resilience-driven scheme in
multiple microgrids with secure transactive energy system framework. IEEE
Trans Ind Appl 2023;60(2):2277-89.

[12] Yang T, Yan B, Yang Q, Wang W. A packet payload anomaly detection
approach for cyber—physical power systems. CSEE J Power Energy Syst. In
Press.

[13] Wang Z, Qi D, Li Z, Zhang J. Valid false data injection attacks under
approximated power flow model in power distribution systems. CSEE J Power
Energy Syst. In Press.

[14] Ruan J, Wang Q, Chen S, Lyu H, Liang G, Zhao J, et al. On vulnerability of
renewable energy forecasting: adversarial learning attacks. IEEE Trans Ind
Inform 2023;20(3):3650-63.

[15] Zhao T, Yue M, Wang J. Robust power system stability assessment against
adversarial machine learning-based cyberattacks via online purification. IEEE
Trans Power Syst 2023;38(6):5613-22.

[16] Sahu A, Davis K. Inferring adversarial behaviour in cyber — physical power
systems using a Bayesian attack graph approach. IET Cyber Phys Syst Theory
Appl 2023;8(2):91-108.

[17] Sarker TH, Janicke H, Ferrag MA, Abuadbba A. Multi-aspect rule-based AlI:
methods, taxonomy, challenges and directions toward automation, intelligence
and transparent cybersecurity modeling for critical infrastructures. Int Things
2024;25:101110.

[18] Sahani N, Zhu R, Cho JH, Liu CC. Machine learning-based intrusion detection
for smart grid computing: a survey. ACM Trans Cyber Phys Syst 2023;7(2):
1-31.

[19] Diaba SY, Elmusrati M. Proposed algorithm for smart grid DDoS detection
based on deep learning. Neural Networks 2023;159:175-84.

[20] Radhoush S, Vannoy T, Liyanage K, Whitaker BM, Nehrir H. Distribution
system state estimation and false data injection attack detection with a multi-
output deep neural network. Energies 2023;16(5):2288.

[21] Yan B, Jiang Z, Yao P, Yang Q, Li W, Zomaya AY. Game theory based optimal
defensive resources allocation with incomplete information in cyber—physical
power systems against false data injection attacks. Prot Contr Mod Pow 2024;
9(2):115-27.

[22] Reda HT, Anwar A, Mahmood AN, Tari Z. A axonomy of cyber defence
strategies against false data attacks in smart grids. ACM Comput Surv 2023;
55(14):1-37.

[23] Liu X, Liu J, Zhao Y, Ding T, Liu X, Liu J. A Bayesian deep learning-based
probabilistic risk assessment and early-warning model for power systems
considering meteorological conditions. IEEE Trans Ind Inform 2023;20(2):1516-27.

[24] Zhang Z, Hu J, Lu J, Cao J, Yu J. False data injection attacks on LFC systems:
an Al-based detection and countermeasure strategy. IEEE Trans Circuits Syst I
2023;71(5):1969-77.

[25] Zhang Q, Li F, Zhao J, She B. False data injection attack and corresponding
countermeasure in multienergy systems. IEEE Trans Power Syst 2023;39(2):
3537-47.

[26] Ge X, Yue M. A detection strategy based on deep learning against sequential
outages induced by false data injection attacks. Electr Eng 2024;106:5201-17.

[27] Wei S, Xu J, Wu Z, Hu Q, Yu X. A false data injection attack detection strategy
for unbalanced distribution networks state estimation. IEEE Trans Smart Grid
2023;14(5):3992-4006.

[28] Ye X. Sparsity and coordination constraints on stealth data injection attacks
[dissertation]. Sheffield: University of Sheffield; 2023.

[29] Kong M, Shen F, Du P, Peng X, Zhong W. Distributed secure consensus for
multiagent systems based on removing intra-cluster coupling restrictions and its



application to energy systems. Inform Sci 2024;653:119579.

[30] Ahmadian S, Malki H, Han Z. Cyber attacks on smart energy grids using
generative adverserial networks. In: Proceedings of 2018 IEEE Global
Conference on Signal and Information Processing (GlobalSIP); 2018 Nov 26-29;
Anaheim, CA, USA. IEEE; 2018.

[31] Efatinasab E, Brighente A, Rampazzo M, Azadi N, Conti M. GAN-GRID: a
novel generative attack on smart grid stability prediction. 2024. arXiv: 2405.12076.

[32] Dash SP, Khandeparkar KV. A false data injection attack on data-driven
strategies in smart grid using GAN. Advances and Trends in Artificial
Intelligence. Theory and applications. Cham: Springer; 2023.

[33] Ren C, Xu Y. Robustness verification for machine learning-based power system
dynamic security assessment models under adversarial examples. IEEE Trans
Control Netw Syst 2022;9(4):1645-54.

[34] Ren C, Du X, Xu Y, Song Q, Liu Y, Tan R. Vulnerability analysis, robustness
verification, and mitigation strategy for machine learning-based power system
stability assessment model under adversarial examples. IEEE Trans Smart Grid
2021;13(2):1622-32.

[35] Cui L, Guo L, Gao L, Cai B, Qu Y, Zhou Y, et al. A covert electricity-theft
cyber-attack against machine learning-based detection models. IEEE Trans Ind

79

Inform 2022;18(11):7824-33.

[36] Khan OGM, El-Saadany EF, Youssef A, Shaaban MF. Cyber security of market-
based congestion management methods in power distribution systems. IEEE
Trans Ind Inform 2021;17(12):8142-53.

[37] Kundu A, Sahu A, Serpedin E, Davis K. A3D: Attention-based auto-encoder
anomaly detector for false data injection attacks. Electr Power Syst Res 2020;
189:106795.

[38] Takiddin A, Ismail M, Zafar U, Serpedin E. Deep autoencoder-based anomaly
detection of electricity theft cyberattacks in smart grids. IEEE Syst J 2022;
16(3):4106-17.

[39] Boyaci O, Umunnakwe A, Sahu A, Narimani MR, Ismail M, Davis KR, et al.
Graph neural networks based detection of stealth false data injection attacks in
smart grids. IEEE Syst J 2021;16(2):2946-57.

[40] Boyaci O, Narimani MR, Davis KR, Ismail M, Overbye TJ, Serpedin E. Joint
detection and localization of stealth false data injection attacks in smart grids
using graph neural networks. IEEE Trans Smart Grid 2021;13(1):807-19.

[41] Liu Z, Wang Q, Ye Y, Tang Y. A GAN based data injection attack method on
data-driven strategies in power systems. IEEE Trans Smart Grid 2022; 13(4):
3203-13.



