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Abstract: [Purposes] Internet of things (IoT) devices have been widely deployed and applied,
but the openness of their transmission makes the links extremely vulnerable to attacks. Spoofing at-
tacks are one of the main types of attack. Traditional spoofing attacks usually occur in the same type of
device, that is, homogeneous devices, such as ZigBee attack on ZigBee device. The current cross—
technology communication (CTC) allows different types of device, that is, heterogeneous devices, to
communicate directly with each other without modifying the physical layer, such as direct transmission
from WiFito ZigBee. CTC brings new security issues to heterogeneous IoT, making spoofing attacks
more common and easier. [Methods] In this paper, a cross—technology spoofing attack method based
on meta-reinforcement learning was proposed. WiFi devices, with their advantages of large transmis-
sion power and long communication distance were adopted to carry out spoofing attacks on ZigBee
wireless networks. WiF1 devices with the meta—reinforcement learning model were used to predict the

best time for spoofing attacks by listening to the transmission characteristics of ZigBee network data
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streams. [Results] Experimental results show that compared with traditional homogeneous wireless

networks, the proposed method effectively improves the success rate of spoofing attacks on ZigBee

networks.

Keywords: internet of things; cross—technology communication; spoofing attack; generative

adversarial network; reinforcement learning
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Fig.5 Spoofing attack experimental scenario
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Fig.7 Success rates of deception attack under different TX powers
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Fig.10 Convergence comparison for three scenarios
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