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1. Introduction

The global transition to clean energy has accelerated the integration of renewable energy sources (RESs) into power systems 
[1]. Although the net-zero energy transition promotes environmental sustainability, it introduces economic, societal, technical, 
and geopolitical challenges [2,3]. Some of the technical challenges include: ①  a significantly greater degree of uncertainty 
arising from the intermittent nature of weather-dependent power production of RESs [4,5], ②  a higher system complexity 
stemming from the integration of multiple energy sectors (i.e., electricity, heat, gas, and transport) [6,7], and ③ reduced system 
inertia and fault levels due to the integration of inverter-based resources (IBRs) lacking physical rotating masses [8]. 
Consequently, traditional measures in a single energy sector (e.g., electricity) at distribution [9,10] or transmission [11,12] 
levels may be insufficient to ensure stable, reliable, and resilient multi-energy systems (MESs) operation under deep penetration 
of RESs [13]. Therefore, since technological innovation by itself is inadequate, a multidisciplinary approach that incorporates 
perspectives from engineering, data science, social sciences, and policy making is crucial to achieve a future-proof net-zero 
transition in MESs [14].

Artificial intelligence (AI) and machine learning (ML) have emerged as radically transformative tools to support the net-zero 
energy transition globally [15]. AI/ML can significantly enhance asset management, monitoring, control, and optimization of 
MESs by offering advanced situational awareness, predictive capabilities, and adaptive responses. In particular, AI/ML can be 
embedded within flexible information and communication technology (ICT) platforms to enhance system observability, 
facilitate real-time decision support, and enable coordinated control across sectors. This paper summarizes the authors’ views on 
current/future trends in utilizing AI/ML for advanced situational awareness, asset management, frequency/voltage regulation, 
and overall resilient cost-efficient operation of future power/energy systems.

2. Phenomena and problems

The increasing integration of IBRs with uncertain power production (e.g., wind and solar) substantially reduces 
system inertia and fault levels in modern power/energy systems [8]. This low-inertia environment can trigger more 
rapid voltage fluctuations and frequency deviations during disturbances. This issue can be exacerbated in MESs, 
where electricity supports the decarbonization of other energy sectors (e.g., heating and transport) via electrification. 
Coordinating frequency support in MES requires hierarchical control frameworks [16] and incorporates flexible 
assets such as high-voltage direct current (HVDC) links, storage systems, and power-to-heat/power-to-gas/gas-to-power 
converters. This condition makes traditional frequency regulation methods inadequate and requires innovative solutions 
for real-time monitoring and adaptable responses in power/energy systems to reduce the risk of cascading failures 

mailto:Vladimir.Terzija@newcastle.ac.uk
mailto:Qi.Li@manchester.ac.uk


2

and large-scale blackouts [17]. AI/ML-based solutions are becoming more relevant for dynamic tuning of 
voltage/frequency control schemes, anomaly detection, and adaptive response, especially in settings with limited 
communication and data accuracy [18]. Projects such as the United Kingdom’s enhanced frequency control capability 
(EFCC) highlight the importance of flexible data-driven control strategies to maintain stability in evolving low-
inertia networks [19].

3. Technological solutions

Phasor measurement units (PMUs), with Global Positioning System (GPS)-based synchronization, extensive spatial 
coverage, and high temporal resolution, can enable the real-time detection of rapidly changing and spatially distributed 
frequency events that were previously undetectable with legacy supervisory control and data acquisition (SCADA) systems 
[20]. PUM-based measurements can support advanced capabilities, such as inertia estimation [21,22], frequency event detection 
[23], and spatio-temporal propagation analysis [24]. These capabilities are fundamental for optimizing control strategies and 
identifying vulnerabilities in regions with low inertia. By leveraging PMU data, both data-driven and hybrid model-data-driven 
approaches can be used to enhance traditional time-domain simulations and equivalent frequency response models. This allows 
for more accurate and faster assessments suitable for online applications.

Furthermore, integrating AI/ML algorithms with PMU data allows automatic feature extraction and prediction of frequency 
response indicators (e.g., frequency nadir and rate-of-change-of-frequency (RoCof), as well as intelligent detection of frequency 
anomalies. PMUs within wide area monitoring systems (WAMSs) form the foundation of modern frequency stability 
assessment, enabling AI/ML-based situational awareness in RES-dominated power systems. This integration can also improve 
condition monitoring, asset management, preventive maintenance, and adaptive control, ensuring a resilient energy supply in 
future decarbonized energy systems.

The increasing complexity of future decarbonized power systems and smart grids locally [25,26], regionally, and nationally 
[7], as well as the transition to MESs, further necessitates an advanced ICT infrastructure, enabling real-time observability and 
controllability. In Fig. 1, a conceptual framework for ICT-enabled AI/ML-based integrated energy management system (I-EMS) 
[24] is presented that supports cross-vector situational awareness, predictive analytics, and coordinated decision making [14]. 
The “Applications” block in Fig. 1 can take advantage of fully data-driven AI/ML-based algorithms, enabling the identification 
of anomalies, prediction of future scenarios and optimization of control strategies under uncertainty, essential to ensure the 
secure and efficient operation of future resilient power systems, where flexibility, adaptability, and real-time response are 
critical.

Fig. 1. Outline of ICT-enabled AI/ML-based integrated energy management system for MES.

4. Big data analytics (BDA)

The radical growth of available data from SCADA, WAMS, RES data concentrators, and digitalization initiatives in MES 
facilitates the use of BDA [27]. Fig. 2 introduces the conceptual BDA frame-work, illustrating how BDA emerges at the 
intersection of key data science domains: AI, data analytics, and big data. This triad forms the backbone of modern data-driven 
decision making in future decarbonized power and energy systems, enabling the transition from manual data analysis to 
automated intelligent systems, managing high-velocity, high-volume, and high-variety datasets [28].
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Fig. 2. Concept of BDA [28].

In recent decades, artificial neural networks (ANNs) with the ability to generalize non-linear relationships have emerged as a 
suitable option for modelling grid behavior under varying conditions. ANNs have been utilized for different applications in the 
area of power and energy systems, including but not limited to: load demand forecasting, renewable energy forecasting, state 
estimation (SE), anomaly detection, stability/security analysis, and fault diagnosis. Furthermore, different types of ANNs (e.g., 
convolutional neural networks (CNNs) [29] and recurrent neural networks (RNNs) [30]), along with their recent variants, such 
as Transformers and Informers [31], have been extensively applied to analyze complex system dynamics. These models can 
extract patterns from vast datasets, allowing predictions of frequency deviations and voltage fluctuations [32].

Deep learning (DL) [33], a rapidly advancing branch of AI/ML, has become a transformative tool in modern power system 
applications [32,34]. DL methods can autonomously learn hierarchical features directly from raw, complex datasets, unlike 
traditional algorithms needing explicit feature engineering, thus excelling in handling the high-dimensional, non-linear, and 
dynamic characteristics of modern power and energy systems. Key principles that underline DL’s success in power and energy 
systems include [28]:
 End-to-end learning, enabling DL models to process raw PMU and WAMS data directly and learn both features and 

decision rules simultaneously.
 Hierarchical representation, allowing lower network layers to capture basic patterns (e.g., oscillations or disturbances), 

while deeper layers capture more abstract system dynamics.
 Generalization from data, supporting real-time adaptation to system changes without extensive reconfiguration or re-

training.
Therefore, DL emerges as a pivotal technology in advancing smarter, more resilient, and economically efficient power 

systems by interpreting data from extensive sensor networks, such as PMUs and WAMS. The sample DL architectures and their 
relevance to modern power systems, particularly those with low inertia and high variability due to RES integration, are listed 
below [32]:

CNNs. CNNs are designed for spatial feature extraction and are effective in identifying local patterns and grid 
behaviors from structured measurement data such as frequency maps or disturbance profiles. They are well-suited 
for fault classification, localized event detection, and spatial anomaly analysis.

RNNs and long short-term memory (LSTM) networks. These models specialize in sequential and time-series data 
analysis, making them ideal for learning temporal dependencies in frequency trends, oscillations, or post-disturbance system 
dynamics. LSTM, in particular, can preserve long-term temporal correlations and enhance forecasting and dynamic stability 
assessments.

Deep belief networks (DBNs) and stacked autoencoders (SAEs). DBNs and SAEs are commonly used for unsupervised or 
semi-supervised feature learning and dimensionality reduction. These architectures are effective as pre-training tools or for 
enhancing data representation in systems with limited or costly labelled datasets.

Generative adversarial networks (GANs). GANs are increasingly used for data augmentation and anomaly simulation. 
They can generate synthetic events, such as rare frequency excursions or low-probability faults, thereby enhancing model 
robustness and generalization during training.

ConvLSTM and hybrid models. ConvLSTM networks combine CNNs’ spatial learning capabilities with LSTM’s temporal 
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sequence modeling. These spatio-temporal models are well-suited for predicting dynamic system behavior across 
geographically distributed PMU networks.

Deep reinforcement learning (DRL). DRL enables the development of intelligent control agents that learn optimal 
frequency regulation policies through iterative interactions with the power system. DRL has shown promise in adaptive control 
and real-time frequency response, especially under stochastic and rapidly changing operating conditions.

When applied appropriately, these architectures, in addition to more recent developments, such as advanced versions of GAN 
[35,36], provide the computational foundation for a range of DL-enabled services in power system monitoring, prediction, and 
control, supporting the transition to more resilient, data-driven grid operations. Furthermore, large language models (LLMs) 
integrated with agentic frameworks are emerging as a transformative coordination layer in MES to operate electricity, heat, and 
gas networks cost-efficiently. In the electricity sector, the National Renewable Energy Laboratory (NREL) has developed 
eGridGPT to explain how LLM-based agents can support control room operators by interpreting grid conditions, testing 
recommendations with digital twins, and generating reliable, explainable decision support for real-time operations [37]. 
Collectively, recent advances highlight the capability of LLM-based agents to orchestrate cross-domain workflows, interpret 
heterogeneous data from multiple energy carriers, and deliver cost-efficient, resilient, coordinated control.

5. AI/ML-based applications for power and energy systems

5.1. Robust power system SE

In the process of data acquisition in power systems, numerous inaccuracies may occur in the measurement chain, originating 
from different sensors and various failures in the communication infrastructure. Modern power systems may face different 
anomalies (e.g., bad data (BD), sudden load changes (SLC), and false data injection attacks (FDIA)), that compromise the 
accuracy of SE, a critical function in energy management systems. Traditional methods, such as the largest normalized residual, 
detect BD. However, they usually struggle to distinguish between SLC and FDIA. To overcome these limitations, hybrid ML-
assisted techniques have recently been introduced in the literature as robust real-time anomaly detection approaches in power 
systems [38].

5.2. Power system inertia monitoring

ML-based techniques can be utilized to monitor system inertia, which is increasingly crucial in modern power systems due to 
the rise in IBR-based technologies and reduction of synchronous inertia. Power system inertia monitoring techniques using ML 
can be classified into three main types based on data requirements [39]:

Contingency operation-based methods. These rely on system responses during disturbances to estimate inertia using ML 
algorithms, such as ANN [40], CNN, LSTM, and ResNet. ResNet stands for residual network, a type of deep CNN architecture. 
Challenges include a lack of robustness to measurement noise, limited scalability, and often the exclusion of virtual inertia from 
RESs.

Normal operation-based methods. ML models (e.g., physics-informed neural networks (PINNs)), are trained on real-time 
data or historical datasets to track inertia under regular operating conditions. These methods offer continuous monitoring and 
time-varying analysis, but rely heavily on extensive, high-quality datasets and may face reduced accuracy during transient 
events or system splits.

Perturbation-based methods. These involve intentionally injecting small disturbances (e.g., via storage systems or 
converters) to observe system response and infer inertia. ML models, such as ANN, LSTM, CNN, and federated learning 
frameworks, are used. Although accurate and decentralized, these methods often require infrastructure changes and may not 
account for the effects of virtual inertia or dynamic loads.

5.3. Frequency control

AI/ML models have been implemented to enhance frequency response capabilities. For instance, supervised learning 
methods predict rate of change of frequency (RoCoF) events, allowing proactive adjustments to grid settings. As 
power systems evolve into low-inertia, traditional frequency analysis and control approaches face limitations in 
speed, scalability, and adaptability. DL-based methods have emerged as powerful alternatives, offering data-driven 
solutions for understanding and managing frequency behavior in complex and uncertain systems. Recent studies 
highlight the effectiveness of DL architectures such as CNNs, RNNs, LSTM, DBNs, and DRL. These models can 
capture non-linear temporal dependencies and spatial correlations in high-frequency measurement data, especially 
from PMUs and WAMS. In summary, DL applications in frequency control span several key areas:
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Situational awareness. DL models predict system inertia, RoCoF, and identify frequency events using real-time 
measurement data.

Security and stability assessment. DL-based tools assess the response of the system to disturbances, enabling fast 
evaluation of frequency nadir and overshoot risks.

Control and regulation. Trained models can be used online to recommend or automate frequency control actions under 
varying operating conditions.

The growing digitalization of power systems further enhances DL’s applicability. These techniques enable real-
time frequency control in low-inertia power systems. Future research is encouraged to focus on explainable DL, 
ensuring that DL-based approaches effectively contribute to the resilience of future power systems.

The main application domains of DL in the context of frequency stability and control in modern power systems 
are discussed below. The following core functionality should be considered:

Situational awareness and dynamic assessment. DL is used for real-time monitoring and early detection of system changes 
using high-resolution data from PMUs and WAMS. Applications include: predicting key frequency indicators (e.g., RoCoF and 
frequency nadir); identifying disturbance events; and estimating inertia and grid strength. DL enables automated, adaptive, and 
non-model-based assessments, crucial for fast-changing, data-rich environments.

This, in turn, directly contributes to the situational awareness of the system. Enhanced situational awareness enables grid 
operators to integrate higher shares of variable renewable energy, optimize demand-side flexibility, and maximize the use of 
low-carbon resources cost-efficiently, directly supporting net-zero objectives. SE-supported real-time disturbance detection and 
accurate forecast can enhance the resilience of the system by rapid corrective actions. This combination ensures a stable, 
adaptable, and low-carbon electricity system.

Frequency security and stability assessment. DL models support system operators in evaluating post-disturbance 
frequency behavior by classifying the risk of frequency violations. Key functions include: predicting whether frequency 
responses will remain within safe limits; assessing the impact of RES variability or control actions on system stability; DL 
offers advantages over time-domain simulations by providing fast and scalable alternatives for real-time decision-making.

Frequency regulation and control. DL is increasingly used to support or directly implement control strategies. This 
includes: providing recommendations to support preventive and corrective control actions; enabling autonomous, real-time 
control via DRL; DL-based controllers can learn from historical data and adapt to system changes without reprogramming.

5.4. Short-term voltage stability assessment

Driven by high RES penetration, the short-term voltage instability has been identified as a growing challenge in 
modern power systems, characterized by more complex and less predictable dynamic behaviors ( e.g., rapid voltage 
fluctuations, reduced reactive power reserves, and increased production/consumption uncertainty). These phenomena 
can trigger voltage collapse, making timely stability assessment critical for maintaining system security. While 
traditional model-driven methods (e.g., Thevenin equivalent-based ones), offer physical interpretability but struggle 
with dynamic and uncertain system conditions, especially due to limitations in modelling renewable production 
and energy consumption behavior. However, data-driven approaches provide adaptability and high-speed assessment, but often 
lack transparency. To bridge this gap, a hybrid assessment framework that combines a corrected Thevenin equivalent-based 
model with a bidirectional LSTM (BiLSTM) neural network is proposed [41]. The key innovation is serial integration: The 
model-based stage performs an initial stability assessment using real-time PMU data to compute and adjust Thevenin 
parameters; the impedance difference between the Thevenin equivalent and the actual load is used as a key input feature for the 
ML stage; the BiLSTM neural network, trained offline using numerous simulated voltage stability cases, uses this impedance 
difference along with voltage amplitudes as input to classify system states into stable or unstable in real-time.

BiLSTM is particularly suitable for this task as it captures both past and future dependencies in the voltage time series, 
enhancing classification accuracy under dynamic conditions. The proposed hybrid method achieved an accuracy of over 98% 
for voltage stability assessment within 0.35 s after fault occurrence, making it well-suited for fast, reliable online monitoring in 
future power systems dominated by IBRs. It is noteworthy to mention that diverse voltage stability boundaries and bifurcations 
have also been evaluated using different ML-based techniques, such as extreme learning machines [42].

5.5. Enhancing resilience in MESs

Resilience assessment in MESs needs to consider interdependencies and cross-sector risks. ML-based techniques offer 
powerful tools for assessing, predicting, and enhancing resilience in this context. Resilience quantification in MES involves 
analyzing system degradation and recovery during disruptions, using metrics that reflect their dynamic and interconnected 
nature. ML-based techniques support this by uncovering patterns in large, multi-source datasets and adapting to changing 
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conditions in real time. A variety of ML algorithms are applied for network modeling, forecasting, and load curtailment 
prediction. DRL enables adaptive, real-time control strategies, aiding in automated responses and restoration under uncertain 
conditions. Both academia and industry are integrating ML-based techniques into MES resilience platforms, including digital 
twins and hybrid models. Key challenges remain in data quality, interpretability, and generalizability. Overcoming these will be 
crucial for deploying ML in future resilient energy systems.

The resilience behavior of MESs can also be interpreted using a resilience curve that illustrates how system performance 
degrades following a disturbance and gradually recovers afterwards (Fig. 3). Because MES infrastructures involve strong 
interconnections across electricity, gas, and heat networks, disturbances originating in one vector may affect other sectors and 
lead to cascading failures. Understanding how system performance evolves during such events is therefore important for both 
short-term and long-term resilience planning. AI/ML-driven techniques can support several stages of this process. Prior to 
disturbances, data-driven forecasting and anomaly detection methods can improve situational awareness by analyzing 
measurements from sensors, PMUs, and SCADA systems, helping operators recognize emerging risks and potential 
vulnerabilities. When disturbances occur and system performance begins to deteriorate, AI/ML-based classification and stability 
assessment tools can be utilized to identify abnormal operating conditions and estimating the severity of system degradation, 
enabling faster corrective actions. During the recovery period, advanced AI/ML-driven optimization techniques may support 
restoration decisions, for example, through load prioritization or coordination across different energy vectors. In addition, 
analyzing operational data after extreme events can provide valuable insights that support learning and adaptation, ultimately 
contributing to improved resilience planning in future MES operation.

Similar to ML-based reliability assessment in power systems [43], ML-based techniques contribute to MES resilience 
through a range of applications. One of the most critical areas is network characterization, where ML models are used to 
analyze system topologies, identify critical nodes, and quantify inter-vector coupling. These analyses support vulnerability 
classification and provide insight into how faults or disruptions can spread across sectors. By understanding these structural 
dependencies, system planners and operators can design more robust networks and target resilience interventions more 
effectively. Another key application lies in system performance prediction. Supervised and unsupervised learning methods are 
used to forecast how MES behave under stress, including estimating energy deficits, restoration times, and potential constraints. 
These predictive capabilities enable proactive planning, helping operators anticipate system degradation and make data-
informed decisions during both planning and operational phases. Load curtailment estimation is also central to resilience 
assessment. ML-based techniques enable the prediction of demand loss under varying fault or contingency conditions, allowing 
for prioritization of loads, optimization of restoration sequences, and improved allocation of limited resources. These tools 
assist in balancing reliability with economic and operational constraints during crises.

Perhaps the most forward-looking application of ML is in resilience enhancement and decision support. DRL models are 
being developed to autonomously learn optimal control policies for restoration scheduling and adaptive emergency response. 
These systems interact with evolving environments, refining their strategies in real time to maximize system recovery and 
service continuity. While ML-based techniques offer clear advantages in terms of speed, scalability, and automation, their full 
integration into MES operations faces ongoing challenges. Data scarcity, model interpretability, and the integration of multi-
vector data streams remain key issues. Nonetheless, ML-based frameworks are proving to be transformative tools in enabling 
intelligent, responsive, and resilient energy systems of the future.

Fig. 3. Conceptual resilience curve for MES.

6. Conclusions and future directions

The ongoing transformation of power systems, driven by the integration of RESs, sector coupling, and increased complexity, 
demands innovative and adaptive solutions for monitoring, operation, and control. This paper has reviewed current and future 
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trends in AI/ML-enabled techniques aimed at enhancing situational awareness, frequency and voltage regulation, condition 
monitoring, and resilience in future power and MESs. We have highlighted the growing role of DL architectures, including 
CNNs, RNNs, LSTMs, and DRL, in enabling real-time analysis and control in environments characterized by high uncertainty 
and low inertia. In particular, the ability of these models to extract meaningful patterns from high-frequency data sources, such 
as PMUs and WAMS, positions them as vital tools for predictive diagnostics, anomaly detection, and dynamic response. Across 
various applications, from SE and inertia monitoring to frequency control and short-term voltage stability, AI/ML models have 
demonstrated high accuracy, strong scalability, and significant potential for automation. Hybrid methods combining physical 
models with data-driven learning, such as BiLSTM-based voltage stability frameworks or model-informed anomaly detection 
systems, further strengthen system transparency and robustness. Importantly, the paper emphasizes the critical need to adapt 
these tools for MES, where interdependencies across electricity, heat, gas, and transport networks require coordinated and 
intelligent control. ML-based techniques are increasingly used to characterize network vulnerabilities, predict system behavior 
under stress, and support resilience-focused decision-making. Digital twins, federated learning, and physics-informed ML 
represent promising directions to ensure adaptability, interpretability, and cyber-physical robustness. Despite their potential, 
challenges remain in data availability, standardization, real-time deployment, and explainability. Overcoming these will require 
interdisciplinary collaboration, investment in digital infrastructure as well as AI-based anomaly detection and data imputation, 
and a shift toward more transparent, hybrid, and generalizable models. In this context, effective coordination across 
engineering, data science, and social science can be facilitated by establishing structured interdisciplinary research teams with 
clearly defined roles and shared objectives, supported by regular joint workshops and cross-training programmes to build 
mutual understanding of methods and constraints. Shared data platforms with standardized formats, secure access protocols, and 
collaborative modeling environments can enable seamless information exchange. At the same time, governance frameworks 
should be put in place to address intellectual property, ethical considerations, and decision-making processes. Finally, funding 
schemes and institutional partnerships should be designed to incentivize long-term interdisciplinary engagement rather than ad 
hoc collaboration.

In conclusion, AI/ML technologies offer a foundational layer for the operation of future renewable energy-dominated power 
systems. Their integration into real-time control, condition monitoring, and decision-making processes will be essential to 
ensure that modern grids are not only smart and flexible, but also secure, adaptive, and resilient in the face of ongoing 
technological and environmental changes.
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