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SAPD: Segmentation-Based Adversarial Patch Defense Framework
for Occluded Face Recognition

WANG Haoxuan, HUANG Ruiyang, LIU Hongji, WANG Huansha
(Information Engineering University, Zhengzhou 450001, China)

Abstract: To address the issues of poor generalization and weak robustness against strong adversarial
perturbations in existing face recognition defense methods against adversarial patches, a segmentation-
based adversarial patch defense (SAPD) framework is proposed. In this method, a U-Net segmentation
network fused with an attention mechanism is constructed, and a multi-scale hybrid loss function is em-
ployed to realize pixel-level patch localization. A morphological mask smoothing (MMS) strategy is in-
troduced to effectively remove perturbations while preserving facial structure. An occluded-area regu-
larization (OAR) loss function is further designed to improve occlusion robustness without adversarial
training, maintaining clean-data accuracy. The experiments conducted on the LFW dataset with the
added adversarial patches showed that the recognition accuracies of the method for the eyeglass-
shaped patches, mask-shaped patch 1, and mask-shaped patch 2 reach 92.50%, 96.16%, and 95.67%,
respectively. Furthermore, consistent performance gains are observed across mainstream face recogni-
tion models such as MobileFaceNet, FaceNet, and IResNet50, verifying the strong compatibility, gener-
alization capability, and practical value of the proposed approach.
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Rt — T 5 96.16% F195.67%., NI R E YK
3RS A JES T B X M ) R AT

RS SEINKHREE

PUIMER R/ %
PHIEH pRIMaG BRI ek nEdk oELR
T T %72
SAC 6.94 89.86 89.50
OAR ABANet MMS 46.73 92.17 90.53
EN RS 92.50 96.16 95.67

2)MMS BRI S ms T Rl 52 5 . 7E O Fp AR ]
O3 E BT W AT T, PEAGAS [R] BHSA& 0K s
IS, 25 AN 6 FIr /R o SACHE T ELRAMT 1 1
L HUAS 83.63% MY HERA 2, 28l T30 5Lk B8 W
SHIsh R ABE ; SAF i i3 % 818 X — 3k
HER LT 2 93.90% , {H HAZ 5 2 A5 25 41 iy 308 44
DX FARZE Y, TE RS T A R TR ARRAE 5
FHELZ T, MMS 25 5 B A2 20, R B3 3 44 DX 3 )
IR IR IR IR T AR SO — 3k, 78 11 AR AR
TR R AN T 2 b 9 E A 2R 2 1] ik 5] 96.16%
95.67%. L iRg5RFRW], I BRI TR M s A
Sy EIER B T IEA R B AG ZE e E L,

R6 EERBEMIE

TR 2R/ %
PUIRERL SpEIgs B2 mRestk oELR OEbR
T T #T2
SAC 16.67 83.63 82.86
OAR Ak SAF 83.50 93.90 93.64
MMS 92.50 96.16 95.67

3)OAR K PRBCH Bl SE 5 o FeJ , S0 OAR
PR AR BT P e T AR L S5 SR SR 7
No K FHPFRUE ArcFace 51 2 11 25 09 FE 28 A\ 1531
BERLAE FTEDIR AN T 1 1 ARG 93.49%; 5] A
OAR K5 , AR T 2 96.16% , $E5 T 2.67 4
B8 RBRETHE T AL OAR B2k 51 5 W
25 A TSR I B A A ) X ek (U BRI R B ) L B
RRT A2 458 DX I A AR 5 6 A6 B2 J2 T 5 | A E A B
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Inception-
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