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ABSTRACT

With the anticipated growth in air traffic complexity in the coming years, future civil aviation transporta-
tion system (CATS) is transforming into a complex cyber-physical-social system, surpassing all previous
experiences in the history of civil aviation safety management. Therefore, a new safety concept based on
a system-of-systems (SoS) perspective is proposed for the next-generation aviation. This article begins by
elucidating the complexity of existing aviation risks and emphasizing the necessity for an updated safety
concept. It then presents the challenges of current safety management and potential solutions from the
new SoS perspective. To address future risks, the concept of SoS safety is introduced with the inspiration
of the human immune system in terms of capability, logic, and architecture, which can serve as a guiding
framework and methodology for safety engineering in complex large-scale CATS. This concept indicates
the transition from “process and outcome-oriented” to “capability-oriented” intelligent safety manage-
ment. Our research highlights the development directions and potential technological areas that need
to be addressed at different stages of SoS safety. The integration of SoS design and operation through

rapid iterations enabled by artificial intelligence (AI) will ultimately achieve endogenous SoS safety.
© 2025 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and
Higher Education Press Limited Company. This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

The global aviation safety performance level seems to reach a
plateau, with the yearly fatal accident rate per million flights per-
sisting under 0.2 for nearly a decade [1]. However, the stability
might be difficult to maintain when global passenger traffic and
complexity continue to grow. Recent estimates predict a 4.3%
annual increase in the demand for air transportation over the next
20 years, indicating more than 200 000 daily flights by the mid-
2030s [2]. To meet the growing demand, future civil aviation trans-
portation system (CATS) will inevitably form a complex cyber-
physical-social system that is expected to surpass all previous
experiences in the history of civil aviation safety management
[3-5]. Potential risks arise from the following “new” developments
in future CATS.

New scenarios: Urban air mobility (UAM) represents a typical
scenario for the future CATS, which is currently reflected in the
rapid growth of low-altitude economies. According to the near-
term market forecast for UAM by Booz Allen Hamilton (USA), the
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potential demand for UAM could reach 11 million daily trips under
unconstrained scenarios [6]. In comparison, the Federal Aviation
Administration (FAA) reported an average daily flight volume of
45 000 [7], indicating an approximately 244-fold difference from
the UAM potential demand. Beyond scale, the UAM scenario sug-
gests the formation of a new system-of-systems (SoS) in the future,
built upon interactions between various complex systems, includ-
ing diverse low-altitude aircraft, vertical takeoff and landing ports,
air traffic management, communication, navigation, and surveil-
lance (CNS) infrastructure, and integration with intelligent tech-
nologies [8].

New technologies: The introduction of new technologies brings
new risks. According to a report on commercial aircraft accidents
published by Airbus [9], each new generation of aircraft initially
leads to an increase in accident rates. This occurs even as aviation
technology has reached a stage of maturity and stability, with the
safety focus gradually shifting from technology to human and
organizational factors. By contrast, the future UAM scenario
includes a wide range of new technologies spanning various fields,
such as low-altitude aircraft design, energy and propulsion, com-
munications, navigation, surveillance, and air traffic management
[10,11]. This spans the entire industry chain, from raw material
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supply to manufacturing and market operations. On the other
hand, to achieve the ultimate goal of the UAM maturity level
(UML)-4 proposed by National Aeronautics and Space Administra-
tion (NASA) [12], UAM will depend heavily on artificial intelligence
(Al) technology. Although Al technology is being applied in various
aspects of aviation [13,14], its inherent risks have rarely been con-
sidered [15,16]. Existing aviation safety management system (SMS)
may struggle to accommodate the potentially significant risks
posed by these new technologies.

New requirements: Although traditional civil aviation has
reached a high level of safety that is widely accepted by the public,
unforeseen risks still arise [17]. The underlying issue lies in the
insufficient capacity to address unknown risks. If we apply the
2022 civil aviation safety level (the yearly fatal accident rate per
million flights is approximately 0.07 [1]) to the UAM scenario (11
million daily trips [6]), the number of daily accidents will reach a
staggering 0.77, equating to two fatal accidents every three days.
While this estimate is not highly precise, future CATS is likely to
encounter more significant challenges, considering the scale of
the future UAM scenario, uncertain urban environment [18], and
risks introduced by new technologies. Therefore, enhancing the
capacity to manage unknown risks and efficiently address known
risks are fundamental requirements for future CATS, corresponding
to the safety bottom line in Fig. 1.

From an SoS perspective, CATS need to enable intelligent
collaborative decision-making (CDM) among systems to meet the
new demands of high safety and efficiency. Therefore, a framework
and methodology grounded in SoS safety are urgently needed to
guide the development of next-generation aviation to achieve the
goals outlined in Fig. 1. We define the safety baseline as the perfor-
mance of SoS safety based on current regulatory management. The
safety baseline is the safety management objective of CATS for
known risks. The safety bottom line refers to the SoS safety perfor-
mance in addressing unknown risks. These unknown risks primar-
ily stem from new scenarios and technologies for future CATS.

The core contributions of this paper are as follows: @ This paper
summarizes the challenges and scientific issues for future aviation
safety management based on a review of aviation safety develop-
ment and emerging risk characteristics; @ an immunity-inspired
framework for SoS safety is proposed, providing a reference for
the design of next-generation SMS; ® we identify development
directions and potential technological areas that need to be
addressed at different stages of SoS safety evolution. The potential
path toward endogenous SoS safety lies in the integration of SoS
design and operation by Al-driven rapid iteration.

Pursue the limit of quality & efficiency
performances and sustainable aviation

Intelligent aviation

Fig. 1. Relationship of CATS objectives.
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Therefore, a new safety concept based on the SoS perspective is
proposed for next-generation aviation systems. Section 2 describes
the methodology for analyzing SoS safety. Section 3 reviews the
aviation safety evolution and proposes a path forward to the next
generation. Section 4 analyzes the complexity of current aviation
risks, highlighting the need for an updated safety concept. Section 5
presents the challenges to civil aviation safety and core scientific
issues that need to be addressed. Section 6 proposes the concept
of SoS safety and its mode of realization, inspired by the human
immune system. Section 7 outlines the three phases of SoS safety
application scenarios. Finally, Section 8 concludes the paper.

2. Methodology

To fully explain the methodology, we outline the following five
steps to analyze next-generation aviation safety.

Step 1: Review and outlook for the evolution of aviation
safety

We analyzed the evolution of aviation safety based on the four-
generation classification from the International Civil Aviation
Organization (ICAO) [19] and Airbus [9]. The main findings contain
safety-enhancing technologies and representative accidents for
each generation, indicating that introducing new technologies
often results in a temporary decline in safety performance. This
observation highlights the importance of early assessment for
future technologies on aviation safety, prompting key questions:
What new risks might future CATS face with technological
advancements? What are the characteristics of these risks?

Step 2: Analysis of aviation risks from an SoS perspective

Understanding the complexity of risks plays a fundamental role
in their identification, and mitigation. By viewing the CATS as a
complex SoS, we analyzed future aviation risks from three aspects:
emergence, diversity, and conflicting. For each type of risk charac-
teristics, we first analyzed the causes of its formation from an SoS
perspective. Through past civil aviation accident cases, it is demon-
strated that these risk characteristics already exist in the current
CATS and may be enhanced in future.

Step 3: Summary of challenges for SoS risks

It is necessary to analyze the challenges faced by current avia-
tion risk management to address the SoS risk characteristics of
future CATS. From the perspectives of risk perception, mitigation,
and resolution, we identified core issues that need to be addressed
in future aviation risk management and outlined the correspond-
ing challenges:

(1) What is the mechanism of risk evolution?

(2) How can timely and effective risk management be achieved?

(3) How can an overall safety capability transition be realized?

Step 4: SoS safety concept and fundamental elements

SoS risks need to be addressed from an SoS perspective. The
human immune system can carry out high-intensity SoS risk
management constantly to fight against dangers both inside and
outside the body. Inspired by the human immune system, we pro-
pose the concept of SoS safety based on safety capability, logic, and
architecture. Safety capabilities include risk perception, mitigation,
and elimination at the strategic level, as well as global awareness,
collaborative orientation, intelligent decision-making, and agile
response at the tactical level. Safety logic is the basic framework
for achieving safety capabilities, proposing an immune-inspired
three-layer “defense line” design to ensure control of known risks,
awareness of unknown risks, and exploration of underlying
unknown risks. The safety architecture provides guidance for orga-
nizing the specific functions defined in the safety logic, based on a
hierarchical and distributed structure. Additionally, we analyzed
and investigated the key technologies supporting SoS safety,
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including model-based systems engineering (MBSE), digital engi-
neering, and parallel management.

Step 5: Development of future aviation SMS based on SoS
safety

We first reviewed the current development of aviation SMS.
Based on the concept of SoS safety, we explored the development
of SoS safety management in three phases, focusing on both the
design and operational processes of future CATS. For each phase,
this paper identified the core issues and supporting technologies
to achieve the stage goals of SoS safety.

3. Evolution of aviation safety

Aviation safety has evolved continuously, driven by new
methods and technologies along with the changing risks and chal-
lenges of CATS. The ICAO divides the evolution of aviation safety
into four phases with different themes that summarize the princi-
pal risks and evolutionary direction of aviation safety [19]. These
phases are sequentially categorized into technical, human factors,
organizational, and total system from the 1950s to the present.
The four generations of commercial jet aircraft exemplify the core
methodologies and technologies of each aviation safety phase,
aligning closely with the corresponding periods. This section
reviews and analyzes the characteristics of aviation safety in each
generation (based on Refs. [19,20] and summarized in Table 1
[9,21-26]), combining technological advancements and typical
accidents and anticipating the future direction of aviation safety.

Ref. [19] provides an overview of aviation safety development
across different eras, from technology, human factors, and
organizational to the total system. This classification and descrip-
tion focus more on a theoretical overview of aviation safety evolu-
tion. While our findings in Sections 2.1-2.4 build upon Ref. [19] by
incorporating specific technological advancements and accident
cases, we explore in detail the development of safety-enhancing
technologies within each generation of aviation safety and their
roles in mitigating risks. Apart from focusing on the advancements
of safety technologies in each generation, we also discuss the
emerging risks that accompany these advancements. Therefore, a
“counterbalance” perspective is proposed in the evolution of avia-
tion safety, highlighting the dynamic relationship between safety
technology progress and risk evolution.

3.1. The first generation

Technical breakthroughs and updates of aviation equipment
define the first generation of aviation safety. Aircraft correspond
to those manufactured before the 1960s, during which only
rudimentary safety equipment was implemented onboard. Due to
limited technology in the early period of air transport, accidents
were primarily attributed to technical failures. Notable examples
include the 20 hull loss accidents (with 426 fatalities) of the de
Havilland DH.106 Comet [27]. During this stage, the identification

Table 1
Characteristics of four generations of aircraft [9,21-26].
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of failures and the analysis of defects were crucial components of
aviation safety. The onboard equipment was primarily designed
to assist pilots in detecting and identifying failures or risks. There-
fore, efforts to improve aviation safety were mainly focused on
technical enhancements and the monitoring of abnormal flight
states.

3.2. The second generation

During the second generation, the driven mode of aviation
safety shifted from technical to human factors. From the 1960s
to the 1980s, second-generation aircraft featured improved
autoflight systems, such as autopilot and autothrottle systems.
The continuous progress of aviation technologies and the
implementation of enhanced safety regulations during this period
resulted in a significant reduction in flight accident rate. As
technical failures became less common, human error emerged as
a significant factor in aviation risks [19,28]. Accidents during this
stage were attributed to three main parties: air traffic controllers,
flight crew, or maintenance staff. Notable examples include the
collisions of two airplanes at Tenerife Airport and Japan Air Lines
Flight 123. To improve safety during this period, measures
were taken to implement human-machine interfaces (HMIs),
standardize pilot operating procedures, as well as adopt human
factor management [29], crew resource management (CRM) [30],
and fatigue risk management (FRM) [31,32].

3.3. The third generation

“Organizational accidents” began to emerge during the third gen-
eration of aviation safety development, prompting a nascent view of
aviation safety from a system perspective. Third-generation aircraft
were introduced in the early 1980s. These aircraft incorporated an
increased usage of digital avionics systems, such as flight manage-
ment systems (FMS), navigation displays (NDs), and terrain aware-
ness and warning systems (TAWS). Consequently, there were
significant improvements in aircraft position awareness, leading to
a reduction in certain types of accidents, such as controlled flight
into terrain (CFIT). These advanced technologies assisted pilots in
addressing safety issues related to pilot inattention or cognitive
errors and mitigated the occurrence of multiple failures resulting
from human factors. Meanwhile, lessons learned from past aircraft
accidents highlighted the need to address organizational and man-
agerial issues. For instance, the in-flight structural breakup and
crash of Continental Express Flight 2574 exemplify the significance
of ensuring safety through the efforts of all participants in air trans-
port [33]. Thus, emerging research began to focus on organizational
factors, including the impact of the culture and policies of organiza-
tion on safety risk management [34,35]. Quality assurance (QA),
quality management system (QMS), and threat and error manage-
ment (TEM) are studied to enhance the overall quality of employees
and achieve aviation safety [36].

Generations of aircraft  First generation Second generation

Third generation Forth generation

de Havilland Comet
All-metal designs

Typical aircraft [9]
Material [21]

B737-100/200

and carbon fiber
Propulsion [22-25]
Fuselage structure [26]

Two pairs of turbojet engines
Semi-monocoque fuselage

designs
Typical avionics Preliminary safety equipment Autoflight systems
Driven modes Technical Human factors

Safety improvement Technical improvement

and state monitor CRM, and FRM

Composites, such as fiberglass

Low bypass turbofan engines
Semi-monocoque fuselage designs

HMI, human factors management,

B757

Composites, such as fiberglass
and carbon fiber

High-bypass turbofan engines
Semi-monocoque fuselage designs

B787
Carbon fiber-reinforced plastics

High-bypass turbofan engines
Semi-monocoque fuselage designs

FMS, TAWS, and ND
Organizational
QA, QMS, and TEM

Advanced systems and fly-by-wire
Total system
SMS and SSP

The abbreviations are defined in Section 3.
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3.4. The fourth generation

The theme of fourth-generation aviation safety shifted from iso-
lated, local aviation systems or organizations to overall system
safety. Since 1988, the fourth generation of aircraft has been in ser-
vice, incorporating advanced technologies to enhance safety mea-
sures, such as improved cockpit instrumentation displays (also
known as glass cockpits) and fly-by-wire systems. Onboard equip-
ment has significantly advanced aircraft automation and intelli-
gence. However, the vast amount of information available can
lead to overwhelm, and the glass cockpit, which provided better
visual awareness, had also raised concerns. The tragic accident of
Air France Flight 447 in 2009 exemplified this issue, as the pilots
became confused by the plane instrumentation and took inappro-
priate actions [37]. Consequently, it has become increasingly evi-
dent that accidents are the result of the combined risks
generated by multiple components of the CATS, rather than a sin-
gle factor. To support aviation safety in areas such as air navigation,
training, certification, and flight inspections, the SMS and state
safety programmes (SSPs) have been implemented, taking into
account various aspects such as advanced technology, human
and organizational factors, compliance, and risks [19,38].

The safety performance of the four generations of aviation
safety can be further quantified through the global accident rates
of different generations of commercial jet aircraft [9]. Based on
the overall trends in aviation safety development, global accident
rates have decreased gradually. The global accident rate of the
fourth generation (approximately 0.25 in 2014) is approximately
16 times lower than that of the first generation during its early
stages (approximately 4 in 1964). This means that successive gen-
erations of jet aircraft, along with modified organizational regula-
tions and risk management approaches, have exhibited higher
safety levels than their predecessors.

With the decrease in global accident rates for each generation,
there has been a sharp increase with the introduction of new tech-
nologies. While the emergence of new technology and aerospace
equipment contributes positively to aviation safety, CATS also
requires a certain amount of time and resources to simultaneously
adapt to the new risks introduced by them. These new risks often
arise from potential defects which is inherent in the new technolo-
gies themselves, as well as from inconsistencies, incompatibilities,
or even contradictions between new technologies and the rest of
the CATS. In the forthcoming future, aviation safety is expected
to be further improved through the development of emerging tech-
nologies and infrastructure related to communication, navigation,
and management, such as performance-based navigation (PBN)
[39], air-to-ground communications (A2GC) [40], trajectory-based
operations (TBOs) [41], and CDM [42-44]. The growing utilization
of digital technology and Al will play a crucial role in enhancing
aviation safety [13,14]. Under this trend, existing architectures
and operational modes will continue to be challenged by an
increase in complexity and risks. Therefore, it is unavoidable to
question whether the application of a new generation of
technology will result in a similar rise in accident rates and how
to take necessary measures to mitigate such risks. To meet the
new safety requirements of future CATS, it is essential to under-
stand the characteristics and risk complexities of CATS from an
SoS perspective.

4. Complexity of aviation risks

Understanding the complexity of risks plays a fundamental in
their identification and mitigation. By viewing the CATS as a com-
plex SoS [45-48], there are three main risk characteristics.
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4.1. Emergence

The SoS of CATS is formed by rule-based decision interactions
between its constituent units, which not only provides new func-
tions but also risks. The functions and risks emerging from these
interactions are not entirely predictable and can affect the overall
operation of civil aviation without intuitive causal relationships.
Therefore, it is necessary to reevaluate the potential complex inter-
actions between units and consequences from an emergence
perspective.

The emergence of risk can be traced back to Heinrich’s Law [49]
(also known as the accident triangle), which posits that there are
on average 29 minor injury accidents and 300 no-injury accidents
resulting in one major injury accident. Likewise, the presence of
numerous unresolved anomalies poses substantial risk to civil
aviation and may lead to serious accidents. An illustrative example
is the crash of UPS Flight 6 (a Boeing 747-44AF) on September 3,
2010. Although the apparent reason for the accident was a disas-
trous main deck cargo fire, the accident report [50] from General
Civil Aviation Authority (GCAA) of the United Arab Emirates
claimed that there were 95 findings issued with eight causes and
16 contributing factors identified, ranging from flight crew qualifi-
cations and aircraft condition at takeoff, to characterization of
energy release from lithium batteries, the capability of such energy
release to compromise the integrity of packaging and create incen-
diary projectiles, and the effect of the uncontained fire on aircraft
critical systems [51]. The causes of these different aspects and their
couplings collectively led to the accident. Although the causes
identified by the GCAA are complex, the factors leading to the
emergence of risks might be even more numerous during the
occurrence of accidents. The first accident case focuses more on
the emergence of risk due to the scale of potential risk factors,
while the next focuses on the emergence of risk arising from
cross-domain risk interactions. In June of 2009, the crash of Air
France Flight 447 serves as one of the poignant aviation accident
cases due to failures of hardware and software, as well as human
factors [31]. Severe weather conditions led to the obstruction of
the pitot tubes, which are critical hardware components for air-
speed measurement in an aircraft. Subsequent unreliable airspeed
indications prompted autopilot disengagement and a shift to man-
ual control, exposing the influence of the fly-by-wire system and
software complexities. Amidst this crisis, human factors became
significant as the crew, experiencing high stress and conflicting
information, misinterpreted events and executed inappropriate
control inputs, resulting in a prolonged stall with no possibility
of recovery. This tragic incident highlights the intricate interplay
between hardware malfunction, software intricacy, and human
response, emphasizing the imperative for a comprehensive
approach to address these interactions and enhance aviation
safety.

4.2. Diversity

Diversity is a fundamental characteristic of an SoS [52], mani-
fested in its components, architecture patterns, decision-making
interactions, and external environment. Aviation risks arising from
the operation of civil aviation SoS are also characterized by diver-
sity. The occurrence of accidents, such as the Indonesian aviation
accident in 2018 and the Ethiopian aviation accident in March
2019 [53], reflects the serious consequences of different types of
risks and their coupling in SoS. Only by understanding the diversity
of SoS risks can we identify and manage them in a targeted man-
ner. The risks associated with CATS can be classified into four cat-
egories: human, machine, information, and management.
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Human risks are caused by mishandling, erroneous command
decisions, and other unsafe behaviors. In 2012, a loophole in the
ground tower command almost led to the collision of three fully
loaded airplanes at Reagan Airport in Washington, DC, USA [54].
Machine risks mainly arise from the aircraft in CATS, such as aircraft
failures and aging of components. In 2018, the left CFM56 engine of
Southwest Airlines Flight 1380 failed during the cruise phase,
causing the in-flight separation of the intake and part of the fairing.
Debris from the engine flew out and shattered the porthole of the
airplane, which led to a sudden depressurization of cabin and the
passenger fatality [55]. Information risks arise from failures in CNS
networks within CATS. In 2019, hackers launched a cyberattack
against Ravn Air, ultimately shutting down critical systems such as
aircraft maintenance and forcing Ravn Air to cancel at least six
Alaska flights, affecting approximately 260 passengers [56]. Man-
agement risks primarily refer to inappropriate management regula-
tions and standards. The crash of ValuJet Flight 592 in 1996 was
caused by inadequate management oversight and safety procedures
as improperly handled hazardous materials were mistakenly loaded
onto the aircraft, leading to a fatal in-flight fire [57].

4.3. Conflicting

Subsystems and their interactions within CATS are constantly
changing. This dynamic nature of complex systems makes the
spread of aviation risks highly probable. Failures in one or more
parts of CATS can trigger failures in other parts, leading to a risk
cascade effect. The extensive interdependence between various
subsystems makes it crucial to identify and address the risk spread
in an SoS. Due to the extensive risk cascade, the safety manage-
ment of SoS exhibits conflicting on a macro scale. Two forms of risk
conflicting can occur within the civil aviation transportation.

Horizontal spreading occurs when a local conflict propagation
leads to a cascading effect induced by a single fault. For instance,
handling a single local conflict may trigger a domino effect of air-
craft conflicts, leading to a subsequent chain of conflict accidents
on related routes. Its illustration is plotted in Fig. 2. Moreover,
the resolution of conflicts could lead to new conflicts. Inappropri-
ate management of traffic flow, airspace and safety could become
potential risk sources, resulting in the reflexivity of management.

The failure could also be attributed to the vertical coupling rela-
tionship of CATS. The example in Virginia in 2015 serves as a clear
illustration of the vertical spread of risks in an SoS [58]. A failure
was caused by a computer technical fault in an air traffic manage-
ment center located in Virginia, which resulted in a large number
of flight delays in the northeastern region of the United States.
The most affected flights were those flying to Washington, DC, or
passing through it.

——— Original air route
Conflict resolution

==
nflict
primary '
Tertiary conflict —~ 3. x\

Primary conflict

==

Fig. 2. Domino effect of aircraft conflicts caused by handling a single local conflict.
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5. Challenges in risk management

The unique characteristics of CATS, including deep risk emer-
gence, multiple risk sources, and strong risk conflicting, have posed
significant challenges to classic safety management methods.
Specifically, future large-scale state space will exceed the present
scope of safety management, thereby rendering it ineffective for
addressing the lateral spread of safety risks. In light of the afore-
mentioned challenges, safety management will face increasing dif-
ficulties in isolating systemic risks in the future scenarios.
Therefore, research in the following three directions is crucial to
address the safety risk characteristics of CATS.

5.1. What is the mechanism of risk evolution?

As illustrated in Fig. 3, the known-unknown framework helps
to classify risks in CATS. The framework includes the following
categories.

Known-knowns: Risks that can be both perceived and cognized.
Examples of such risks are the accidents of Air China Flight 129 and
Henan Airlines Flight 8387 [59,60]. Known-known risks are the
most common and can be effectively addressed using existing civil
aviation safety measures.

Unknown-knowns: Risks that cannot be perceived but can be
cognized. In the crashes of Boeing 737 MAX [61,62], aircraft design
problems were identified through analysis. However, serious prob-
lems caused by the maneuvering characteristics augmentation sys-
tem (MCAS) were not realized, leading to two jet accidents and the
long-term grounding of the fleet worldwide.

Known-unknowns: Risks that can be perceived but cannot be
cognized, such as the accidents of Germanwings Flight 4U9525
and Malaysia Airlines Flight MH17 [63,64]. Even if the risk was
not recognized at the time of the incident, post-incident investiga-
tion can determine the cause, and appropriate measures can be
taken to prevent the event from recurring as much as possible.

Unknown-unknowns: Risks that can be neither perceived nor
cognized. These risks arise from events or causes of losses that can-
not be modeled or even determined, making their occurrence
unpredictable and inevitable. Despite advancements in risk
management, there is almost no scientific method to fully handle
them. The disappearance of Malaysia Airlines Flight MH370 serves
as an example of unknown-unknown risks [17]. The unknown-
unknown risks may be widespread in future CATS scenarios, such
as UAM. As the capacity of traditional human-operated air traffic
control (ATC) assumed to pale in comparison to the volume and
complexity of UAM operations [12], it is difficult to perceive or cog-
nize the risk beyond the boundaries of current safety management.

Canonical safety management methods and techniques are
designed to partially address known-known, known-unknown,
and unknown-known risks. Known-known risks can often be
eliminated during the early design phase of a system [65].
Ouedghiri and Baskcomb [66] proposed an aviation-oriented relia-
bility design process which can effectively improve lifecycle cost
and safety. Denney et al. [67] emphasized the fundamental role
of safety design in aviation safety from the perspective of safety
architecture. Known-unknown risks primarily rely on post-
accident methods such as accident investigations and analysis for
the design optimization of systems or regulations. Ref. [68]
summarizes three types of investigation models: sequential
(cause-effect), epidemiological (multiple causes-effects), and
systemic (complex) models. Zhang and Mahadevan [69] captured
the causal relationships among different events by Bayesian
network to provide decision support for aviation accident analysis.
Xue and Fu [70] used a Swiss Cheese model for general aviation to
help the management and the staff make effective safety decisions.
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few scientific methods to handle.

W

Future safety requirements!

Fig. 3. Identification of different risk types.

Unknown-known risks can be mitigated by risk identification and
assessment. Statistical inference, both traditional and Bayesian, is a
well-established tool for estimating and expressing uncertainties
[71]. Hadjimichael [72] proposed a fuzzy expert system for avia-
tion risk assessment, and a “hybrid” approach for studying the
dynamic risk effects of organizational factors was formalized by
Ref. [73]. For many unknown risks, it is necessary to further under-
stand them by combining the SoS safety methodology with digital
engineering and Al methods.

However, the strategies for unknown-unknown risks are cur-
rently absent. Unknown-unknowns are often impossible to pre-
vent and can only be mitigated by increasing the resilience of the
system to minimize the consequences of their occurrence. Due to
the potential impact of unknown-unknown risks, there is an
urgent need for extensive research and development of effective
risk management strategies to mitigate their occurrence and
minimize their impact. To address these risks, it is essential to
adopt an SoS safety perspective to identify potential risks and
establish safety resilience in CATS. The primary issues that need
to be addressed are identifying the unknown risks and defining
the boundaries between risk and safety domains within the system
state space |[74]. Effective risk management requires a
comprehensive and adaptable approach that integrates the latest
technological advancements. Therefore, the development and
implementation of effective risk management strategies require
comprehensive and coordinated efforts involving relevant stake-
holders such as researchers, regulators, and industry practitioners.

5.2. How to achieve in-time and effective risk management?

Effective risk management is essential for ensuring safety in
complex aviation systems. However, most current safety manage-
ment research suffers from a delayed safety response chain, result-
ing in a failure to take action before an accident occurs. The lack of
in-time safety monitoring capabilities means that flight crew
members are often left to identify and handle aircraft malfunctions
or abnormalities themselves, which is insufficient for future CATS.
Traditional safety improving measures often take several months
or more, indicating the lack of in-time capabilities for the existing
safety management. The concept of in-time aviation safety man-
agement system (IASMS) was introduced in 2018, emphasizing
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the importance of shortening the safety assurance cycle time in
future scenarios [4]. NASA proposed the in-time system-wide
safety assurance (ISSA) concept of operations and design consider-
ations for UAM [75]. Zhang et al. [76] established a real-time avia-
tion data analysis system based on the Kappa distributed
computing architecture, achieving rapid data decoding and various
real-time analysis algorithms. Research methods and frameworks
emphasizing real-time risk assessment have also begun to emerge
[77,78].

The risks in the design stage can propagate both horizontally
and vertically, complicating accident prevention during system
operations. The systemic defects identified in the operation process
take time to return back to the design process, resulting in a possi-
ble accumulation of safety hazards. As illustrated in Fig. 4, the
speed of risk evolution often outpaces the speed of risk resolution
in traditional risk prevention and control chains, highlighting the
need for safety-assurance methods for complex systems in both
design and operation. Therefore, a high-level safety resilience sys-
tem should be implemented, leveraging advanced monitoring
technologies, proactive risk assessment techniques, and intelligent
safety incident response system. Such a system would enable the
in-time safety risk identification, mitigation and elimination, while
also preventing the occurrence and spread of unknown risks. Sev-
eral key questions must be addressed, including how to design and
implement a high-level aviation safety surveillance system and
how to achieve resilience in the face of unexpected risks. To

Design Operation

Risk
accumulation

>

Safety
management
and risk control

Occurrence of
operation accidents

Unknown risk
spreading

Post-accident

Unknown risks passive management

Speed of risk evolution > Speed of risk resolution

Fig. 4. Illustration of limited risk management.
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address these issues, a holistic approach to safety management is
urgently needed to overcome existing challenges and achieve a
resilient and efficient SMS for complex aviation systems.

5.3. How to realize an overall safety capability transition?

In recent years, concepts and fundamental approaches to safety
have gradually evolved under the guidance of Erik Hollnagel and
Nancy Leveson, leading to the development of safety theory, such
as Safety II and system safety. In brief, Safety I focuses on “what
goes wrong”, while Safety II emphasizes “what goes right”
[79,80]. System safety engineering starts by identifying hazards
within the system and emerging constraints on system design with
the goal of mitigating them [81]. Leveson proposed the system-
theoretic accident model and processes (STAMP), a qualitative
and comprehensive accident model to analyze accidents in sys-
tems, highlighting constraints, control loops and process models
[82]. Safety Il emphasizes a shift from “safe states” to “safety capa-
bilities,” while STAMP focuses on “constraint” rather than “event”
based on system safety. This shift places higher demands on the
current safety management framework.

From the perspective of risk management systems, safety units
have been deployed at various levels of the “human-machine-
information-management” chain. However, these units have not
formed an intelligent interactive coordination that enables effec-
tive safety decision-making. The current aviation SMS is labor-
intensive and lacks integration, highlighting the need to establish
a new safety architecture that considers the SoS principle. There-
fore, it is worth considering key questions, such as how to design
safety units and their interactions to achieve an overall emergence
in the safety capability of CATS. Such an integrated approach is cru-
cial for strengthening the efficiency and effectiveness of risk man-
agement and ensuring the safety of complex CATS.

6. Concept of SoS safety

In this section, we present a generalized concept of SoS safety
inspired by the human immune system, including three core SoS
elements and their conceptual mapping in the field of aviation
safety.

6.1. Civil aviation operation as SoS

SoS refers to a collection of task-oriented systems that share
resources and capabilities to form a new, complete system with
increased complexity and power beyond the simple sum of its con-
stituent systems [83]. CATS is a typical complex SoS that requires
the cooperation of multiple civil aviation units, including multiple
levels of administration and bureaus, airspace users, airports,
human operators, manufacturers, and other service providers, as
well as countless positions such as pilots, flight crew, air traffic
controllers, maintenance and service employees [84]. Through
the independent work of units and the complex interactions
between them, various capabilities were created to facilitate the
efficient operation of CATS in diverse scenarios. As a combination
of numerous units participating in the operation, CATS possesses
SoS characteristics, particularly manifested in:

(1) The civil aviation system is large in scale and complex in
structure, coordinated and integrated by decision interactions,
making it a highly complex SoS with space-air-ground infrastruc-
ture, sophisticated supply chains, multiple level operators and
administrations, as well as the framework of operational
procedures. This complex system possesses the fundamental
characteristics of diversity, connectivity, interdependence,
non-linearity, emergence behavior, and adaptability.
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(2) There are complex functional dependencies and decision-
making couplings in the civil aviation operation on different spatial
and temporal scales. On the spatial scale, there are different
degrees of functional couplings among distributed system units.
On the temporal scale, long-term situational judgments for years
could affect short-term decisions for hours or minutes.

(3) The aviation safety risks spread within SoS scale, including
horizontal and vertical spreading modes. The horizontal spread
refers to the propagation among systems at the same level, while
the vertical mode spreads at different levels. This can lead to the
cascading amplification of minor risks, and eventually evolve to
the emergence of serious unknown risks.

6.2. SoS safety concept

SoS safety is the confrontational emergence based on decision-
making. One possible approach to realizing the SoS safety concept
is inspired by the human immune system, which carries out high-
intensity SoS risk management constantly to fight against dangers
both inside and outside the body [85-89]. The immune system
employs a set of complex mechanisms to protect the body from
harmful substances by recognizing and destroying pathogens. It
has evolved to defend the host against various pathogens, includ-
ing bacteria, viruses, and parasites [88]. The core challenge of civil
aviation SoS safety is how to organize multiple single-functional
subsystems with limited capabilities into a complete system
whose safety capacities exceed the sum of their individual efforts.
By designing the SoS safety capability, safety logic and safety archi-
tecture, CATS can develop an overall adaptability to respond to
both internal and external threats effectively.

6.2.1. Safety capability

The safety capability stems from safety requirements, as shown
in Fig. 5. The enhancement of air-to-ground (ATG) data links, real-
time control technology, in-time decision-making and response
capabilities will significantly improve the safety of future CATS,
enabling the implementation of the following safety requirements:

System-wide: In CATS, the cooperation among diverse units is
more frequent, and safety measures should consider safety con-
cerns at the SoS level.

Risk-learning: While existing research has studied risk-
spreading and cascading models, the SoS safety needs further
improvement in identifying and cognizing unknown risks. Al-
based techniques can help to learn from the relationship between
weak signals and explicit risks.

Real-time: With the latest ATG infrastructure, it is now possible
to access real-time air data, and safety measures should have real-
time or in-time characteristics to prevent ongoing safety risks.

Proactive-adaptation: Inspired by the immune system, CATS
should proactively identify risk symptoms and issue early warn-
ings before the risk occurs. Furthermore, it should identify the hid-
den relationships among different risks and provide active
protection measures.

These new safety requirements are reflected in specific civil
aviation operations, including risk perception, mitigation, and
elimination.

Risk perception: Risk perception should cover all risk types of
the known-unknown framework in Fig. 3, especially unknown risks
that are not effectively treated by the current methods. As illustrated
in Fig. 5, risk mitigation and elimination provide “snapshots” of the
continuously evolving SoS risks at different time scales. These snap-
shots drive the risk perception to learn and update risk knowledge
(such as the mechanisms of risk formation, evolution, transmission,
and elimination) in an ever-changing SoS environment, which in
turn helps the evolution of risk mitigation and elimination.
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Risk mitigation: Risk mitigation refers to the methods by
which safety units can lower their exposure to perceived risks.
From the perspective of CATS operations, in-time risk mitigation
capabilities must be promoted to ensure the required safety capa-
bilities. New technologies such as global perception, deep cogni-
tion, human-machine decision-making, and reinforcement
learning can be integrated into current safety risk mitigation meth-
ods to improve the SoS safety capacity.

Risk elimination: Risk elimination requires the collaborative
and complementary efforts at both the design and operational
stages. The operation end can identify unknown risks ignored by
the design end through long-term operational practices. After risk
identification, the results are fed back to the design end as a basis
for redesign and optimization. Risk elimination enhances SoS
safety by feeding back interactive updates between design and
operation for risk mitigation. For example, the design end can
adopt improved regulations or new safety management frame-
works, while the operation end can update alternative risk mitiga-
tion strategies or adjust the overall operational mode of the SoS.

This kind of risk-oriented framework is similar to the immune
response process, consisting of several stages: observe, orient,
decide, and act (also known as OODA loop [90]). Similarly, SoS
safety capability comprises four elements: global awareness, col-
laborative orientation, intelligent decision-making, and agile
response.

Global awareness: For effective safety management of CATS, it
is essential to monitor the system state changes continuously and
instantly. Key indicators of awareness capability include the cover-
age, quality and integrity of monitoring data.

Collaborative orientation: Increased demands on safety recog-
nition capabilities for future scenarios necessitate the timely iden-
tification and precise evaluation of risks at early stages and their
impacts on both localized and systemic operations. Key indicators
of orientation capability include early risk identification, timeliness
of risk tracking, accuracy of risk localization, and detecting
unknown risks.

Intelligent decision-making: Enhancing the intelligence of
safety decision-making within the civil aviation system helps to
shorten the decision-making cycle, promptly mitigate risks, dee-
pen risk understanding, and effectively handle systemic risks.
Key indicators of decision-making capability include the safety
decision-making cycle, and the level of autonomy.

269

Agile response: It is crucial to minimize the response time and
cost that may result from system safety responses and to ensure
the effectiveness of these responses. Key indicators of response
capability include risk response efficiency, risk response rate.

6.2.2. Safety logic

In this article, we propose a safety logic for SoS inspired by the
human immune system. Our approach involves three lines of
defense, which can form future safety barriers in the CATS, as illus-
trated in Fig. 6.

The first line of defense achieves the early prevention of most
known risks through regulatory constraints. The implementation
of risk prevention is based on existing SMS and SSP regulations,
along with the principles and rules formulated by civil aviation
units, including aircraft operation rules, air traffic management
rules, and airport regulations. The continuous enhancement of
safety experience and the evolution of risk cognition (from the
third line of defense) generate new risk knowledge, which becomes
the driving force for reinforcing the first line of defense. When the
first line fails because of inevitable human or environmental fac-
tors and other complex circumstances, the probability of risks
evolving into accidents increases significantly and the second line
will be activated.

The second line of defense is based on risk knowledge and intel-
ligent decision-making to achieve timely supervision and mitiga-
tion of known risks. This line, denoted as innate immunity, relies
on a comprehensive understanding of known risks stemming from
the third line to identify, mitigate, and eliminate the majority of
these risks. The integration of an in-time all-system safety aware-
ness capacity serves as a pivotal element of the defense mecha-
nism, seamlessly incorporating advanced technologies such as Al,
cloud computing, and big data. ATG-based real-time big data is uti-
lized to establish a rapid response chain and achieve real-time sit-
uational awareness. Operating within this sophisticated
framework facilitates real-time safety monitoring and precise
identification of safety risks. The integration of data processing
and Al empowers this comprehensive defense mode to swiftly
adapt to evolving circumstances and provide timely insights that
are crucial for decision-making. This dynamic and adaptive charac-
teristic distinguishes innate immunity from conventional passive
defense mechanisms, enabling a comprehensive and multidimen-
sional approach to safety management that enhances operational
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Fig. 6. Three lines of defense for SoS safety logic.

safety across diverse domains. The performance of the second line
might be significantly reduced due to a lack of knowledge and cog-
nitive models for addressing unknown risks. Therefore, the main
task of the third line is proactively identifying and cognizing
unknown risks.

The third line is based on digital engineering and architectural
optimization to achieve knowledge mining and the cognitive evo-
lution of unknown risks. This line employs proactive mechanisms
to identify and cognize complex unknown risks in CATS, constitut-
ing an adaptive immune defense. This proactive defense is primar-
ily bifurcated into two parts: risk knowledge mining and risk
cognitive evolution.

Risk knowledge mining: Risk knowledge mining refers to the
proactive testing and cognition of unknown risks. This is crucial
because not all types of risks occur in real situations, and gathering
sufficient samples for certain infrequent risks may be challenging.
By establishing a parallel virtual aircraft or digital twin that repli-
cates realistic airplane and civil aviation operating scenarios, we
can proactively simulate and test risk impacts and analyze risk
propagation mechanisms as soon as an unknown risk emerges or
early signs appear. In particular, a parallel simulation system facil-
itates the modeling of the emergence and propagation of new risks
within a virtual sandbox environment. The objective is to learn,
practice, and evaluate the identification, mitigation, and elimina-
tion measures for rare and unknown safety risks. Confrontational
learning is employed to realize deductions and evaluations. The
simulation results contribute to the updates of safety risk library,
thereby enhancing the speed and accuracy of safety recognition
through immune evolution. This process parallels the development
of a new safety risk vaccine. However, one shot of risk knowledge
mining can hardly achieve a correct and objective cognition of
unknown risks, nor can it be directly transformed into risk knowl-
edge that can be utilized by the first two lines of defense.

Risk cognitive evolution: Risk cognitive evolution refers to the
process of forming stable, validated risk knowledge through the
test—cognize-analyze-optimize (TCAO) cycle iteration of unknown
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risks. The drive of this cycle relies on a profound understanding of
SoS safety units, risk propagation mechanisms (from the risk
knowledge mining process), and safety management processes.
Through the analysis and modeling of interaction rules and infor-
mation flow among safety units at different levels, an updated
safety architecture will be reconstructed for proactive safety
assurance and real-time risk prevention. This enables in-time
decision-making and response, flexible deployment of safety units
for risk elimination, and evaluation of adopted mitigation mea-
sures, facilitating the rapid identification of certain unknown risks.
After this round of architectural optimization, the risk knowledge
mining process needs to be undertaken again to achieve risk cogni-
tive evolution through multiple rounds of confrontation between
deepened risk cognition and SoS architectural optimization.
Finally, the unknown risk knowledge formed in this process will
be used to reinforce the first and second lines of defense, thus suc-
cessfully resolving unknown risks.

6.2.3. Safety architecture

In order to implement the safety logic of SoS, an explicit safety
architecture needs to be established as the physical foundation for
the safety capability and the execution of the safety logic. The
safety architecture requires extensive collaboration among multi-
level safety system units, with diverse interactions across different
levels. Therefore, the SoS safety architecture can be modeled as a
hypernetwork structure, as illustrated in Fig. 7. This three-layer
hypernetwork model includes a safety fundamental network, a
safety collaboration network, and a safety decision network.

Layer 1 (bottom layer): The bottom layer of the safety architec-
ture is the safety fundamental network. It is composed of underly-
ing safety units, and the edges represent the interactions among
various units. These units include all the regulation-based ele-
ments in CATS, such as aircraft, airports, ATC, and ground infras-
tructure. These elements support the operation of safety
collaborative network and the provision of safety services through
cyber-physical interactions.
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Fig. 7. SoS safety architecture.

Layer 2 (middle layer): The safety collaboration network is the
middle layer, consisting of diverse service units, and the edges rep-
resent the collaborations among services. The safety capabilities
are established by the service interactions and the corresponding
physical safety units in safety fundamental network. The service
resources of the collaborative layer are designed to fulfill the vari-
ous requirements of CATS safety operations.

Layer 3 (top layer): The safety decision network is at the top
level, consisting of decision-making units whose links represent
trade-offs from different perspectives. These top units can be viewed
as distributed decision-making agents that manage and control the
operation of CATS and efficiently implement on-demand deploy-
ment of safety services. The aviation safety brain can be imple-
mented through cooperation among these intelligent agents with
deep risk cognition and rapid risk perception abilities. By establish-
ing the mapping relationships among the top-level decision-making
network and the safety collaborative network, the multiple services
provided by the collaborative network can be fully leveraged. Even-
tually, safety decision-making capabilities for complex scenarios and
multiple safety requirements can be achieved.

Overall, the proposed safety architecture aims to realize safety
logic and empower safety capability for SoS.

6.3. Key technology

6.3.1. SoS design: MBSE driven

As defined by the International Council on Systems Engineering
(INCOSE), MBSE is the formalized application of modeling to sup-
port system requirements, design, analysis, verification and valida-
tion activities beginning in the conceptual design phase and
continuing throughout development and later life cycle phases
[91]. The NASA jet propulsion laboratory (JPL) utilizes MBSE
throughout all lifecycle stages for over 20 projects, covering func-
tions such as requirement management, architecture design, task
planning, reliability analysis, risk management, and concurrent
engineering [92]. MBSE centers on the modeling of aerospace sys-
tems engineering processes, integrating canonical development
processes, and enabling the formal description of the system
modeling language and the integrated application of modeling
tools [92,93]. This technology facilitates the modeling and connec-
tion of the development process and key elements, allowing for the
modeling of multi-layer architecture, functional flows, process
flows and risk-spreading processes for SoS.

6.3.2. SoS virtual experiment: Digital engineering driven
Digital engineering is an integrated digital approach that uses
authoritative sources of system data and models as a continuum
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across disciplines to support lifecycle activities from concept
through disposal [94]. Digital twin (DT) is one of the promising
digital technologies being developed at present to support digital
transformation and decision making in multiple industries [95].
The systematic development of DT and other digital technology
can support new safety verification methods in the domain of CATS
[96]. The increasing complexity of CATS makes safety testing more
challenging. The growing trend towards the digitization of CATS
requires cross-departmental cooperation and the effective
integration of physical, semi-physical, and simulation resources.
As introduced in Section 5.2.2, the introduction of new and rare
risks in virtual and digital aircraft operating scenarios can lead to
proactive and evolutionary specific immune modes. This helps to
update the risk library, which is an effective way to identify and
mitigate unknown and rare safety risks. Presently, the scale and
scope of the digital verification of CATS exceed the current capacity
of the testing system in civil aviation. Therefore, it is necessary to
integrate various testing resources effectively and establish a digi-
tal verification simulation platform to satisfy the requirements of
SoS safety verification.

6.3.3. SoS operation: Parallel management driven

Parallel control and management are suggested as an innova-
tive approach for handling the operations of complex systems
[97]. This technology is applicable to systems that involve both
engineering and social complexities, including transportation
[98], healthcare [99], mining [100], agriculture [101], and so forth.
The realization of a “digital twin” for aircraft through modeling
technology and online monitoring of flight data presents an oppor-
tunity to simulate realistic aircraft and their operating scenarios.
This allows for the study of rapid risk identification and in-time
aided decision-making during flights. The parallel management
approach enables ground personnel to comprehend changes or
conditions of an aircraft, thereby allowing risks to be identified
by comparing simulated data with actual data. In the event of a
disparity in key indicators, an early warning can be issued, thereby
guiding the aircraft and other relevant units to take appropriate
risk-mitigation measures. This enables the prevention of certain
ongoing dangerous events and the recognition of abnormal aircraft
states in advance with the help of parallel management methods.

7. Development of SoS safety
7.1. Development of SMS

The SMS has evolved into a comprehensive system that incor-
porates technological, organizational, social, and psychological
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approaches to safety [32]. As aviation safety has reached an
increasing level of maturity, the total aviation system approach
has emerged by viewing the entire aviation industry as a single
system with all entities acting as subsystems [19], aligning with
the SoS concept.

Based on the foresight of risks from a complex SoS perspective,
significant progress has been made in studying the concepts, struc-
tures, techniques, and methods of next-generation SMS. The US
National Academies proposed an IASMS concept for a wide range
of aviation jet operations, including current commercial opera-
tions, as well as new advanced air mobility (AAM) operations
[4,102]. The IASMS aims to integrate risk management and safety
assurance by employing the latest optimization techniques to
monitor, assess, and mitigate known risks promptly, as well as to
detect emerging risks [103]. This innovative approach facilitates
proactive and predictive safety management through data analyt-
ics, enhancing actionable safety intelligence and risk visualization
[104]. In Europe, the dedication of safety management has partly
focused on the new paradigm of safety oversight and regional
safety oversight organizations (RSOOs). RSOOs were designed
based on several factors, such as rapid changes in user business
models and different regulatory systems, overlapping auditing,
and recertification programs [105]. The inclusion in the European
plan for aviation safety (EPAS) of international cooperation and
technical training strategies emphasizes the need to consider the
coordination and support to safety actions at regional and interna-
tional levels, acknowledging the growing role of RSOOs [106]. UK
Research and Innovation (UKRI) introduced an initial framework
to support the future safety assurance of future flight operations,
which emphasized the primary safety management challenges
related to complex systems, integrated risk and safety manage-
ment, role of the human and autonomy, and supporting infrastruc-
ture [107].

China has continuously improved the performance of aviation
safety during the past few decades. The fatal accident rate per mil-
lion flight hours decreased from 5.42 in the period of 1981-1985 to
0.018 in 2006-2015 [108]. The Civil Aviation Administration of
China (CAAC) initiated the development of SMS in 2005 and 176
ATC facilities have developed SMS, meeting the requirements and
most of them have been certificated by CAAC by 2012 [109]. The
CAAC promulgated SSP of China relating to civil aviation on
February 15, 2015, which means China has established SSP that
is in line with both the requirement of ICAO and the actual circum-
stances of China aviation system [110]. In order to promote the
establishment of an effectiveness evaluation mechanism for civil
aviation SMS, the CAAC promulgated the measures on examination
of civil aviation SMS in 2021, defining the principle, key points and
working process for effectiveness evaluation of civil aviation SMS,
as well as the QA mechanism for entry and exist of third-party
examination organizations and examiners, thus laying a systematic
foundation for the standardization and systematization of effec-
tiveness evaluation of civil aviation SMS [111].

7.2. CATS evolution driven by SoS safety

By embracing the SoS safety concept, the future development of
CATS safety is predicted to progress in three phases. Resilience
management is the core of the first phase and is primarily sup-
ported by advanced technologies at the operational level. In the
second phase, safety capabilities are expanded to encompass the
design level, enabling the CATS to handle more complex scenarios
and diverse requirements. In the third phase, CATS achieves safety
with high-level autonomy to adapt to more complex scenarios,
such as UAM and mixed manned and unmanned aircraft opera-
tions. Therefore, safety requirements must be satisfied for both
the design and operational fronts.
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7.2.1. Phase 1

The first phase of the next-generation CATS safety based on the
SoS concept aims to enhance the safety management of civil avia-
tion operations. With the maturation of technologies such as 5th
generation mobile communication technology airborne terrestrial
gateway (5G-ATG), satellite-based data links, and the Internet of
Things (IoT), it has become necessary to provide additional techni-
cal options to ensure safety. As depicted in Fig. 8, the safety man-
agement organization structure is expected to be improved and
higher safety objectives will be achieved through the adoption of
resilience management methods at the operation part over the
next decade. SoS safety resilience management will be integrated
into the CATS, enabling the in-time identification and mitigation
of risks and hazards during flight.

Resilience management at the operational level is the core of
SoS safety in its first phase. Safety resilience is the target capability
of CATS. This capability is derived from resilient structures and
actions during safety assurance processes, enabling the civil avia-
tion system to dynamically absorb and adapt to both expected
and unexpected risk disturbances [112,113], recover swiftly from
disruptions [114], and learn from these disturbances to improve
its safety state. Some airlines and organizations have already
begun to explore new paradigms of resilience management,
including American Airlines [115], Lufthansa [116], Ryanair, and
All Nippon Airways [117], as well as others like Deutsche Flugsi-
cherung GmbH (DFS) [118], ENAIRE [119], National Air Traffic Ser-
vices (NATS) [116], and European Organisation for the Safety of Air
Navigation (EUROCONTROL) [119,120], focusing on resilience prac-
tices within normal operational scenarios. Resilience management
in phase 1 is comprised of safety risk identification, evaluation, and
mitigation. By monitoring the aggregate information of civil avia-
tion safety operations, consisting of meteorological information,
flight data, and air traffic, CATS will effectively identify risks and
achieve safety condition awareness which provides the reference
and basis for decision-making. The decision-making process
involves warning and prediction of accident, operational situation
evaluation, and development of risk mitigation plans. By re-
evaluating the system status after mitigation, a dynamic closed-
loop of resilience management for CATS safety will be formed.

7.2.2. Phase 2

As depicted in Fig. 9, safety capabilities should be extended to
cover the design end in the second phase of the CATS safety imple-
mentation. The historical experience of aviation safety develop-
ment across generations indicates that the iteration of new
demands and technologies shapes the complexity and dynamics
of the risk environment in future CATS. Adaptive immunity indi-
cates that high-affinity antibodies must be continuously designed
to respond to the evolution of viruses in the environment. There-
fore, the evolution of SoS design is fundamental for adaptive safety
management. Conversely, many unknown risks rarely occur but
can result in catastrophic disasters. Such risks are challenging to
identify and mitigate at the operational end but can be eliminated
at the design end.

The design end achieves SoS safety adaptability to risks over two
cycles. On the one hand, the “requirement-design-verification”
internal cycle within the design end enables the simulation and pre-
diction of the risk environment, exploring potential possibilities of
SoS design. The output of this design is specifically manifested in
the formulation and update of self-developed regulations, and the
development of safety assurance technologies. The inner cycle
emphasizes early-stage concept verification. Al-based design meth-
ods have been widely applied in complex systems such as chip
design [121], protein design [122], molecular synthesis [123], and
urban planning [124]. In addition to Al, model-based safety analysis
(MBSA) [125-127] can provide SoS design solutions from a
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modeling perspective. Digital engineering can further support safety
validation [128,129]. On the other hand, the overall “design-
operation-design” cycle enables the update of design solutions
based on operational strategies. The design updates influence the
“identification-assessment-mitigation” resilience management
process. The central challenge is the utilization of real operational
data from CATS to derive effective recommendations for SoS design
optimization. Contemporary intelligent technologies such as anom-
aly and fault diagnosis can offer substantial support for this process
[130-133]. However, in phase 2, these two cycles exhibit a lag in risk
mitigation and elimination due to the inconsistency in the evolution
speeds across different time scales.

7.2.3. Phase 3

In the third stage of development, UAM and mixed manned and
unmanned operations will become a reality. The complex and con-
stantly changing operating environment, coupled with diverse
operation scenarios, has greatly increased the autonomy require-
ments of CATS safety management. Simultaneously, numerous
cutting-edge technologies will be integrated into CATS, providing
new elements for safety design and operational capabilities, and
promoting the reform of SoS architecture.

To meet these requirements, SoS safety aims to mitigate
unknown risks by learning both the design and operational aspects
(Fig. 10). The key to achieving this lies in the extraction of risk
knowledge and the evolution of risk cognition. Currently, the divi-
sion between SoS design and operation mainly stems from incon-
sistencies in behavior and cognition, which can be eliminated by
progress in intelligent design, perception, evaluation, decision-
making, and validation. Inconsistencies in behavior refer to the
occurrence of non-design-intended actions during the operation,
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which are currently constrained by regulations and safety manage-
ment to mitigate such impacts. Even without considering some
extreme cases, it is difficult to eliminate the effects of behavioral
inconsistencies with existing technologies. Data-driven methods
can be used to extract risk knowledge from historical operational
data and accident records [134-137]. However, this knowledge is
inherently limited and inadequate for addressing unknown risks.
SoS intelligence will bring about a more refined SoS architecture
and mechanism design, more precise situational awareness and
risk identification, and higher levels of decision-making and
automation technology, thereby minimizing behavioral inconsis-
tencies and promptly correcting their impacts. Inconsistencies in
cognition manifest as delays and mismatches between the SoS
design and operational processes. Delays refer to the latent
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Fig. 10. SoS safety in phase 3.
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unknown risk knowledge hidden in operational data, which cannot
be promptly fed back and updated to the design phase. This latency
may allow for an accumulation of risks. Mismatches in cognition
occur when risk cognition in the design process differs from the
actual risk hazards at the operational part. These are often due to
a lack of real data and interference from other unrelated factors.
Technologies such as digital twins and parallel management
[138-140] enable more effective exploration of risk boundaries
by operating the CATS within a virtual digital environment. These
technologies facilitate continuous updating of risk cognition and
provide viable solutions for risk mitigation.

8. Conclusions

This article has proposed next generation of safety concept: SoS
safety. SoS safety does not merely signify the transition from a sys-
tem to a more complex system—SoS. It rather entails a paradigm
shift in the study of complex system safety. Safety management
is transforming towards greater efficiency, intelligence, and resili-
ence. The nature of SoS implies that this safety capability is not
merely an assembly but an emergent property guided by the inter-
section and integration of different fields, disciplines, technologies,
and systems. The positive guidance and emergence of SoS safety
depend on risk cognition and control, which also represent two
core scientific challenges faced by the safety discipline: mecha-
nisms of risk evolution and methods of risk control. Driven by
these core scientific issues, many new interdisciplinary research
directions will emerge, continuously propelling the safety disci-
pline forward.

The managerial implications of our proposed framework can be
summarized by the following three aspects:

From isolated system to the SoS: Safety from a system per-
spective focuses more on the system itself, whereas SoS safety lies
in the decision-making interactions between systems. Future CATS
exhibit a trend toward unmanned and intelligent development,
with numerous intelligent agents capable of autonomous
decision-making interactions. The emergence of safety capabilities
through decision-making interactions is the core of SoS safety.

From risk management in the operational process to the
integration of both design and operational processes: Current
safety management frameworks prioritize risk control during the
operational process. The comprehensive risk control requires coor-
dinated efforts of risk cognition, mitigation, and elimination. In
particular, risk elimination depends on optimizing the SoS design
to address the inherent deficiencies of CATS (e.g. UAM).

From “process & outcome-oriented” to “capability-oriented”
safety management: The four SoS safety capabilities proposed in
this paper (perception, identification, decision-making, and
response) stem from the top-level requirements of SoS safety:
the emergence of safety capabilities through decision-making
interactions of agents that constitute the SoS. Essentially, these
safety capabilities quantify the control performance over risks,
facilitating an assessment of the current risk control level and
potential vulnerabilities in risk management during both SoS
design and operation.

Although this paper uses civil aviation as a typical SoS scenario
to introduce the concept of SoS safety, the practical application of
SoS safety extends far beyond this scope. SoS safety can serve as a
guiding framework and methodology for safety engineering in
most large-scale complex systems, such as internet of vehicles,
emergency systems, and cyber-physical systems. Future research
should focus on concept validation through physical or
simulation-based testing and digital engineering in emerging con-
texts, such as low-altitude operations and UAM. Al technology will
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play a pivotal role in achieving SoS safety. A key challenge is to
integrate Al within the SoS safety framework to enhance the safety
and efficiency of future CATS. While this paper proposes a founda-
tional SoS safety framework, further research should be directed
toward developing concrete solutions for the design, operation,
and testing processes of low-altitude scenarios. Until now,
empirical cases for future CATS are relatively limited. Existing
cases are mainly concept trials involving low-altitude aircraft
under future air traffic concepts, such as AAM and U-space. As a
review article, this paper primarily aims to explore possible
technological directions for next-generation aviation safety based
on the development trend. We believe that SoS safety will
contribute to the safety management of large-scale complex
engineering systems in the future, achieving a qualitative transfor-
mation in safety commitments through SoS evolution.
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