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A Security Detection Method for Composite Continuous
Network Attacks Based on Dynamic Incremental
Clustering of Attack Features

WANG Yuanxiang’

(Hunan Jindun Information Security Classification Protection Evaluation Center, Changsha, Hunan 410000 China)

Abstract: In composite continuous networks, the large residual value of information sharing is the main reason why the
network system cannot accurately detect aggressive behavior. To improve the operational security of composite continuous
networks and achieve precise detection of aggressive behavior, a dynamic incremental clustering based attack feature based
composite continuous network attack security detection method is designed. Generate a distribution sequence of aggressive
data, and complete the extraction of attack features in composite continuous networks by transforming the data sample for-
mat. On this basis, dynamic hierarchical partitioning is implemented for composite continuous networks, and the dynamic in-
cremental clustering dissimilarity of attack data is calculated in the clustering structure to achieve dynamic incremental cluste-
ring processing of attack data for composite continuous networks oriented towards attack features. Set up necessary security
attack detection nodes, combine the attack information collected within the nodes, perform security fusion of network attack
data, and complete composite continuous network attack security detection. The test results show that this method can con-
trol the information sharing residual within 0—1. 32, and can detect accurately and efficiently aggressive behavior, which has

outstanding application value in improving the operation security of network system.
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