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A Knight's Chaotic Tour Method for Image Encryption
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Abstract: To address the problem that the traditional knight’ s tour always moves in a pattern
based on the Ri ( H ) character, which results in a low degree of image scrambling and limited
encryption efficiency when applied to image encryption, a knight’ s chaotic tour method was
designed in this paper. By this method, chaotic pseudo-random sequences were used to
dynamically control the step sizes of the knight’s tour in the row and column directions to enable
irregular movement, which overcame the limitation of the traditional knight’ s tour that always
follows a pattern based on the Ri character. The method was applied to image encryption, and a
new image encryption algorithm was proposed: three chaotic integer pseudo-random sequences
were generated by using a three-dimensional Logistic chaotic map. Two of these sequences were
used to control the generation of the knight’s tour path to achieve pixel scrambling, and the other
sequence was used for the diffusion operation to alter pixel values, thereby completing the image
encryption. Finally, MATLAB-based numerical simulation confirms that the proposed knight’ s
chaotic tour image encryption algorithm outperforms the traditional knight’ s tour image
encryption algorithm in terms of key sensitivity, key space, adjacent pixel correlation, and
scrambling efficiency. Furthermore, anti-attack tests prove that the proposed algorithm has good
robustness.
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Table 1 Comparison of key sensitivity
REE NPCR/% UACI/%
Female 99. 606 1 33.446 8
Lena 99. 608 7 33.454 1
Baboon 99.613 4 33.4190
FRARA 99. 609 4 33.463 5
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Table 2 Comparison of key space
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Fig. 12 Comparison between plain image histograms
and encrypted image histograms
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Fig. 13 Comparison of adjacent pixel correlation between plain image and encrypted image
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Table 3 Comparison of adjacent pixel correlation
coefficients among different encryption

algorithms
EiG ik RAR

ASFIre AEE T XA

Female Ci#k[7] -0.0156 -0.0003  -0.0124
A -0.00105 0.00114 —0.00102

Lena SCHA[23] 0.0030  0.0212 0.1212
AR 0.00036 —0.00009 0.002 07

Baboon CHk[16]  0.003 1 0.002 2 0.003 1
SCHR[17] 0.0020  0.0021  -0.0055

SCHK[18] 0.001613  0.001 149 —0.004 630
A 0.000742 -0.000 458 0.002 814
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Table 4 Comparison of information entropy

R4 ER7R 15 B
Female SCHR[7] 7.999 2
EN' 7.999 2

Lena SCHk[23]
AL 7.999 2
Baboon SCHR[16] 7.9972
SCiHk[17] 7.996 8
SCHR[18] 7.997 6
AL 7.999 3
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Fig. 14 Comparison of scrambled images
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Table 5 Comparison of scrambling efficiency

A 1 AR A i 1 F AR G B i 10 401658 553K i
Fsf i) /s 0.7856 1.144 5 12.542°8
FHERAR AR REOK T J7 1] 0. 004 153 0.295 079 0.010 196
AHAR AR FAHC R BT E 7 ) —0. 004 222 0.313 469 0. 006 403
AHARAR R A OC R BT 405 ) -0. 001 468 0.311 955 0.010 974
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Fig. 16 Decrypted images under cropping attacks with different proportions
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