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The Dichotomy of Consequences and Connection of

Liabilities for Illegal Processing of Personal Information

HE Tong

Institute of Law, Chinese Academy of Social Sciences, Beijing 100009, China

Abstract: The legislative process for personal information protection has followed a sequence of
"criminal law taking precedence, followed by civil and administrative laws", leading to connection issues
between the criminal liability and civil/administrative liabilities for illegal processing of personal information.
The Civil Code classifies personal information into confidential and non— confidential information, where
illegal processing of confidential information constitutes an infringement of privacy. In contrast, the Personal
Information Protection Law does not provide for confidential information, and illegal processing of non—
confidential information constitutes an administrative violation. Consequently, the legal consequences for
illegal processing of these two types of personal information differ. To determine criminal liability for illegal
processing of personal information, it is first necessary to identify whether the personal information involved is
confidential, so as to establish whether the act constitutes an infringement of privacy or an administrative
violation. Subsequently, different standards are applied to judge whether the act meets the "serious
circumstances" requirement under criminal law, thereby realizing the connection between civil- criminal
liabilities and administrative—criminal liabilities for illegal processing of personal information. The existing
standards for "serious circumstances" in relevant regulations are insufficient. On the basis of distinguishing
between confidential and non-confidential information, strict calculations should be made regarding the
number of information items involved in the illegal processing that constitutes a crime and the amount of
illegal gains.

Key words: illegal processing of personal information; confidential information; infringement of privacy;

connection between administrative law enforcement and criminal justice; serious circumstances



