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Image adversarial examples generation based on Diff-AdvGAN
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Abstract: To address the problems of poor attack performance and low authenticity of adversarial examples
caused by the perturbations generated by the adversarial example generation method based on generative
adversarial networks (AdvGAN) deviating from key image regions and lacking controllability, a Diff-
AdvGAN adversarial example generation method was proposed. Firstly, an Adaptively Spatial Feature
Fusion (ASFF) module was employed to fuse featusare maps of the images at different scales. Then, the
fused feature maps werere input into a generator to produce perturbations, and a Stochastic Differential
Guide Module (SDGM) was used to enhance the controllability of the perturbations and generate
adversarial examples. Finally, the adversarial examples are fed into a discriminator and a target model, the
loss values were iteratively calculated and fed back to the generator to generate stronger perturbations with
improved attack performance. Experimental results show that the Diff~rAdvGAN method achieves attack
success rates of over 99% on the MNIST dataset for the LeNet C, VGG11, and C&W models, and
attack success rates of 96.17% and 95.82% for the ResNetl8 and ResNet32 models on the CIFAR-10
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dataset. Moreover, the perturbations generated by this method can accurately locate in the critical regions

of the images, exhibiting high sparsity and small magnitudes, demonstrating significant advantages

compared to comparison method.

Key words: adversarial examples; generative adversarial networks; diffusion models; stochastic

differential guide module; adaptive spatial feature fusion
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Table 2 Attack success rate of each method on MNIST and CIFAR-10
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MNIST VGG11 99.4 56.61 86.04 87.50 99.65 99.58 93.85 99.69
C& Wmodel 99.47 82.30 84.78 85.72 98.30 98.97 92.70 99.43
ResNetl8 89 90.69 93.22 93.75 94.52 96.01 91.14 96.17
CIFAR-10
ResNet32 87.5 90.06 91.67 90.30 94.70 95.29 90.29 95.82

f 75 % o AdvGAN+ -+ AdvGAN 1) %t A B 4t
B R AR ) f i U D A BT R . Diff-
AdvGAN 75 ¥ M . AdvGAN . AdvGAN++ |
AdvDIff 7 34 3 & X B 2% . BARS3Hr , AH
I AdvGAN FI AdvDiff J5 ¥ , Diff-AdvGAN 7E
MNIST ¥ 4 i LeNet CHERUE, 2k il
RO BT T 1.58% F1 5. 28% , 7E CIFAR-10 %L
P4 b 2k ResNet18 18 AU B, T by il 2y 28 43l 4
F+ T 1.65% F15.03% . LA g5 ULHH , Diff-Ad-
vGAN J5 ik Az 6 BT AR AR X H bR AR A Y 158 3 B

AR
6] i, S50 Ge 1 1 4% ik 7 25 AR R BT RE AR
(0 B, LI AR 8 3 i A8 fb B B . 43 00l LA AE
MNIST %45 % F i dy C&Wmodel #5792 J % 4t
*3

FEAFAE CIFAR-10 £ 4% 4 I Wi ResNet32 5
RUAE WO PUREAR B N2 3 Fion , Bin A i,
FGSM % M 5 2% . Diff-AdvGAN F¥ETE [, [ L,
WA R BIL P 2 B T AAdvGAN, Adv-
GAN-++ fl Zhang *' )5 %, 5 C&.W ik ¥k 15
PR I 5 A 1) 9 B, CROW Ty 1 A il g ot e A A
B L VB RUE AR /N . Horh, AdvDilf 7 AR £
R E A R T Diff-AdvGAN, i T AdvDiff
AT AE 3 B0 A it AR b R AT RS SR AR, P Bl
W%/ . Diff-AdvGAN J7 78 MNIST %4 4
AL FE BN R 148. 68, 7F CIFAR-10 %445 45
LB A D 11,6, 3 5 K T Al O 9, ik R
Diff-AdvG AN J5 i A= A 40 s A B 1k v, M s T
WS PUREAR

AREFEERNAEESRBEGZ BEEHFHE

Table 3 Norm average between different methods generate adversarial examples and original images

R BoRE FGSM  DeepFool C&W  AdvGAN  AdvGAN+ + AdvDiff Zhang Diff— AdvGAN
MNIST 781.31  462.39  783.79  456.44 389.10 150.70 169.34 148.68
b CIFAR-10 305340 3051.70 2952.00 3051.50 3049.35 2989.31 3052.80 3021.10
MNIST 372.36 32.87 39.47 82.96 56.71 42.17 20.92 22.58
b CIFAR-10  521.30 24.85 56.50  222.86 129.87 64.35 142.32 11.60
MNIST 13.61 2.27 1.89 4.03 3.31 2.08 2.72 2.85
b rAR-10 9.58 0.65 1.43 4.30 414 1.86 4.66 3.60
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