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attacks launched using zero—day vulnerabilities. To address this issue, this paper proposes an APT attack activity
identification for zero—day attack method (APTIZDM ), which consists of three key components. The first component
is the cyber situation perception ontology construction (CSPOC) method, which provides a formal description of
critical activity attributes and features in loT systems. The second component is the malicious command & control
(C&C) DNS response activity mining (MCCDRM) method, which identifies malicious C&C communication
activities in APT attack scenarios while effectively controlling the scope and starting time of the identification
process, thereby reducing computational overhead. The third component is the zero—day attack activity recognition
method in APT attack (ZDAARA) scenarios, which utilizes Bayesian networks and security risk propagation theory
to perform correlation analysis on system call information. It calculates the malicious probability of each system call
instance and effectively identifies zero—day attack activities missed by intrusion detection systems. Simulation

experiment results demonstrate that MCCDRM and ZDAARA, as the core components of the APTIZDM, achieve

high accuracy and low false positive rates, effectively collaborating to identify APT attack activities.

Key words: zero—day attack ;edge computing ; Bayesian networks ; command and control
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Tab.3 Conditional probability for system call instances

Intr(Sys), Intr(Sys)

Intr(Sys)g

Intr(Sys); Intr(Sys)g

J5hi Sys, MEAUHT S Sys, HEFLT Al RAE
B ACEPIRTE TGRS R
BERIE Prob Prob Prob Prob
*[ﬁ% llllll mb bm bb

AR T R 2R 40 R S 001 MR T 2
e, ik (10)~3 (14) frzs . LA Prob,, Al , HiM
TOME R 32y L 1A T R R R AL S 01 R AR R
mISE . T AC S R Y AL S LR T
B R GE TR A OR 5 X — SE K 52 3148 42 K
6 AR5 M, 33 96 i 3 0t A A5 ) A R T LR hy

(W FZ ] LR Proby, . Proby, F1 TPR (ELBH P
RIS TRFN . R G0 FH S 1 B AT 140 A
] AR H Proby,, o, 5 TPR R T Prob,, I 2
BAE TN Ay b AR R e 2 AR 23 5 e R R A R . A
JEAY ()R R A 1T DS SR O A T T
BAL A 28 3% B DL it S ] e S A PR S AR
T RE S R 2 A A I R A A7 TE I AR B4, 3T
A H B M RN T E0EE TPR Bl FNR (EBAPER ).

Prob,,, = Probj, ¢, X Prob; x TPR + Probj,, ., %

TPR (10)
Prob,,, = Proby, . X Prob; X FNR + Proby,, . %
TPR (11)
Prob,,, = Proby, s, X Prob; X TPR + Probj,, 5. X
FNR (12)
Prob,, = Proby, s, X Probl X FNR + Probj,, . X
FNR (13)
1 —ﬂ, t—tg, <t,
Probi,, 5. = L, (14)
0, t =g, 28,

233 RH&LFEHHR

ARSCE T AR 23 Bl DU R U R
S8 P S s 461, R 7 B s R — A i)
TR AT A7 BINRE I 2% 3 2l DL 3 (5] v g Y R 4
AL SRR T2k 2 S (DL 7 R £y He ).
SRIG A5 Bl DL 30 o9 286 (10 MR SR 4 i 150 BB ) vl 30
A5 0 AH 56 22 48 I S5 61 i 1) % AR A
I 75 2 4% R G0 R FH S0 AR, (o ) I
T — 5 R R R G0 S R S Ok, DA ARG
T 510 R B A% FE B 22 ARG 38 48 A A AL A & H I
d G s R PR B AT A RS E T
DNS Ml 137 3 31, B 4 3 5 o AH DG DNS M 7 5 8 & 3%
25 DNS S Re A, F T8 2 C&C DNS i i i 5
TR 52 BERAR B0 R H B0 T Bl R 0 28 42 4
PO AN S SUR L IE TR S S P O T EE LIPS
S TG Bl A SO, T R I S R 4 e A A AR
fifg ot AR AR AL A B

B7 W& ot i E P & & ARG KB PR

Fig.7 Malicious system call instance identification in Bayesian

graph of network activity

3 XWHESTEHESH

3.1 REHERIE LWIMEE
AR SR O iy EL S B PR T (AN 8 BT 7 ) IFAE
LIRS S 3 LR ) APT Mot 5 158 o S 8% Jor



162 PN S QRS )

PE 0 T A O PEAG 5 AT . o TR L Sk
MRS, AT 3 G AHRIRCE R EIL. b —8
FEE B, SN G E R Z B APT Wik i34
GRS NGRS A | LGRS w2 L& T8
HREAL, 784 B I M 2o 5 . BRILZ b, AR
SORERE T AR EVA Y APTHGEE MM X
BUEH FPLIL T Y T C&C RS #F  Apache IR 55 #% A1

FTP IR 55 #5110 .
APTHL % 1
*”'

L5552

A8 157 ARIIREE

Fig. 8 Simulation experiment environment

AR SCHEAT; FLSE B PR T R AALL 1 3 LR A APT
I 5 1% 5% (Russian Campaign, Op—DeputyDog Fl
SeaDuke ). 34 il DNS H 35 #o40s A1 2 e iR 45 B0
B eI f RGP R T — 2o LR R 25 15 5)
FADMT FLAS 2 A9 DNS H 5 2R gt FH 45 2 A MU n
KAJR.

x4 LBWHIFEEMER

Tab.4 Table of experiment dataset size

LIS K K/INKB
DNS Hik 630 90
REWAEE 13795 29611

3.2 MCCDRM 77 %44

MCCDRM J7 ¥ () 2 2 4E 2 240 5 0% E
C&C IR 55 75 E 4738 15 1) % 2 DNS SE 471 . ZE 4R B DNS
DB BT, 70K MCCDRM 77 B35 B 07 ELY 5 )
ARG ONRIEIZ TR AN, ALK LIRS
FPRVE N ITAGTE bR S50 . Wi 1PAL 45 B 455 )5 317
Sy, AE A B 5 % HERUOR (B AAR PTA 25 5 .

5 (L op 2 R LA 24 2 A5 2 il U 0 B 3k
A CHER 2R, A S SR BB AE o 430 R 5.5.5.6.
6.5.7.7.5.8.8.5 9 i ¥4l MCCDRM J7 7 7 3 Fft L 75
APTHGHABBE N M BFRAOCR , e A5 21 Al 45
A3 AN 9 L 10 7 . MR SE 9645 S vl 1, Bt (5
B 3G, F, AT FPR AY(ECAR 2 U/ 38 2k X6 g A
PEAG T8 b5 S 4000 50 56 25 R IEAT H A AT, B 2445 2]
6 {E o B BEE R TR, RO ARAR .

2024 4
1.0
=
0.8
0.6
&
0.4
L G i
—e— Op-DeputyDog
—8— SeaDuke
0 1 1 1
5 6 7 8 9
¢

B F ML AR 4 R

Fig. 9 Evaluation results of F, as a function of threshold

—+— Russian Campaign
—e— Op—DeputyDog
04 —a— SeaDuke

FPR

B 10 FPREE AT ACH R4 25 R
Fig.10 Evaluation results of FPR as a function of threshold

3.3 ZDAARA 75i%iEfh

ZDAARA J5¥E 1) 3 BAE 2 HER B R
RGBT E B G E ) ARSI R,
FFPR 1E B 1FAL ZDAARA 77 5 (948 b5 2 % . i 3
MCCDRM J7 & $243L (1) APT % 25 3% 3l S 6 4 #r fioh %
S, AR T ZDAARA J5 AW BRI 2R 48 T Y
HEITEY . N T RIEE ZDAARA FIMCCDRM #HZ5 &
ST EHAME, o oA R G H A S S AR LAY
LN XT ZDAARA J7 35 AT T VFAl . A S5 XF 3 i
I APT X 5 B 32 17 T ZDAARA 7k, ¥4
2 SN 11 F1E 12 s

VAL S5 SRR, B SRR, F FTFPR
HRBEA B 0k 3 . ZDAARA Jy 325 B S i 2L
AR AT 1 BER AL | I138 7 A% P RS 1) 2 495 98 1 55 46
FARE (3% 77 1 %5 T 3 Fb APT X o5 55 55 14 P, 1 39 16
0.85 LA I+, H FPREFA M 1 0.05). 2R 1M1, PEAR i 72
R B« Bt 2 2R 408 S ECR A3 N, ZDAARA T
TR )t 2 38 i Can el 13 TR ). 25 i 3 P



JAE < T 1] & H Sk I ) APT ek % sh BHRIEE 163

o512 )
PR VNS, S SN U SR S
04 Fooein ........... ......... .
0.3 I-sscsssenss ........... ......... ........ ........ .
'y s/ WoR— ........... Rllssldnfampa1gn
0.1 Feooroeeertenieieeeiivniiiiini.. === Op-DeputyDog

: ! ;=@ SeaDuke

0 | 1 Il 1 1
2 4 6 8 10 12 14

ARG S bI%10°
B 11 F R AR EH T TG FELER
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Tab.6 Comparison results between APTIZDM and other
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