
ENGINEERING Inform Technol Electron Eng   2026 27(10):260110 | 1

Novel four-dimensional direct sequence spread spectrum waveform 
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Abstract: With its excellent anti-interference capability, low probability of interception, and code-division multiple access capability, direct 
sequence spread spectrum plays a crucial role in unmanned aerial vehicle swarm communications, high-precision ranging, and massive 
connectivity in beyond fifth-generation and sixth-generation networks. However, low spectral efficiency and poor energy concentration of 
conventional rectangular chip waveforms used in spread spectrum modulation make it difficult to meet the high-rate and high-sensitivity 
reception requirements of future systems. To address this issue, this study proposes a spread spectrum chip waveform design method based on 
prolate spheroidal wave functions (PSWFs). By constructing a set of four orthogonal PSWF-based chip waveforms, the proposed method 
enhances signal dimensionality and spectral efficiency under finite time–bandwidth product constraints. Furthermore, an equivalent low-pass 
filter structure is integrated to reduce implementation complexity. Theoretical analysis and simulation results demonstrate that the proposed 
waveform achieves approximately double the spectral efficiency of conventional waveforms while maintaining comparable error performance. 
It also exhibits superior anti-interference and anti-interception capabilities, providing a viable waveform design approach for next-generation 
spread spectrum communication systems.
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1 Introduction 

Direct sequence spread spectrum (DSSS) spreads the signal 

spectrum using pseudorandom sequences (Hui et al., 2026), thereby 

obtaining processing gains. DSSS offers excellent anti-interference 

capability, low probability of interception, and code-division multi‐

ple access (CDMA) performance, and has been widely deployed in 

military communications, satellite telemetry and control (Liu JC 

et al., 2025; Yan et al., 2026), and civil mobile communications 

(Su et al., 2021; Todorović et al., 2024; Liu MZ et al., 2025). With 
the emergence of new application scenarios, such as low-altitude 
unmanned aerial vehicle swarm communications (Jin Y et al., 2026), 
high-precision anti-interception ranging (Wang et al., 2026), and 
massive machine-type communications for beyond fifth-generation 
(B5G) and sixth-generation (6G) networks (Duan et al., 2025; Yang 
ZJ et al., 2026), systems must ensure reliable transmission in com‐
plex electromagnetic environments and pursue high spectral efficiency 
(Lu ZW et al., 2024) and energy concentration to support high-rate 
data transmission and high-sensitivity reception (Shao et al., 2026). 
However, conventional DSSS systems typically use rectangular pulses 
as chip waveforms; these pulses exhibit abrupt time-domain trunca‐
tion and severe spectral spreading, which results in low spectral ef‐
ficiency and elevated correlation sidelobes, impairing multipath reso‐
lution and detection performance (Oh and Moon, 2024).

In recent years, extensive research has focused on spread spec-
trum waveform optimization to enhance the energy concentration 
of spread spectrum modulation signals and system spectral efficiency. 
First, methods such as spread spectrum code optimization, chip 
waveform replacement, and waveform shaping have been adopted 
to improve the energy concentration and out-of-band suppression 
capability of DSSS signals. Examples include spread spectrum code 
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designs (such as constant amplitude zero auto-correlation codes, low-
sidelobe optimization codes, and multidimensional joint spread spec‐
trum codes (Vangelista et al., 2024)), high-energy concentration 
chip waveforms (such as raised-cosine functions and half-sine wave 
functions (Dai et al., 2025)), and waveform shaping techniques (such 
as fractional Fourier transform-assisted waveforms and constant-
envelope waveforms (Yang YX and Gao, 2023)). Second, methods 
such as composite waveform construction, higher-order modula‐
tion, and multidomain joint optimization enhance the spectral effi‐
ciency and information transmission efficiency of DSSS systems. 
Examples include composite waveforms such as DSSS-based orthog‐
onal frequency division multiplexing (Waheed and Mohammady, 
2024), higher-order modulation fusion such as DSSS-based quadra‐
ture phase shift keying (Jin Y and Ji, 2011), and multidomain joint 
optimization such as reconfigurable intelligent surface-assisted time–
frequency code codesign (Jin XP et al., 2023). Therefore, the key 
to improving spread spectrum system performance involves enhanc‐
ing the signal energy concentration within limited time–frequency 
resources and expanding the information mapping dimensionality. 
Compared with common enabling technologies, such as spread 
spectrum code optimization, waveform shaping, higher-order modu‐
lation, and multidomain joint optimization, chip waveform replace‐
ment enhances energy concentration (Du et al., 2025; Huang et al., 
2025; Han et al., 2026; Ni et al., 2026) and expands information 
mapping dimensionality (De Sanctis et al., 2015; Xue and Xie, 
2023; Xu YZ et al., 2026). Furthermore, this approach can be com‐
bined with the above enabling technologies (Cai et al., 2025; He et al., 
2025; Qian et al., 2025; Sarwar et al., 2025; Dogukan and Basar, 
2026) to achieve additional system performance gains. Moreover, 
among various signals with high-energy concentration, prolate sphe‐
roidal wave functions (PSWFs) have attracted increasing attention in 
communication signal design (Lu FP et al., 2025; Xu ZC et al., 
2025). As a class of orthogonal functions, PSWFs provide optimal 
energy concentration for a given time–bandwidth product. Recent 
advances in PSWF-based communication signal design are note‐
worthy. For instance, Xu ZC et al. (2025) proposed a generalized 
multimode PSWF-based multicarrier index modulation method that 
improves spectral efficiency via index modulation. However, their 
method is primarily intended for multicarrier transmission sce‐
narios, where the waveform design objective fundamentally differs 
from that of the DSSS systems considered in the present study. In 
multicarrier systems, additional information is conveyed through 
subcarrier indexing, whereas the core goal of spread spectrum sys‐
tems is to enhance chip waveform energy concentration and infor‐
mation mapping dimensionality.

PSWFs exhibit excellent properties such as completeness under 
finite time–bandwidth products and high-energy concentration 
(Slepian and Pollak, 1961; Osipov et al., 2013). As fundamental 
waveforms, they have been successfully used in ultrawideband com‐
munications, partial response modulation, and multicarrier modula‐
tion systems. Thus, they provide new avenues for enhancing the en‐
ergy concentration of basic DSSS chip waveforms and expanding 
the dimensionality of information mapping.

Motivated by this, this study introduces PSWFs for fundamen‐
tal chip waveform design and proposes a four-dimensional (4D) 
spread spectrum chip waveform design method based on PSWFs. 
First, starting from the relationship between information transmission 

efficiency and waveform dimension, the upper bound on the wave‐
form dimension under time–bandwidth product constraints is de‐
rived. Second, PSWFs are used to construct a 4D orthogonal chip 
waveform set, and two implementation methods are proposed: a 
definition-based method and an equivalent low-pass filter (LPF)- 
based method. Furthermore, a corresponding spread spectrum mod‐
ulation and demodulation system model and a low-complexity equiva‐
lent baseband implementation model are established. Finally, using 
simulations, the proposed method is compared with conventional 
chip waveforms in terms of power spectral characteristics, spec‐
tral efficiency, error performance, interference resistance, and anti-
interception capability, confirming its performance advantages. The 
primary contributions of this study can be summarized as follows:

1. We derive the upper bound of four on the dimension of spread 
spectrum chip waveforms under time–bandwidth product constraints. 
By introducing PSWFs into the spread spectrum chip waveform de‐
sign and proposing a PSWF-based method for constructing a 4D chip 
waveform set, the waveform dimension and spectral efficiency of 
spread spectrum systems are enhanced.

2. We construct a PSWF‑based spread spectrum modulation and 
demodulation system model. By introducing equivalent low-pass 
processing, an equivalent low-pass PSWF spread spectrum system 
model is developed, where signal processing employs a “baseband+
in-phase/quadrature (I/Q) dual-channel” approach, effectively re‐
ducing implementation complexity.

3. We systematically analyze the proposed method in terms of 
power spectral characteristics, information transmission efficiency, 
error performance, interference resistance, and interception resis‐
tance. The results demonstrate that compared with spread spectrum 
modulation using rectangular, raised-cosine, or half-sine chip wave‐
forms, the proposed method achieves higher information transmis‐
sion efficiency and superior anti-interference and anti-interception 
capabilities, albeit with a moderate tradeoff in power efficiency. 
Consequently, it provides a chip waveform with an overall superior 
performance for spread spectrum modulation.

2 Design of the spread spectrum chip waveform 

set based on PSWFs 

This section first analyzes the relationship between the spread 
spectrum chip waveform dimension and information transmission 
efficiency under time–bandwidth product constraints and derives the 
upper bound on the spread spectrum chip waveform dimension set. 
Based on this analysis, a 4D spread spectrum chip waveform set is 
constructed using PSWFs, following their definition and funda‐
mental characteristics.

2.1 Analysis of the spread spectrum chip waveform 
dimension and information transmission efficiency

Assuming that a single-chip waveform has duration T and band‐
width W, the relationship between spread spectrum modulation in‐
formation transmission efficiency η (bit/(s·Hz)) and chip waveform 

dimension N can be defined as follows:

η=
Nme

WT
, (1)
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where me denotes the information capacity of a single chip. For 
conventional spread spectrum modulation employing rectangular 
pulse functions as chip waveforms, the chip waveform duration T (s) 
and bandwidth W (Hz) are constrained by the following relationship:

WT=2 Hz·s. (2)

Based on Eq. (1), the information transmission efficiency of the 
spread spectrum modulation can be improved by either increasing 
the chip waveform dimension N or adopting higher-order modula‐
tion to enhance the per-chip information capacity me. Given the lin‐
ear relationship between chip waveform dimension and informa‐
tion transmission efficiency and the potential for additional effi‐
ciency gains through integration with higher-order modulation, the 
focus naturally shifts to increasing the chip waveform dimension to 
enhance spread spectrum modulation efficiency. In a traditional 
spread spectrum chip waveform design, the rectangular pulse func‐
tion uses only one dimension, i.e., N=1, which fundamentally limits 
the information transmission efficiency. According to the Shannon–
Nyquist sampling theorem, within duration T and bandwidth W, the 
maximum spatial dimension of a sampled signal is 2WT. This im‐
plies that under the constraints of finite duration T and bandwidth 
W with the corresponding time–bandwidth product condition WT =
2 Hz·s, the maximum dimensionality of spread spectrum chip wave‐
forms usable for information transmission is four.

Notably, according to the uncertainty principle, no orthogonal 
function exists that is fully constrained to duration T and band‐
width 2/T within the time–bandwidth product constraint of 2 Hz·s. 
As a class of non-sinusoidal functions, band-limited PSWFs with 
bandwidth W exhibit the highest-energy concentration within a fi‐
nite duration T. This provides a new direction for designing high-
energy concentration 4D spread spectrum code waveforms.

2.2 Construction of the 4D spread spectrum code 
waveform set based on PSWFs

Given the flexible controllability of PSWFs in terms of time 
width, bandwidth, and spectrum, this subsection proposes a method 
for constructing a PSWF-based chip waveform set using the PSWF 
defining formula. To reduce the complexity of constructing the chip 
waveform set, the equivalent low-pass principle is introduced, yield‐
ing a construction method based on equivalent low-pass filtering.

2.2.1　PSWF definition and fundamental characteristics

PSWFs are a unique class of non-sinusoidal wave functions 
that can be expressed in integral form for arbitrary values of time 
and frequency (Murugesan et al., 2023):

∫−T/2

T/2

φn (c, τ ) sin ( )2πW ( )t−τ
π ( )t−τ dτ=λnφn ( )c, t ,  n=0, 1, 2, …. (3)

Here, t∈[−T/2, T/2] denotes the time, c=TW (Hz·s) denotes the 
time–bandwidth product, φn(c, t ) denotes the nth-order baseband 

PSWFs, and λn denotes the eigenvalues of φn(c, t). By modifying 
the kernel function of the differential equation, passband PSWFs 
can be expressed integrally for arbitrary values of

∫−T/2

T/2

φn (c, τ ) é
ë

ê
êê
ê ù

û

ú
úú
úsin ( )2πfh ( )t − τ

π ( )t − τ − sin ( )2πf l( )t − τ
π ( )t − τ dτ= λnφn ( )c, t , 

n = 0, 1, 2, …,

(4)

where fh and f l denote the upper and lower cutoff frequencies of the 

passband PSWFs, respectively. Furthermore, based on the principle 

of equivalent low-pass filtering, a passband PSWF φP, n(c, t ) with 

a center frequency fc=( fh + f l)/2 and time–bandwidth product TW 

corresponds to a baseband PSWF φB, n(c, t ) with time–bandwidth 

product TW. The relationship between these two PSWFs can be ex‐

pressed as follows:

φB, n ( c, t ) { }cos ( 2πfct ) , sin ( 2πfct )

={ }φP, 2n ( c, t ) , φP, 2n+1 ( c, t ) , n=0, 1, 2, ….
(5)

To illustrate the derivation of this equivalent low-pass struc‐

ture more explicitly, we expand the complex envelope relationship 

in Eq. (5). Let the baseband PSWFs be denoted as φ0 (t ) and φ1 (t ), 
with a carrier frequency fc. According to the bandpass-to-baseband 

conversion relationship in Eq. (5), the bandpass PSWF signal can 

be expressed as the real part of the baseband complex envelope as 

follows:

φP, n ( c, t )= Re{φB, n ( c, t ) ej2πfct}, n = 0, 1. (6)

Expanding the complex exponential and separately extracting 

the orthogonal components of the real and imaginary parts yield 

four mutually orthogonal bandpass real signals derived from the 

two baseband PSWF functions:

ì

í

î

ï

ï
ïï
ï

ï

ï

ï
ïï
ï
ï

φP, 0 ( c, t )=φB, 0 ( c, t ) cos ( )2πfct , 

φP, 1 ( c, t )=φB, 0 ( c, t ) sin ( )2πfct ,

φP, 2 ( c, t )=φB, 1 ( c, t ) sin ( )2πfct ,

φP, 3 ( c, t )=φB, 1 ( c, t ) cos ( )2πfct .

(7)

Thus, the 4D bandpass PSWF waveform set is not obtained by 

mapping via the multiplication of baseband PSWFs with orthogo‐

nal carriers, but rather by directly solving high-order bandpass nu‐

merical waveforms. Since the proposal of PSWFs, their fundamen‐

tal characteristics have been extensively investigated. Many of these 

characteristics, such as complete orthogonality, high time–frequency 

energy concentration, and flexibility in time width, bandwidth, and 

spectrum, are highly valuable for signal processing applications, in‐

cluding waveform design, information loading, and detection.

2.2.2　Design of the 4D PSWF spread spectrum code waveform set

Based on Eqs. (3)–(5), under the constraint of time–bandwidth 

product WT = 2 Hz·s, two approaches can be employed to design 

the 4D PSWF spread spectrum code waveform set: direct design 

based on definition and equivalent LPF design. The specifics are as 

follows:

1. Definition-based 4D PSWF spread spectrum code waveform 

set construction method 

Leveraging the flexible and controllable spectral characteris‐

tics of PSWF signals, the 4D PSWF spread spectrum chip waveform 

set can be directly designed within the corresponding duration and 

frequency band of the measurement and control system, as illustrated 

in Fig. 1. The specific steps are as follows:

Step 1: set the system parameters, namely, signal duration 

T, signal bandwidth W, and spectral range ( fh, f l);
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Step 2: substitute the parameters from step 1 into Eq. (4) to 
obtain the numerical solutions of the 0th– 3rd-order PSWF signals 
within the spectral range ( fh, f l), signal duration T, and band‐

width W;
Step 3: combine the numerical solutions of the 0th–3rd-order 

PSWF signals into a PSWF chip waveform set:

{φ0 ( c, t ) , φ1 ( c, t ) , φ2 ( c, t ) , φ3 ( c, t )}. (8)

For example, under constraints of a center frequency of 20 MHz, 
a bandwidth of 2 MHz, and a chip time width of 1 μs, four mutually 
orthogonal PSWF functions can be designed based on the relation‐
ship between the time–bandwidth product and the signal spatial di‐
mension. The 0th-, 1st-, 2nd-, and 3rd-order PSWF functions are denoted 
as φ0(c, t), φ1(c, t), φ2(c, t), and φ3(c, t), respectively, as shown in 

Figs. 2 and 3.

2. Method for constructing the 4D PSWF chip waveform set 
based on equivalent LPFs 

According to the equivalent LPF principle, for the 4D PSWF 
chip waveform set designed directly by definition, its correspond‐
ing two-dimensional (2D) baseband waveforms within the base‐
band can be obtained by up-conversion to generate the 4D PSWF 
spread spectrum chip set. Therefore, first, a 2D baseband PSWF 
chip waveform set with a center frequency of 0 Hz, bandwidth of 
1/T, and chip duration of T can be designed. Then, according to 
Eq. (5), by multiplying the sine carrier sin(2πfct) and cosine carrier 

cos(2πfct) with the 0th-order and 1st-order PSWF functions, respec‐

tively, the 4D PSWF chip waveform set can be obtained, as shown 
in Fig. 4.

Fig. 5 shows the design of the 4D PSWF signal set based on 
the equivalent LPF principle. The baseband PSWF signal has a 
bandwidth of 2 MHz, chip duration of 1 μs, and carrier center 

Fig. 3  Power spectrum of PSWFs. PSD: power spectral density

Fig. 1  Construction of the 4D PSWF code-sheet waveform set based on definitional formulas

Fig. 2  Time-domain waveforms of PSWFs
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frequency of 10 MHz. The I/Q generation structures shown in Figs. 4 

and 5 correspond to the four mutually orthogonal bandpass real sig‐

nals derived from Eq. (7). Therefore, the equivalent low-pass struc‐

ture is a natural mathematical equivalent of the waveform genera‐

tion process rather than an additional approximation.

Numerical approximation methods are currently employed 

because closed-form analytic solutions do not exist for PSWF sig‐

nals. However, these methods are computationally complex. The 

proposed design approach simplifies the process by requiring nu‐

merical solutions only for the first two orders of baseband PSWF 

signals, effectively expanding the PSWF signal set from two base‐

band waveforms to four passband dimensions. According to the 

equivalent LPF principle, the baseband numerical solutions remain 

unchanged for PSWF signals with identical bandwidth and duration 

but different center frequencies. Thus, by altering the up-conversion 

center frequency, a 4D PSWF spread spectrum chip waveform set 

with different center frequencies can be obtained. Consequently, 

compared with the definition-based design method, the equivalent 

low-pass design method achieves lower system implementation 

complexity.

3 Fundamental principles of PSWFs-based 

spread spectrum modulation 

Based on the 4D PSWF chip waveform set, this section con‐

structs a spread spectrum modulation system model using PSWF 

chip waveforms. A spread spectrum modulation model based on 

PSWF chip waveforms is established, followed by a corresponding 

demodulation model for the spread spectrum signal.

3.1 Spread spectrum modulation model based on PSWF 
chip waveforms

The spread spectrum modulation model based on PSWF chip 
waveforms comprises three modules: serial-to-parallel conversion, 
modulation symbol mapping and spread spectrum code generation, 
and PSWF waveform modulation (Fig. 6). The generation process 
of the spread spectrum modulation signal is as follows:

1. Serial-to-parallel conversion. The tracking, telemetry, and 
command (TT&C) data slated for transmission undergo serial-to-
parallel conversion. Specifically, the data are transformed from se‐
rial to four parallel streams, each representing data index within 
streams, denoted as d0( j), d1( j), d2( j), d3( j), where the chip index 

j=0, 1, …, Nc−1 with Nc denoting the length of the spreading code.

2. Bipolar phase–amplitude modulation (BPAM) mapping. After 
serial-to-parallel conversion, BPAM is applied to the binary data. 
This operation, also known as code conversion, transforms binary 
data of 0 s and 1 s into bipolar codes of +1 s and −1 s, denoted as d ′0
( j), d ′1( j), d ′2( j), d ′3( j).

3. Spreading modulation. The same spreading code sequence 
is used to spread four bipolar data streams, generating four discrete 
baseband spread chip sequences. We define the spread symbol of 
the mth (m=0, 1, 2, 3) channel at the ( j+1)th chip position as follows:

am ( j )= d ′m ( j ) c ( j ) , m = 0, 1, 2, 3, (9)

where c( j) signifies the ( j+1)th chip in the spread spectrum modula‐

tion code element.
4. PSWF waveform modulation. 0th–3rd-order PSWFs are used 

to modulate the four streams of digital baseband spread signals. 
Then, these modulated signals are combined to produce the radio 
frequency (RF) transmission signal, expressed as follows:

Fig. 4  Construction schematic of the 4D PSWF code-piece signal set based on equivalent LPFs. ⊗⊗ denotes multiplication

Fig. 5  Schematic of 4D PSWF time-domain waveforms based on equivalent LPFs
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s ( t )=∑
m = 0

3

∑
j = 0

Nc − 1

am( j)φm(c, t − jT). (10)

Here, φm(c, t− jT ) denotes the ( j+1)th chip waveform of the 

mth-order PSWF waveform after being shifted in time by jT. The re‐

lationship between the spreading modulation symbol length Ts and 

chip length is expressed as follows:

Ts = NcT. (11)

3.2 Spread spectrum signal demodulation model based on 
PSWF chip waveforms

The spread spectrum signal demodulation model based on 

PSWF chip waveforms primarily comprises three modules: PSWF-

based signal detection, despreading and modulation symbol de-

mapping, and parallel-to-serial conversion (Fig. 7).

First, the received signal is processed individually with the 

0th–3rd-order PSWFs to obtain four chip data streams. Second, the 

chip data are integrated over the spreading code duration, and a 

decision is made, yielding four demodulated data streams. Finally, 

parallel-to-serial conversion is employed to reconstruct the modu‐

lated data for the TT&C system.

Notably, TT&C systems commonly function within micro‐

wave frequency bands. The elevated operating frequencies necessi‐

tate advanced digital processing and data access devices for the 

direct generation of microwave-band PSWF signals. Consequently, 

the system models shown in Figs. 6 and 7, which are designed to 

directly produce RF signals, encounter difficulties that hinder their 

feasibility in high-frequency applications. To address this challenge, 

we construct a low-complexity system implementation based on equiv‐

alent low-pass filtering.

3.3 Equivalent low-pass-based PSWF spread spectrum 

modulation implementation model

Building on the 4D PSWF chip waveform set derived from 

equivalent low-pass filtering, we establish an equivalent low-pass 

PSWF-based spread spectrum modulation model (Fig. 8). The key 

differences between the data presented in Figs. 6 and 8 are as follows:

1. PSWF waveform modulation. The 0th- and 1st-order base‐

band PSWFs, both with a time–bandwidth product of 1 Hz·s, are 

Fig. 7  Block diagram of the spread spectrum signal demodulation model based on PSWF code sequence waveform

Fig. 6  Modulation model of the 4D unified spread spectrum TT&C system based on PSWF waveform modulation
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used to modulate the first two and the last two digital baseband spread 

spectrum signals, respectively. Subsequently, the signals of the first 

two channels are superimposed to form the I-path signal, and those 

of the last two channels are superimposed to form the Q-path signal.

2. Carrier modulation. Sine and cosine carriers modulate the 

I- and Q-path signals, respectively. The modulated signals are then 

combined to produce the RF signal.

Subsequently, an equivalent low-pass PSWF-based spread spec‐

trum demodulation model is constructed (Fig. 9). The key differ‐

ences between the data presented in Figs. 7 and 9 are as follows: 

the down-conversion module transforms the received RF signal into 

baseband I and Q channel signals, which then undergo analog-to-

digital converter (ADC). The demodulation and detection module 

performs matched-filter demodulation using the 0th- and 1st-order 

baseband PSWFs in the two channels, yielding four baseband data 

streams. Subsequently, parallel-to-serial conversion is used to re‐

cover the demodulated data.

Compared with direct RF generation methods based on the 

definition-based approach, the proposed equivalent low-pass imple‐

mentation structure offers significant complexity advantages at the 

transmitter and receiver. At the transmitter, the proposed method only 

generates the 0th- and 1st-order PSWF waveforms at the baseband 

and employs orthogonal up-conversion for 4D expansion, thereby 

avoiding the stringent demands on digital-to-analog converter (DAC) 

sampling rates and high-speed field-programmable gate array (FPGA) 

resources imposed by directly solving for and generating high-

order bandpass PSWFs at high frequencies. At the receiver, down-

conversion shifts the signal processing band to the baseband, en‐

abling core operations such as matched filtering, chip synchroniza‐

tion, and despreading to be performed in the low-speed digital do‐

main and substantially reducing the requirements for ADC quantiza‐

tion bandwidth and subsequent baseband processing computations. 

Consequently, the proposed structure effectively alleviates imple‐

mentation bottlenecks at microwave frequencies while balancing 

the high gain of 4D spreading with practical hardware feasibility.

Furthermore, the complexity reduction achieved by the equiv‐

alent low-pass structure differs between the transmitter and receiver.

1. Transmitter. The direct definition-based method requires gen‐

erating the 0th–3rd-order bandpass PSWFs directly at RF or interme‐

diate frequency, which imposes extremely stringent demands on the 

DAC sampling rate and the high-speed multiplication–accumulation 

resources of the FPGA. In contrast, the equivalent low-pass method 

Fig. 8  Block diagram of the PSWF spread spectrum modulation based on equivalent LPFs. D/A: digital‑to‑analog. ⊕⊕ denotes addition

Fig. 9  Block diagram of the PSWF spread spectrum signal demodulation based on equivalent LPFs. A/D: analog‑to‑digital
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generates only two waveforms at baseband (0th and 1st orders) and 
extends them to four dimensions via quadrature up-conversion (I/Q 
modulation). This approach significantly alleviates the burden on 
high-speed DAC resources and real-time numerical computation.

2. Receiver. If matched filtering is performed directly at band‐
pass, high-frequency analog components and ultra-high-speed ADCs 
would be required for bandpass sampling. The equivalent low-pass 
method first down-converts the signal to the baseband; subsequent 
matched filtering, synchronization, and aggregation are performed 
in the baseband digital domain. This approach not only relaxes the 
ADC sampling rate requirement but also allows the use of low-
speed, high-precision baseband digital signal processors for paral‐
lel correlation operations.

4 System performance analysis 

Because conventional spread spectrum chip waveforms are 
predominantly rectangular with raised-cosine and half-sine pulse 
functions, this section compares the proposed method with conven‐
tional spread spectrum chip waveforms across five aspects: power 
spectral characteristics, system information transmission efficiency, 
error rate performance, anti-interference performance, and anti-
interception performance.

4.1 Signal power spectrum analysis

Fig. 10 presents the power spectra of different spread spectrum 
modulated signals. The main-lobe bandwidth of the 4D PSWF-based 
spread spectrum modulation signal (DS-PSWFs-4D) exceeds the 
designed signal bandwidth of 2.046 MHz, reaching approximately 
3.2 MHz. Moreover, as the PSWF chip waveform dimension de‐
creases (DS-PSWFs-1D/2D/3D), the main-lobe width narrows pro‐
gressively and the first sidelobe diminishes. This indicates that the 
bandwidth of the receiver front-end filter affects the effective re‐
ceived signal power. The impact can be mitigated by reducing the 
PSWF chip dimension, albeit at the cost of spectral efficiency. There‐
fore, a key question arises: how does the front-end filter bandwidth 
affect the 4D PSWF-based spread spectrum modulation signal?

Because the receiver front-end filter bandwidth affects the sig‐
nal, resulting in energy loss and system performance degradation, 
the following analysis examines the impact of this filtering. The 

signal-to-noise ratio (SNR) loss due to the receiver filter bandwidth 
characteristics is denoted by

ζ =
∫−∞

+∞

S ( f ) df−∫−Br /2

Br /2

S ( f ) df

∫−∞

+∞

S ( f ) df

, (12)

where Br denotes the receiver filter bandwidth, and S( f ) denotes 

the power spectral density of the target signal. A smaller value of ζ 
for the spread spectrum modulation signal results in a smaller SNR 
loss.

Fig. 11 shows the relationship between the SNR loss of spread 
spectrum modulation signals using different chip waveforms and 
filter bandwidths. The simulation results indicate that a narrower re‐
ceiver front-end bandwidth results in a larger SNR loss, and this loss 
decreases progressively as the bandwidth increases. At a receiver 
filter bandwidth of 2 MHz, the proposed method exhibits the high‐
est SNR loss compared with spread spectrum modulation using rect‐
angular, half-sine, and root-raised-cosine (RRC, roll-off factor α=0.5) 
chip waveforms. When the receiver filter bandwidth exceeds 5 MHz, 
the proposed method yields a lower SNR loss than spread spectrum 
modulation using the same three-chip waveforms.

The above analysis demonstrates that the effect of the receiver 
front-end filter bandwidth on the 4D PSWF-based spread spectrum 
modulation signal can be mitigated by reducing the dimension of 
the PSWF chip waveform or by increasing the reception bandwidth.

4.2 Analysis of system information transmission efficiency

Under fixed transmission bandwidth W and bit error rate (BER) 
P constraints, for spread spectrum modulation using traditional 
chip waveforms, such as rectangular window, raised-cosine, or half-
sine pulses with I/Q dual-channels, the spectral efficiency CDS/W is 
proportional to the inverse of the spread factor K, satisfying the fol‐
lowing relationship:

CDS /W∝ 1/K. (13)

Here, CDS denotes the spread spectrum modulation informa‐
tion transmission efficiency under W and P constraints, and K rep‐
resents the spectrum expansion factor, where a larger K value results 
in lower spectral efficiency.

Fig. 11  SNR loss due to the receiver filter bandwidth

Fig. 10  Power spectrum diagrams of different spread spectrum modulation 
signals. PSD: power spectral density
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For spread spectrum modulation using 4D PSWF spread spec‐
trum code waveforms, because they have a code waveform dimen‐
sion of four, which is twice that of traditional code waveforms, the 
system transmission efficiency doubles when K is large. Under iden‐

tical constraints, the transmission efficiency is given by

CDS-PSWFs=2CDS. (14)

Therefore, the spectral efficiency CDS-PSWFs /W of 4D PSWF-

based spread spectrum modulation is proportional to twice the in‐
verse of the spread factor K, satisfying the following relationship:

CDS-PSWFs /W∝2/K. (15)

Fig. 12 illustrates the relationship between the spectral efficiency 

and the inverse of the spreading factor for systems using different 

spreading code waveforms. The transmission efficiency of 4D PSWF-

based spreading modulation is twice that of traditional spreading 

modulation.

4.3 System BER performance analysis

Because the 4D chip waveforms used in PSWF-based quad-
spread modulation are mutually orthogonal, the BER performance 
of different quadruple spread modulation signals remains identical 
under additive white  Gaussian noise (AWGN) channels. For analyt‐

ical convenience and non-generalizability, the BER performance of the 
system is analyzed using channel k (k=1, 2, 3, 4) as an example.

Under Gaussian white noise channels, the received signal can 

be expressed as follows:

r(t)=s(t)+n(t), (16)

where n(t) denotes the AWGN with a mean of 0 and a bilateral power 

spectral density of N0 /2. Coherent detection yields the detection 

quantity for receiver channel k as follows:

Ddk
= dk + nk, (17)

where nk denotes the noise-induced interference. Given the proper‐
ties of Gaussian white noise, Ddk

 follows a Gaussian distribution with 

mean dk and variance N0 /2. Therefore, the detection error rate for 

channel k is given by

Pe, k =
1
2

erfc ( Eb

N0 ), (18)

where erfc(·) denotes the complementary error function, and Eb de‐

notes the energy per bit.
The corresponding overall BER for the 4D PSWF-based spread 

spectrum modulation system is given by

Pe =
1
4∑k = 1

4

Pe, k =
1
2

erfc ( Eb

N0 ). (19)

Furthermore, for spread spectrum modulation using conven‐

tional chip waveforms, such as rectangular windows, raised-cosine 

functions, or half-sine pulses, the system BER also follows Eq. (19). 

This indicates that the proposed method is comparable to conven‐

tional chip-waveform-based spread spectrum modulation in terms 

of BER performance; therefore, further discussion is omitted in this 
study.

Monte–Carlo simulations are performed to evaluate the error 

performance of the system. Fig. 13 shows the theoretical and simu‐
lated BER curves. The results demonstrate close agreement between 
the simulated and theoretical BERs, confirming the correctness of 
the theoretical BER analysis and the feasibility and superiority of 
the proposed method.

4.4 System anti-interference performance

Fig. 14 shows the BER curves of the proposed method under 

equal-power interference from narrowband binary phase shift key‐

ing (BPSK)-modulated signals, wideband BPSK-modulated signals, 
and other DSSS-modulated signals. All three interference types de‐

grade error performance, with wideband interference causing the 
most significant degradation, followed by other DSSS signals and 

narrowband interference. This result demonstrates that the proposed 

method effectively resists narrowband, wideband, and cochannel 

spread spectrum interferences, providing important guidance for 
practical applications.

4.5 System anti-interception performance

The anti-interception performance analysis discussed in this study 

is predicated on the following threat model assumptions: although 
the noncooperative intercepting receiver possesses knowledge of 

Fig. 13  Theoretical and simulated BER curves

Fig. 12  Relationship between the spread spectrum modulation spectral 
efficiency and the inverse of spread factor K
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fundamental RF parameters, including the carrier frequency and 
bandwidth of the signal (which can be obtained using conventional 
methods such as spectrum scanning), it remains ignorant of the fol‐
lowing critical information: (1) the precise order and waveform pa‐
rameters (such as the exact values of the time–bandwidth product) 
of the PSWF basis functions; (2) the specific composition of the 
spread spectrum code sequence; (3) the particular waveform dimen‐
sions selected for information mapping within the 4D PSWF wave‐
form set employed by the transmitter. This assumption is consistent 
with the security design principles inherent in practical spread 
spectrum communication systems, where system security predom‐
inantly relies on the confidentiality of keys (spread spectrum codes) 
and waveform parameters rather than the obfuscation of RF param‐
eters. Notably, even if a noncooperative entity acquires prior knowl‐
edge of the PSWF basis functions, the proposed method retains its 
anti-interception superiority. The underlying rationale is the en‐
hanced redundancy in signal space dimensions provided by the 4D 
PSWF waveform set.

Notably, the preceding analysis is based on the assumption 

that the eavesdropper has no prior knowledge of the PSWF basis 

functions. Note that the proposed method also benefits from the in‐

herent parameter flexibility of PSWFs (e.g., tunable time–bandwidth 

product and adjustable orders), which provides an extra layer of se‐

curity when the eavesdropper does not possess exact knowledge of 

these parameters. However, to evaluate the anti-eavesdropping per‐

formance under more stringent conditions, we consider the worst-

case scenario where the eavesdropper knows the PSWF basis func‐

tions, key system parameters (including the precise parameter val‐

ues), and even the waveform dimension assignment. Even in this 

worst-case scenario, the proposed waveform still maintains its anti-

eavesdropping advantage, primarily for the following two reasons:

First, the randomness of the spreading code provides the pri‐

mary security guarantee. In DSSS systems, the core source of anti-

eavesdropping capability lies in the randomness and long periodicity 

of the spreading code sequence. Even if an eavesdropper knows the 

PSWF basis functions, the spreading code sequence still needs to 

be obtained through blind estimation or exhaustive search. Under the 

same data rate and bandwidth conditions, the proposed method in‐

creases the spreading code sequence length from 1023 bits in con‐

ventional schemes to 2046 bits (Table 1), exponentially increasing 

the complexity of an exhaustive search.

Second, 4D waveform mapping increases the difficulty of sig‐
nal sorting and identification. Conventional spread spectrum systems 
use only one-dimensional (or 2D I/Q) chip waveforms for informa‐
tion mapping, whereas this study employs a set of 4D orthogonal 
PSWF waveforms for mapping. After intercepting a signal, an eaves‐
dropper must perform waveform detection and code sequence esti‐
mation simultaneously across four orthogonal dimensions, result‐
ing in significantly higher complexity for signal sorting and param‐
eter estimation than in conventional 2D systems.

Compared with conventional spread spectrum modulation us‐
ing rectangular, raised-cosine, or half-sine pulse chip waveforms, 
the proposed method employs a 4D PSWF-based chip waveform, 
providing greater signal dimensionality and higher spectral efficiency. 
The following analysis demonstrates how these technical advantages 
are translated into enhanced anti-interception capability. To more intui‐
tively illustrate system performance, we compare the anti-interception 
capabilities of conventional spread spectrum modulation and the 
proposed method under identical information transmission efficiency, 

transmission bandwidth, and BER requirements.

Assuming a telemetry system design requirement of a trans‐

mission bandwidth of 2.046 MHz and an information transmission 

efficiency of 2000 bit/s, the design parameters for the two ap‐

proaches are listed in Table 1. The resulting anti-interception bene‐

fits manifest in two ways. First, the difficulty for a noncooperative 

party to intercept the telemetry signal is significantly increased 

primarily because the spreading code length is extended from 

1023 to 2046 bits. Second, the system spreading gain increases 

from 30.1 to 33.1 dB, improving the anti-interference capability by 

3 dB. Under identical non-Gaussian interference conditions, the 

transmission power can be reduced by 3 dB, thereby lowering the 

power spectrum of the signal by 3 dB and decreasing the probability 

of interception.

Compared with conventional schemes that rely on a single-

chip waveform, the proposed 4D PSWF waveform set provides the 

following extended capabilities for multiuser access:

1. User differentiation in the waveform domain. In conven‐

tional CDMA systems, users are distinguished solely by spreading 

codes. The proposed method introduces the waveform dimension 

as an additional means of user differentiation beyond the spreading 

code. By assigning different combinations of PSWF waveform di‐
mensions to users, the system can support more simultaneous users 

Fig. 14  Error rate simulation curves for system anti-interference capability

Table 1  Comparison of design parameters

Parameter type

Chip waveform

Chip waveform dimension

Chip length (s)

Bandwidth (MHz)

Information transmission 
efficiency (bit/s)

Chip symbol duration (s)

Chip bit count (bit)

Traditional spread 
spectrum

Rectangular window, 
rised-cosine function, 
half-sine pulse, etc.

1 (baseband)
2 (bandpass)

1/1.023e-6

2.046

2000

0.001

1023

4D PSWF-based 
spread spectrum 

modulation

4D PSWF-based 
code waveform

2 (baseband)
4 (bandpass)

1/1.023e-6

2.046

2000

0.002

2046
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while maintaining the same spreading code length or employ shorter 
spreading codes to increase data rates for the same number of users.

2. Multidimensional resource scheduling. The 4D PSWF wave‐
form set, along with the spreading code sequences, forms a 2D 
resource pool (waveform dimension×code sequence). The system 
can dynamically allocate waveform dimensions and code resources 
according to users’ quality-of-service requirements, enabling more 
flexible multiuser resource management.

3. Performance advantages under partial loading. When the 
system is underloaded (i.e., the number of active users is below the 
maximum supported number), different PSWF waveform dimen‐
sions can be preferentially assigned to users, enabling their signals 
to remain orthogonal or quasi-orthogonal in the waveform domain. 
This effectively reduces multiple access interference and improves 
BER performance.

5 Conclusions 

To address the issues of low chip waveform dimensionality 
and insufficient spectral efficiency in conventional DSSS systems, 
this study proposes a 4D spread spectrum chip waveform design 
method based on PSWFs and constructs a corresponding spread 
spectrum modulation system implementation model. First, under the 
given time–bandwidth product constraints, spectral efficiency is en‐
hanced by increasing the chip waveform dimension. A 4D orthogo‐
nal chip waveform set is constructed using PSWFs. Second, two 
approaches for chip waveform design and spread spectrum modula‐
tion system implementation, namely, definition- and equivalent 
LPF-based approaches, are proposed. These two approaches effec‐
tively reduce system implementation complexity. The simulation re‐
sults demonstrate that the proposed waveform achieves approxi‐
mately double the spectral efficiency of conventional waveforms 
while maintaining comparable error performance. It also exhibits ro‐
bust anti-interference and anti-interception capabilities under nar‐
rowband, broadband, and cochannel spread spectrum signal inter‐
ferences. However, this study has limitations, including the lack of 
waveform optimization for multipath channels and the high compu‐
tational complexity of PSWF numerical solutions. Future work will 
focus on higher-dimensional PSWF waveform design, adaptation 
to frequency-selective channels, comprehensive performance evalua‐
tion in multiuser scenarios, and real-time verification using software-
defined radio to advance the application of this technology in B5G/
6G and integrated space–ground networks.
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