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Deep Learning-Based Recognition Method of Chaotic
Communication Signals
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Abstract: To address the security and confidentiality problems of differential chaos shift keying
(DCSK) systems, a chaotic communication signal recognition method based on phase space
reconstruction and the EfficientNetV2-M model was proposed. The proposed method
transformed time series into attractor images via phase space reconstruction and employed transfer
learning to classify various chaotic communication signals. The effects of sequence length,
signal-to-noise ratio (SNR) , control parameters, initial conditions, and different channel
impairments on recognition performance were systematically investigated. Experimental results
show that the model exhibits good convergence characteristics. In the sequence length range of
20~400, the recognition accuracy reaches 90. 2% with shorter sequences and improves to over
99% as the sequence length increases. When the SNR ranges from -4 dB to 30 dB, the
recognition accuracy consistently remains above 96%. Regarding control parameters and initial
conditions, the proposed deep learning model can accurately identify the corresponding chaotic
map as long as these initial conditions and parameters enable the system to generate chaotic
sequences. This study achieves high-precision classification of chaotic attractors under various
channel impairments.
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Fig. 1 Time series curves of Chebyshev,Logistic,and Cubic mappings
(a)—Chebyshev; (b)—Logistic; (¢)—Cubic.
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Table 1 Datasets and parameter settings used
in study
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Table 2 Time series and attractor images of different
mappings under various initial conditions
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Table 3 Time series images of different mappings at various SNR levels
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Table 4 Attractor images of different mappings under various SNR levels
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different parameters
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Table 6 Attractor images of different mappings under a two-ray Rayleigh fading channel
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SNR/dB
-10 -6 -2 6 15

Chebyshev ﬁﬁ }i& @
& # w# p
Logistic % /% \% *

K A B A% B4R, [ FADropoutfzR &8
FH4E P44
Conv BN R Conv BN

NG )

> 3x3,s1/s2 [rLy’] 1x1.s1 » Dropout
(@)
I E K B A B E A%, ADropoutflk2E ik
FHo 2
| Conv BN | DepwiseConv | BN _ Conv |BN 2NN
" Axlsl [siLO)|  3x3s1s2  [smut] PE [T ixig [ 7] Dropout —C
A
(®)

s, 52 3 MIFRIR B UL Hoh o | QRREREAE B 25 (BRSNS, 52 AR 1812 8] RS 45/ SRR Y 1/2.
B2 Fused-MBConv 5 MBConv #5544 7R & 1
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