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Model Extraction Method for Denoising Diffusion Implicit Models
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(Information Engineering University, Zhengzhou 450001, China)

Abstract: As a representative of diffusion models, denoising diffusion implicit models (DDIM) enable
efficient image generation through a deterministic sampling mechanism. However, the invertible nature
of their generative trajectory introduces privacy risks, rendering them vulnerable to malicious model ex-
traction attacks. A DDIM model extraction method based on the deterministic and invertible sampling
path is proposed in this paper. By exploiting the determinism and reversibility inherent in the DDIM
generation process, intermediate latent states and their corresponding predicted noise are recon-
structed from a limited number of queries. A surrogate dataset is then constructed using these recon-
structed pairs, facilitating high-fidelity functional replication of the target DDIM. Experimental results
demonstrate that the extracted surrogate model, trained with only a small number of queries, achieves
high generation fidelity while preserving diversity, thereby revealing a critical security vulnerability in
the DDIM architecture.
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