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a b s t r a c t

This paper presents a decision-making support system for situation risk assessment associated with
critical alarms conditions in a gas facility. The system provides a human operator with advice on the
confirmation and classification of occurred alarm. The input of the system comprises uncertain and
incomplete information. In the light of uncertain and incomplete information, different uncertainties
laws have been associated with the probabilistic assessment of the system loops which combine data of
several sources to reach the ultimate classification. The implemented model used Observe-Orient-
Decide-Act loop (OODA) combined with Bayesian networks. Results show that the system can classify
the alarms system.

© 2021 Southwest Petroleum University. Publishing services by Elsevier B.V. on behalf of KeAi
Communications Co. Ltd. This is an open access article under the CC BY license (http://creativecommons.

org/licenses/by/4.0/).

1. Introduction

Process operation is the most hazardous activity after the
transportation and drilling operations on offshore oil and gas
platforms [1], it is a hazardous occupation, and requires personnel
to maintain high levels of work situation awareness [2]. Process
operations create risks to people, environments, and proprieties. To
control these hazards, several studies and techniques were devel-
oped based on the availability and the quality of information and
data. Critical factors in the prevention of industrial accidents
include the ability of workers to maintain environment work
awareness, understand the information it holds, and predict how
situations will develop [2]. Whenever unacceptable risks are found,
solutions have to be done either by fundamental design changes or
by providing protection measures, protection measures may be

mechanical or organizational, or they may be provided by safety-
related control systems using alarm devices or automatic controls.

The systems’ alarms are in place to draw the attention of oper-
ators to a condition outside the desired range of conditions for
normal operation [3]. However, this system may have serious fault
detection issues thus limited data for decision making. The typical
example, in this case, is the explosion and fires at the Texaco Re-
finery, Milford Haven on July 24th, 1994, which resulted in cost,
estimated to £48 million to rebuild the plant. The accident was
attributed to several factors including amodification of a protection
system from automatic to manual with no formal risk assessment,
poor instrument maintenance, and badly designed VDU pre-
sentations on the DCS along with alarm overloads in the control
room. Several hundred alarms occurred in the control room with a
peak rate estimated at one every 2 or 3s. Prioritization of alarms
was poor with 87% of alarms classified as a high priority [4].

Operators are not the cause of these accidents, but they have
inherited the problems and difficulties of technologies created by
engineers [5]. Operators generally have no difficulty in physically
performing their tasks, and no difficulty in knowing the correct
action to do, but they are stressed by the task of understanding
what is going on in the situation [6]. In particular, there is a lack of
offshore specific situation awareness models [2]. The typical
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definition of situation awareness has given by Ref. [7]; which stated
that “it’s a state of mind in humans, it is essential for conducting
decision-making activities. It concerns the perception of elements in
the environment, the comprehension of their meaning, and the pro-
jection of their status in the near future”. To ensure the safety of
operations in safety-critical systems, it is necessary to maintain
operators’ situation awareness at a high level [8].

In a study conducted over 13 different chemical facilities by
Ref. [9], it has been found that during normal operations, one alarm
per 2min is experienced during the shifts. Furthermore, about 6% of
standing alarms were related to operational problems. Likewise, it
has been demonstrated by Ref. [10] in a study on Malaysian oil and
gas that the number of safety instrumentation and alarms faults
during tests has a Cronbach’s alpha equal to 0.934 probability and
0.767 importance as factors affecting the safety of processes in the
industry.

According to Ref. [11], the sharp-end personnel are often forced
to decide in dynamic environments with limited information and
time pressure. The deficit of time can occur because of unfolding
and rapidly changing of undesired initiation of events. Therefore,
limited information is a key element of hampered decision making.
The information involved in the decision making comes from
multiple sources, either knownwith varying degrees of uncertainty
or being difficult to assess [12].

Aven and Zio [13] had argued that there is a need for considering
uncertainties in decision making on the grounds of the challenges
involved in the treatment of uncertainties in risk assessment. A
perspective on concerns, challenges, and directions of development
for representing and expressing uncertainty in risk assessment had
been provided by Ref. [14]. Probabilistic analysis is the predominant
method used to handle the uncertainties involved in risk analysis,
both aleatory and epistemic uncertainties. For representing and
expressing epistemic uncertainty, the answer is not so straight-
forward. Bayesian subjective probability approaches are the most
common [15]. An interesting analysis of using methods to meet
deep uncertainties is provided by Cox [16], who argued that these
methods provide breakthroughs for improving predictions and
decisions when the correct model is highly uncertain. Ten tools
have been reviewed to better understand deep uncertainty and
making decisions even when correct models are unknown [16]. An
adequate situation risk assessment can systematically reduce the
uncertainty that affects a model.

In this paper, we present a decision-making support system for
situation risk assessment associated with responding to the
occurrence of fire and gas (F&G) alarms in an industrial facility.
These alarms are not confirmed to be false or true, hence major
economic losses in case of nuisance alarms. In particular, the system
provides a human operator with advice on classification and
confirmation of occurred F&G alarms. The validation of such a
model is carried out in a gas facility. To carry out this purpose, it is
advantageous to ensure that operating personnel are situationally
aware and have had a self-defence training to combine data of
several sources and come to the best confirmation and classifica-
tion of system deviation under uncertain and incomplete infor-
mation. The different uncertainties’ laws are considered in the

probabilistic assessment of the system. Therefore, we implemented
the system by using the OODA Loop and Bayesian networks.

The rest of the paper is organized as follows: Section 2 is dedi-
cated to the presentation of the selected framework to implement
the defined objectives, which is the John Boyd’s OODA loop com-
bined with Bayesian networks, and the reasons behind such se-
lection. In Section 3, a presentation of the decision process is
implemented to handle the critical alarms efficiently and conve-
niently. A numerical application of the proposed process to a case
study of the Algerian gas facility is illustrated in the same section;
discussions of the obtained results are presented in section 4, while
some conclusions are given in Section 5.

2. OODA loop & Bayesian networks

The OODA loop is a four step process (Observe, Orient, Decide,
Act) that was developed by Colonel John Boyd in 1960. It is an
effective tool that helps to improve situation awareness, make
consistent/thoughtful decisions, and improve safety. It also helps in
achieving the desired outcome through a continuous, conscious,
and methodical approach to making informed decisions [17].

OODA Loop applied to a wide range of applications such as
business, law, and high education sectors. More precisely, OODA
was used to test the reliability of an organization’s management
system [18] and to review the decisions-makingmodels and human
cognitive processes [19]. Lately, the loop adopted in disaster man-
agement, in which the authors showed the integration of changed
information and knowledge management into the concepts of
network-centric operations and network-enabled capabilities, be-
sides the employment of decision-making in unpredictable and
dynamically changing environments [20]. OODAused formodelling
and simulation of emergency response systems [21], and in
modelling emergency response in urban water-logging disaster
using stochastic Petri nets [22]. Recently, Luis Cordeiro [23]
inquired about the similarity between the OODA loop and the PDCA
cycle in the decision-making process among four distinct cases.

In the current decision process, all information (occurred F&G
alarms) were gathered through automatic/manual systems, and
communicated to the central control room for eventual confirma-
tion, classification and make decisions by competent persons.
Schematically, this process of decisions can be represented as an
OODA Loop. The situation assessment cycle to identify the correct
type of the occurred alarms is like the concept of the combat op-
erations process, often at the operational level during military
campaigns where the needed reacting time is relatively limited.

Bayesian networks (BN) are not new and are based on a theorem
created by Reverend Thomas Bayes in 1763 [24]. It is a probabilistic
graphical model that describes networks of causes and effects and
used to provide the rigorous quantification of risk factors and clear
communication of the results.

BN are now widely recognized as a powerful technology for risk
assessment, uncertainty analysis, and decision making. BN origi-
nated from artificial intelligence as a method for reasoning with
uncertainty based on the formal rules of probability theory.

A Bayesian network represents the joint probability distribution

Table 1
Total number of recorded F&G alarms in the installation.

Year
Type

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 Total

Real 1 4 1 1 0 1 0 2 1 0 11
False 4 28 16 16 12 3 11 7 4 3 104
Total 5 32 17 17 12 4 11 9 5 3 115
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over a set of random variables V ¼ {X1, X2, …, Xn}

ðVÞ¼
Yn

i¼1
PðXijparentsðXiÞÞ (1)

The Bayesian network has been well proven as a flexible and
robust technique in risk assessment and decision making. More-
over, BN has numerous contributions in analyzing the reliability,
availability, safety of industrial systems, decision making, and un-
certainty analysis. The BN and probability boxes were used to
model uncertainty in the unavailability assessment of safety
instrumented systems performances [25]. In Ref. [26], a BN is used
for frequency analysis in dependability. Lastly, a risk assessment
and decision analysis with BN is adopted in the second edition of a
book by Ref. [27].

Practical use of a BN can be envisaged in the same way as that of
other models such as neural networks, expert judgments, decision
trees, data analysis models (linear regressions), fault trees, logic
models, etc [28]. Naturally, the choice of the method involves
different criteria, such as the easiest, the cost, and the time taken to
implement a solution [29]. BNs are most effective, most times, such
as acquisition, representation, and use of knowledge.

Despite its merits, conventional applications of the Bayesian
network have been criticized for the utilization of crisp probabili-
ties in assessing uncertainty [30]. In this study, uncertainties’ laws
are considered in the probabilistic assessment of the system.

3. Presentation of the proposed approach

3.1. Description of the developed approach

The awareness and understanding of a process situation is a key
importance to detect, prevent, control, and/or mend the occurrence
of undesired deviations. Often a split-second decision needs to be
made based on incomplete or uncertain information [31,32]. For
instance, the facility manager faced with problems such as these
needs to know answers to some specific questions such as what has
happened? Is it safe to continue operating? And what types of ac-
tions will be practical and effective?

The answers to these questions should be obtained quickly so
that the necessary actions can be taken promptly [12]. The manager
at this level is forced by many critical factors affecting his situation
awareness such as stress and fatigue, therefore influencing safety in
the installation [2]. Although, it is a well-known fact that operators
are usually acquaintedwith process knowledge, and experienced in
the abnormalities occurred in the past, however, they are short of
computerized tools to take advantages of some basic process
knowledge and useful information representing operating experi-
ences hidden in historical data [33].

A situation awareness support system (SASS) has been devel-
oped by Ref. [8] to handle uncertain situations: the approach con-
sists to systematically evaluate the enhancement of situation
awareness in SASS by applying a multi-perspective approach in
which two SA metrics, SAGAT and SART, and one workload metric,
NASA-TLX. Lately, an attempt to model the uncertainties associated
with the disaster response is proposed by Ref. [34]. The authors
modelled the uncertainty associated with the earthquake response
phase using a scenario-based probability approach. This proposed
model proves its vitality in multiple decision-making.

The current study carried out in a natural gas refining plant
belongs to the national state-owned Oil and Gas Company of
Algeria (SONATRACH). All the occurred alarms were gathered
through automatic/manual systems and communicated to the
central control room, and these alarms are either false or real.

Table 1 illustrates the recorded F&G alarms in the facility during
the period from September 2009 to February 2018.

Table 1 shows clearly that 90% of occurred alarms are false and
therefore a considerable economic loss for the installation.

Following an operational procedure, the sharp-end personnel
observe, evaluate, classify, identify, and make a decision according
to the situation. This decision process is schematically presented as
the OODA loop, its translation to the proposedmodel is described in
Fig. 1.

3.2. Implementation of the approach

The proposed approach starts from observing a system devia-
tion which results in information that gives a representation of the
existing situation, the deviation consists of activation of the alarm
system. The received data is compared to the company databases to
evaluate if occurred alarms are true or false. With multiple acti-
vations, all system deviations are evaluated simultaneously in
parallel. The outcomes of the orientation process order the
decision-making. All the recorded system deviations are to be
treated, shared, and learned. The new occurred system deviations
will be recorded in their turn into the existing database of the
orientation process. This loop is schematically drawn in Fig. 1
above.

The dedicated acronyms of the theory per the studied scenario
are developed as follows:

Observe: this corresponds to gathering the required informa-
tion related to the system deviation. Only local, general, and se-
curity alarms are considered in this study.

Orient: at this level, the sharp-end personnel are oriented to
looking around for potential threats for possible comparison,
classification and confirm the occurrence and activation of the
alarm (local, general, and security) to the previously identified
references. The comparison process is based on an existing com-
pany database. The company database is endorsed by investigating
of preceding recorded cases. An allocation to the comprehensive
list of causes is used, which is based on two criteria: system causes
and immediate causes [4]. It has been determined several common
causes of faults involved in alarms system such as improperly
designed alarms, mis-calibrated equipment, oscillations in general,
changes in status during switching off or on are not taken into
account, noise and/or outliers are not considered [35].

The following criteria were derived from statistical treatment of
occurred alarms of the studied installation (Table 1); these outputs
are considered in the BN as node:

(1) Type of the occurred alarms (General/local): the operating
personal shall identify the source of the occurred deviations
hence classify it to local alarm e.g. machinery, area, and/or
general alarm e.g. train, facility.

Fig. 1. Proposed system deviation decision loop.
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(2) Area/section/machine: once the type of alarm is identified,
the person shall do an in-depth classification of the alarm to
detect the source of the alarm.

(3) Work-related (are there any activities in progress in the work
area?): at this level, an investigation of the whole approved
work permits and even unauthorized work activities in the
site shall be carried out,

(4) Isolation/inhibition of the system (was it carried out and
reinstated properly?): proceed to the verification of isolation
and inhibition register and then confirm if the isolation and/
or inhibition were carried out according to the normal
operating procedures.

(5) Defected equipment (is it coming from a known defective
equipment/machine?): confirm if the occurred alarm is
generated from known defected equipment.

(6) Safety Instrumented System activation (was it activated?):
the process of confirmation requires also the answer to this
question: is there an activation of a safety instrumented
system.

(7) Repetitive alarm (does this a known and repetitive alarm?):
in a review process to classify the nuisance alarm, the sharp-
end personal shall compare the occurred alarm with the
previously occurred alarm.

(8) Security alarms (is it related to security event?): once the
incoming alarm is related to a security event, the case should
be treated as real until the confirmation/affirmation by the
allowed authorities; the case shall be recorded in the
database

(9) Unknown source: if the generated alarm is unknown and the
confirmation process can take a considerable time, the alarm
shall be considered as real. At this level, the emergency
procedure shall be applied.

(10) Visual confirmation (Is there a visual confirmation?): once all
the previous steps are done, a requirement of visual confir-
mation by a competent operator or CCTV camera shall be
carried out before decision making.

Decide: the operations personnel shall decide following the
outcome of ‘orient’, therefore, a clearance of the system deviations
being a genuine alarm (local, general, security), or a false one (local,
general, security).

Act: Action accordingly to the outcome of the decision level,
record learns, shares the case and prepares an action plan. The
lesson learned provides more data and information to handle the
next coming incident and therefore endorse the existing company
database.

To properly carry out the proposed loop, it is advantageous to
ensure that operating personnel are situationally aware and have
had a self-defence training to combine data of several sources and
come to the best possible confirmation and classification of system
deviation under different circumstances.

3.3. Results

The fragments of the classification network that determine the
probabilities of occurred total alarm (local, general, and security)
are implemented by Bayesian networks as shown in Fig. 2. Each
node in the BN represents a cause of previously recorded alarm in
the gas facility. All the child nodes have an “OR” nature. The
comprehensive list of causes is used to unify the list of causes based
mainly on: immediate causes and system causes [4]. The proba-
bilities data (under uncertainty) related to the system elements are
given in Table 2 [36e38].

The data used give rise to a few comments:
MNT failure rate:
The values in Table 2 assume occupancy at the specified location

of 100% which is calculated assuming the most exposed individual
to be present for three months every four and to stay inside the
facility for 12hrs/day.

MNGT failure rate:
Considering only the failure at the incident management level

related to failure management on giving alarm systems.
The obtained Bayesian network (Fig. 2) is quantified, and then

Fig. 2. Bayesian network model for the alarms occurrence causes.
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the obtained formula is used in the context of Monte Carlo simu-
lation by generating 1E6 runs. The value of each involved variable is
given as a probability density as shown in Table 2. While the ob-
tained results represented in the following Tables 3 and 4.

4. Discussion

Basically, a small standard deviation means that the values in a
statistical data set are close to the mean of the data set, and a large
standard deviation means that the values in the data set are farther
away from the mean. The obtained standard deviation in Table 3 is
relatively large than Table 4. This variation interpreted by the
dispersion of the recorded data which reflects a large amount of
variation in the source (causes) of the occurred general alarm.

Such remarks are graphically depicted in Fig. 3.
The obtained results are clearly showing the variation between

the two probabilities distributions represented in Fig. 3 above (with
and without considering the unknown alarm). The reduction in the
standard deviations considering the unknown occurred alarm is
affected by the contribution of the recorded data (causes). In other
words, the allocated value to the unknown event is 0.5 (Unif:
0.4e0.6) has given a value of 0.566 to the top event (total alarm),
with a confidence percentage of 56.6% that the aforesaid unknown
event is a false alarm. In this scenario, we have a priori knowledge
about the type of the occurred alarm along with the critical situa-
tion. This confirmation may be endorsed with the use of a specific
tool for confirmation and classification for a longer range.

5. Conclusions

In this paper, we present an OODA loop modelled by Bayesian
networks for the confirmation and classification of the alarms
system of a gas facility. The uncertainty associated with the model
was also considered by its different laws. This establishment of a
probability model means that the studied phenomenamust be well
understood. We remind that the OODA loop is a simple theory and
works to an advantage, particularly when operating personnel are
situationally aware and have had self-defence training. The Loop
may provide feedback throughout the decision-making process.

The model has shown all related to the gathered information on
the occurred alarm data. As system deviations input may lead to
incorrect confirmation, classification, and identification, hence
inappropriate decision-making. In the studied case, a system de-
viation may be identified, confirmed, and classified as a “false” or
“real” alarm for a short period, and in the next time, the same
process will be repeated. The loop is valid to treat each incident
separately, in case of multiple incidents; several loops may be
created simultaneously in parallel.

In short, the system itself has a memory of previously drawn
conclusions (the last outcomes shall be recorded in the system).
Also, the proposed approach is simple and directly exploitable in
real decision-making situations.

A numerical application of the model shows that the classifi-
cation model can deduce the correct conclusion if sufficient infor-
mation is available. The limitations that would be considered on the
model are related to the “quality” of the confirmation of the human
operator itself: the reaction timewould be a very challenging factor
if it is not well managed.
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Probability distribution.

Element Distribution
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Table 3
Obtained results without consideration of the occurred unknown alarm.

Mean (m) Percentiles Standard deviation (s)

5% 95%

Total 1.33E-1 2.96E-2 4.23E-1 1.36E-1
Local alarm 1.33E-1 2.96E-2 4.23E-1 1.36E-1
General alarm 1.33E-1 2.96E-2 4.23E-1 1.36E-1
Security alarm 1.00E-1 3.87E-4 4.02E-1 1.40E-1

Table 4
Obtained results with consideration of the occurred unknown alarm.

Mean (m) Percentiles Standard deviation (s)

5% 95%

Total 5.66E-1 4.48E-1 7.16E-1 8.44E-2
Local alarm 5.66E-1 4.48E-1 7.16E-1 8.44E-2
General alarm 5.66E-1 4.48E-1 7.16E-1 8.44E-2
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Fig. 3. Probability density functions.
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