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Video-Based Deception Detection with
Non-Contact Heart Rate Monitoring and
Multi-Modal Feature Selection

Yanfeng Li, Jincheng Bian, Yiqun Gao, Rencheng SongIg

Abstract: Deception detection plays a crucial role in criminal investigation. Videos contain a
wealth of information regarding apparent and physiological changes in individuals, and thus can
serve as an effective means of deception detection. In this paper, we investigate video-based decep-
tion detection considering both apparent visual features such as eye gaze, head pose and facial
action unit (AU), and non-contact heart rate detected by remote photoplethysmography (rPPG)
technique. Multiple wrapper-based feature selection methods combined with the K-nearest neighbor
(KNN) and support vector machine (SVM) classifiers are employed to screen the most effective
features for deception detection. We evaluate the performance of the proposed method on both a
self-collected physiological-assisted visual deception detection (PV3D) dataset and a public bag-of-
lies (BOL) dataset. Experimental results demonstrate that the SVM classifier with symbiotic
organisms search (SOS) feature selection yields the best overall performance, with an area under
the curve (AUC) of 83.27% and accuracy (ACC) of 83.33% for PV3D, and an AUC of 71.18% and
ACC of 70.33% for BOL. This demonstrates the stability and effectiveness of the proposed method

in video-based deception detection tasks.

Keywords: deception detection; apparent visual features; remote photoplethysmography; non-con-

tact heart rate; feature selection

1 Introduction

Deception is a common phenomenon in human
society, which can potentially affect the truth
and fairness of a case, and even jeopardize social
order and safety. To address this challenge, vari-
ous deception detection techniques have been
invented. The most common method is the poly-
graph [1], an instrument that uses multiple sen-

sors to record various physiological responses of a
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person when answering questions. Although poly-
graph has proven useful in practical applications,
the technique still has limitations. For example,
the physiological response recorded by the poly-
graph is usually contact-based, which can easily
cause tension in the person being tested.

In recent years, considering the limitations
of traditional polygraphs [2], there has been
increasing attention on using videos for decep-
tion detection. Videos can capture both appar-
ent visual features such as facial expressions and
internal physiological reactions, which can be
used for deception detection. Extensive
researches have been conducted using facial fea-
ture information to identify deception [3]. For
example, the study in [4] explored to identify
deception from subjects’ natural responses to

truths and lies by analyzing facial action units
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(AUs) [5]. Singh et al. [6] proposed a method for
deception detection by studying eye blink rates
[7], since deceivers have a higher cognitive load
than truth-tellers. An overview of automated
methods for distinguishing deception and truth
based on audio, video, and text patterns is pro-
vided in [8], along with the discussion of combin-
ing them for more accurate deception detection.

The above video-based deception detection
methods mainly rely on apparent visual features,
which can be easily disguised. On the other hand,
physiological information such as variations in
heart rate (HR) [9] and respiration [10, 11] is
also closely related to lying. For example, study
[12] has suggested that lying can cause the HR to
become slower than the resting case. To a cer-
tain extent, the physiological features are more
objective to show whether the subject is lying
compared to apparent visual features. This idea
provides insight into the detection of deception
through video-based physiological feature such as
non-contact HR information by the remote pho-
toplethysmography [13], offering a new perspec-
tive for research in the field of deception detec-
tion.

As noted above, both apparent visual fea-
tures and non-contact heart rate extracted from
videos are useful for deception detection. In order
to improve the accuracy, it is necessary to select
visual features that are most closely related to
deception detection. To that end, this paper
investigates various wrapper-based feature selec-
tion algorithms for visual feature screening com-
bined with K-nearest neighbor (KNN) and sup-
port vector machines (SVM) classifiers. The per-
formance of all feature selection methods is eval-
uated on both a self-collected physiological-
assisted visual deception detection (PV3D) dataset
and a public bag-of-lies (BOL) dataset [14].

We indicate that partial materials of this
paper have been covered in our proceeding paper
[15] accepted by IEEE CIVEMSA 2024 (2024
IEEE International Conference on  Computa-

tional Intelligence and Virtual Environments for

Measurement Systems and Applications
(CIVEMSA)). We have significantly extended
our previous conference paper [15] in terms of
both methodology and experiments. In detail, we
further explore multi-classifier feature selection
methods to capture the effective features useful
for different classifiers. Besides, we have greatly
enriched the experimental contents. Compared to
[15], we further evaluate the feature selection
methods on the public BOL dataset.

The main contributions of this paper are
summarized as follows.

1) Employing cross-validation for feature
selection in a multi-classifier environment helps
to mitigate the impact of randomness caused by
single data splits, resulting in more stable fea-
ture importance rankings and identifying fea-
tures that truly contribute to enhancing model
generalization.

2) With the assistance of multiple wrapper-
based feature selection algorithms, the most rele-
vant features for deception are filtered. In partic-
ular, the study verifies the effectiveness of heart
rate features in improving the accuracy of decep-
tion detection.

The rest of the paper is organized as follows.
Section 2 introduces the deception detection
method with the assistance of feature selection
method. Section 3 describes the experimental
setup, the datasets, and the results. Finally, we

conclude the work in Section 4.

2 Method

The overall workflow of the proposed method in
this paper is shown in Fig. 1. As illustrated, the
proposed method consists of four major steps,
including visual feature extraction, feature fusion,
feature selection, and deception classification.

The details are introduced as below.

2.1 Multi-Modal Visual Feature Extraction
Involuntary eye gaze direction, head posture and
facial AUs can be used for deception recognition.

We first extracted the aforementioned apparent
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visual features of the human body outlined in
Tab. 1 using the OpenFace tool [16].

As depicted in Fig. 2, the locations of 68
facial landmarks are first detected. Facial AUs

are then defined to represent subtle movement of

(Gaze Head AU) (HR)
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Frame 3 e .
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facial muscles as illustrated in Fig. 3. Similarly,
the eye gaze direction and head posture features
are also extracted using the OpenFace tool.
Specifically, the normalized eye gaze direction

includes the left eye 0 and right eye 1 as well as
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Fig. 1  Illustration of 68 facial landmarks from a subject of PV3D dataset
Tab. 1 List of apparent visual features
View Feature
Gaze 0 x Gaze 0 y Gaze 0 y Gaze 1 x Gaze 1 y
Gaze
Gaze 1 z Gaze angle y Gaze angle x — —
Pose Tx Pose Ty Pose Tz Pose Rx Pose Ry
Head
Pose Rz — — — —
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Fig. 2 Illustration of 68 facial landmarks from a subject of
PV3D dataset

— 177

AUO1 AU02 AU04 AUO0S

AU06 AU09 AU10 AUI2
AUl4 AUIS AUL7 AU20

Fig. 3 Illustration of facial action units



Journal of Beijing Institute of Technology, 2024, Vol. 33, No. 3

the averaged gaze direction in radians for both
eyes. The head posture features consist of two
components, the position of the head relative to
the camera, and the head rotations around the
X, Y, and Z axes. Each frame of the video
yields a set of these apparent visual features.
More details about the apparent visual features
can be found on the Github website of Open-
Face.

Finally, we extract video-based heart rates
using the chrominance (CHROM) method [17]
based on the remote photoplethysmography
(rPPG) technique. The RGB color channels
defined from the facial region of interest (ROI)
are linear combinations of a diffuse reflection
component and a specular reflection component,
where the target pulse signal is embedded in the
diffuse one. The CHROM method introduces a
projection plane P to eliminate the specular
reflection, and we get two chrominance signals
S,(t) and S,(t). The pulse p(t) signal can be esti-

mated using an « tuning as below [17]
p(t) = Sy (t) — S,y (1) (D

where « is calculated as the ratio between stan-
dard deviations of S,(¢t) and S,(t). The imple-
mentation of CHROM method was done with the
public pyVHR toolbox introduced in [18].

2.2 Deception Detection with Feature Selection
Feature selection (FS) serves as a mechanism for
selecting an optimal subset of features, enhanc-
ing classification efficiency while reducing com-
plexity and computational costs. To identify the
most discriminative subset of features for decep-
tion detection, we employ several feature selec-
tion algorithms to screen the apparent visual fea-
tures in Tab. 1 and non-contact HR.

Since the apparent visual features are
extracted frame-by-frame, we first perform
dimensionality reduction on the extracted visual
features before proceeding with feature selection.
Specifically, for each feature channel, its 11 sta-
tistical values are calculated. These statistical
include

values maximum, minimum, mean,

median, standard deviation, variance, kurtosis,
the 25th percentile, the 50th percentile, and the
75th percentile. Next, we splice the statistical
values of each feature channel into a long vector,
which is used as an input to the feature selection
methods.

As known, wrapper-based feature selection
methods offer the advantage of directly consider-
ing the predictive model’s performance, leading
to more accurate feature subsets tailored to the
model’s objective. In this paper, we employ eight
popular wrapper-based feature selection methods
including ant colony optimization (ACO) [19],
fruitfly optimization algorithm (FOA) [20], sym-
biotic organisms search (SOS) [21], emperor pen-
guin optimizer (EPO) [22], particle swarm opti-
mization (PSO) [23], marine predators —algo-
rithm (MPA) [24],
(SMA) [25] and harmony search (HS) [26]. Their

parameters are presented in Tab 2. Optimal sub-

slime mould algorithm

set of features is determined in these wrapper
methods by training and evaluating the KNN
and SVM classifiers.

To assess the performance of each method
more objectively, we conduct the multi-modal
feature selection under ten-fold cross-validation
settings. It helps to stabilize feature selection
against randomness caused by single data splits.
Specifically, we establish the following loss func-

tion F. as
1 N
ECV:NZ;‘l_Qi‘ (2)

where N represents the fold number of cross vali-
dation, @, indicates the quality metric of a given
classifier in the idth fold. In this paper, @ is
selected as the prediction accuracy (ACC) of the
used classification model.

Meanwhile, to identify features that truly
contribute to different classifiers, we also employ
feature selection in a multi-classifier and cross-
validation setting. The used loss function Ey, for

feature selection is defined as below
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Tab. 2 Parameters of the employed wrapper-based feature selection methods

Method Extra parameter Parameter 1 Parameter 2
Pheromone value Control heuristic
opts.tau = 1.0 opts.beta = 0.1
ACO Yes
Heuristic desirability Pheromone trail decay coefficient
opts.eta = 1.0 opts.rho = 0.2
Control pheromone
opts.alpha = 1.0
FOA No —
SOS No —
Movement parameter Control parameter
EPO Yes opts.M = 2 opts.f =3
opts.l = 2
Cognitive factor Inertia weight
opts.cl = 2.0 opts.w = 0.9
PSO Yes
Social factor
opts.c2 = 2.0
Constant Fish aggregating devices effect
MPA Yes seresating
opts.P = 0.5 opts.FADs = 0.2
SMA No —
Pitch adjusting rate Bandwidth
opts.PAR = 0.05 opts.bw = 0.2
HS Yes

Harmony memory considering rate

opts. HMCR = 0.7

1 N
MCV NZ _Q]L'(NN)_F
0.5(1 — Q)] (3)

where Q™ and Q% indicates the quality metric
of the corresponding classifiers, which is ACC in
this paper.

The selected wrapper-based feature selec-
tion methods combined with the two classifiers
will be evaluated using the loss functions defined

in Egs. (2) and (3).

3 Experiments and Results

In this section, we describe the experimental
setup first and then provide the deception detec-
tion results based on feature selection. During the
experiments, we use a subject-independent ten-
fold cross-validation setup to ensure training and
testing reliability. The number of samples to
select the neighborhood in KNN classifier is set
as k=>5. The total number of iterations for all

feature selection methods is set to 100.

3.1 Deception Detection Dataset
3.1.1 PV3D Dataset

We designed a “simulated theft” experimental
scenario to collect deception data under the guid-
ance of concealed information test (CIT) [27].
The PV3D dataset will be publicly available for
academic research. Participants were immersed in
a simulated criminal environment and instructed
to perform identical tasks according to draw
instructions. This phase aimed to evoke emo-
tional and physiological responses for the collec-
tion of multimodal data. Following the activity,
participants proceeded to a simulated interroga-
tion room for questioning by an interrogator.
During this stage, the interrogator interacted
with the participants. Video, blood volume pulses
(BVPs), and respiratory signals were also
recorded simultaneously for each participant
using a Contec CMS50E pulse oximeter, an
HKH-11C respiration sensor, and a Logitech

C920 pro high definition (HD) camera, respec-
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tively. The video data were captured with a reso-

lution of 640 x 480 at a frame rate of 30 frame/s.
A total of 96 students participated in the

experiment and signed an informed consent form,

of which 46 lied and 50 told the truth. The aver-

age video duration was 371.3 s, the shortest video

duration was 217.5 s, and the longest video dura-

tion was 469.3 s.

3.1.2 BOL Dataset

BOL

dataset. This dataset employs a novel experimen-

is a multimodal deception detection
tal design where participants view a series of
images and describe them, with the option to
choose between honesty and deceit, thus creat-
ing an objective deceptive environment. BOL
dataset includes video, audio, electroencephalo-
gram (EEG), and eye-tracking data. Videos and
audio are recorded using smartphones, EEG data
is collected using Emotiv EPOC+ EEG headsets,
and eye-tracking data is gathered using Gaze-
point GP3 eye trackers. The dataset comnsists of
35 participants, resulting in a total of 325 labeled
samples, with 162 telling lies and 163 telling
truths. The collection length varies for each sam-
ple, ranging from a minimum of 3.5 s to a maxi-

mum of 42 s.

3.2 Results

First, we evaluate the benchmark results of the
ten-fold cross-validation experiment without fea-
ture selection in Tab. 3. The area under the
curve (AUC) of KNN can reach 64.17% for
deception classification on PV3D dataset using
heart rate feature. In comparison, the AUC of
KNN using apparent visual features can reach
63.09%. On the BOL dataset, similar results are
achieved. It still leaves much to be desired in
terms of accuracy for deception detection.

Next, we show the accuracy of deception
detection based on feature selection. The experi-
ment is divided into two parts, feature screening
for only apparent visual features and screening
for all features including non-contact heart rate.
The of the two
datasets based on the KNN classifier and the
SVM classifier are shown in Tab. 4 and Tab. 5,

respectively. Compared to the benchmark results,

deception detection results

we observe a clear performance improvement
using feature selection. In particular, the compar-
isons on PV3D dataset with and without the HR
feature prove that the usage of HR can signifi-
cantly improve the performance of some feature
selection methods. Among them, the best AUC

Tab. 3 Baseline experimental results on the PV3D and BOL datasets without feature selection

Feature ACCw (%) AUC i (%) ACCyyy, (%) AUCqyy (%)
HRyvp0 64.18 64.17 60.50 60.36
Apparent,y, 63.27 63.09 59.83 59.55
HRo. 55.81 55.28 56.53 56.29
Apparenty, 59.10 59.00 54.60 55.00
Tab. 4 Experimental results of different feature selection methods with the KNN classifier
Mothod PV3D (apparent) PV3D (apparent+HR) BOL (apparent+HR)
ACC (%) AUC (%) ACC (%) AUC (%) ACC (%) AUC (%)
ACO 70.19 70.07 71.27 71.17 60.55 60.50
FOA 70.18 70.17 73.18 73.17 62.59 62.50
SOS 75.03 75.17 78.45 78.50 64.36 64.00
EPO 73.18 73.00 73.36 73.17 61.67 61.45
PSO 72.50 72.36 71.45 71.50 60.50 60.45
MPA 75.27 75.33 75.27 75.17 62.33 64.27
SMA 71.67 71.64 72.27 72.17 63.67 63.55
HS 73.27 73.17 74.55 74.67 60.18 60.17
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can reach 83.33% on the PV3D dataset by the
SVM classifier with the “SOS” feature selection.
To show the quality distribution, we further
demonstrate box plots of the ACC and AUC
results in Fig. 4 on the PV3D dataset.

The numbers of features selected in differ-

ent methods with a single classifier are shown in

Fig. 5(a) and Fig. 5(b). For example, the num-
ber of features selected using “SOS-SVM” is 76.
It gives good results with a relatively small num-
ber of feature subsets. Similarly, good results
were obtained with the number of 87 features
“MPA-KNN” method. Based on the

exhaustive analysis of the retained features, we

using

Tab. 5 Experimental results of different feature selection methods with the SVM classifier

Mothod PV3D (apparent) PV3D (apparent+HR) BOL (apparent+HR)
t
e ACC (%) AUC (%) ACC (%) AUC (%) ACC (%) AUC (%)
ACO 69.60 69.50 70.67 70.55 63.50 63.36
FOA 72.59 72.58 76.18 76.17 63.57 63.45
SOS 77.27 77.33 83.27 83.33 70.33 71.18
EPO 70.27 70.16 75.45 75.66 66.67 66.55
PSO 73.03 73.50 76.18 76.00 65.64 65.00
MPA 77.18 77.00 78.54 78.66 63.50 63.45
SMA 69.60 69.59 73.45 73.33 64.17 65.18
HS 69.61 69.60 70.45 70.33 64.09 64.00
1.0- 1.0
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Fig. 4 Box plots of average ACC and AUC results of all feature selection methods with HR feature on the PV3D dataset: (a) ACC
for KNN classifier; (b) AUC for KNN classifier; (c) ACC for SVM classifier; (d) AUC for SVM classifier
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can conclude those features that are highly corre-
lated with deception detection. Specifically, we
find that the non-contact HR feature is usually
kept, which shows its importance for deception
detection.

Finally, to mitigate the dependency of fea-
ture selection results on classifiers, we employed
the integrated feature selection method as
defined in Eq. (3) combining both the KNN and
SVM classifiers. It ensures the selected features
adapt well to both classifiers. Tab. 6 demon-
strates the results of feature selection on appar-
ent visual features and heart rate feature using a
two-classifier approach. It can be observed that
in the “MPA” method, the KNN
achieved excellent performance with an AUC of
75.50%, while the SVM classifier also yielded an
AUC of 74.36%. Similarly, the “SOS” method
also achieved good and balanced results. The

classifier

results in Tab. 6 also illustrate that, compared to
using KNN or SVM as single classifiers, the per-
formance of certain feature selection algorithms

may decrease in the case of two classifiers. This

168

is because the differences between KNN and
SVM make it difficult for some methods to select
features that satisfy both classifiers simultane-
ously.

Fig. 5(c) shows the number of feature sub-
sets using feature selection with two classifiers,
where the numbers of feature subsets for “MPA”
and “SOS” methods are 67 and 86, respectively.
Fig. 6 further illustrates the proportional distri-
bution of features after feature selection from
Tab. 6. It can be observed that six methods
selected heart rate in the feature subset, and the
methods with superior experimental results all
chose heart rate as a deception detection feature.
This can further prove the significant role of
heart rate in deception detection. Meanwhile, eye
gaze, head posture, and AU are also indispens-
able features in deception detection. In particu-
lar, the AU features occupying a considerable
proportion in the selected feature subset, also
indicate the crucial role of AU features in decep-
tion detection. It is worth mentioning that we

observed similar results on the BOL dataset, and

mm Total features
ACO

C
== FOA
== SOS

132 EPO
== PSO
MPA
== SMA
HS
89 164 132 130 86
(@) (b) ©
Fig. 5 Number of retained features after feature selection on the PV3D dataset: (a) feature selection with the KNN classifier; (b) fea-
ture selection with the SVM classifier; (c) feature selection with both classifiers
Tab. 6 Experimental results of different two-classifier feature selection methods on the PV3D dataset
Method KNN-ACC (%) KNN-AUC (%) SVM-ACC (%) SVM-AUC (%)
ACO 64.60 64.00 70.50 70.45
FOA 65.59 65.50 67.45 67.17
SOS 72.64 72.60 76.33 76.18
EPO 68.56 68.50 73.64 73.33
PSO 69.62 69.60 77.45 77.33
MPA 75.58 75.50 74.50 74.36
SMA 67.56 67.06 68.45 68.17
HS 65.58 65.57 73.09 73.02
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Fig. 6 Bar of the distribution of the proportion of selected fea-

tures when using multiple classifiers for feature selec-
tion on the PV3D dataset

the relevant results are not shown here to save

space.

4 Conclusion

This paper has explored the impact of different
types of visual features on the accuracy of video-
based deception detection using multiple feature
selection methods. Experiments demonstrate that
feature selection is crucial for machine learning-
based deception detection methods. In particular,
video-based heart rate feature also has signifi-
cant enhancement on the detection accuracy. The
best AUC reaches 83.33% on the self-collected
PV3D dataset, while the AUC is 71.18% on the
public BOL dataset, demonstrating the good per-
formance of the proposed scheme. In particular,
this paper verifies the importance of non-contact
heart rate features for deception detection. In the
future, we will further explore feature selection-
based deception detection in practical applica-

tions.
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