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With the future substantial increase in coverage and network heterogeneity, emerging networks will
encounter unprecedented security threats. Covert communication is considered a potential enhanced
security and privacy solution for safeguarding future wireless networks, as it can enable monitors to
detect the transmitter’s transmission behavior with a low probability, thereby ensuring the secure trans-
mission of private information. Due to its favorable security, it is foreseeable that covert communication
will be widely used in various wireless communication settings such as medical, financial, and military
scenarios. However, existing covert communication methods still present many challenges toward prac-
tical applications. In particular, it is difficult to guarantee the effectiveness of covert schemes based on the
randomness of eavesdropping environments, and it is challenging for legitimate users to detect weak cov-
ert signals. Considering that emerging artificial-intelligence-aided transmission technologies can open up
entirely new opportunities to address the above challenges, we provide a comprehensive review of recent
advances and potential research directions in the field of intelligent covert communications in this work.
First, the basic concepts and performance metrics of covert communications are introduced. Then, exist-
ing effective covert communication techniques in the time, frequency, spatial, power, and modulation
domains are reviewed. Finally, this paper discusses potential implementations and challenges for intel-
ligent covert communications in future networks.
© 2024 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and
Higher Education Press Limited Company. This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction detection (LPD) communication [2]|—is a technique based on infor-
mation theory that has attracted widespread attention for its par-
ticular ability to conceal communication behavior. By modeling

samples of the monitor’s observed signals as a binary hypothesis

With the approach of the big data era, massive amounts of pri-
vate information will be transmitted through wireless communica-

tion systems. However, the transmission of vital information
presents severe security threats due to the openness and broad-
casting properties of wireless channels. Especially in specific com-
munication scenarios with a high security level, such as
government affairs and military operations, the mere exposure of
communication behavior may bring unpredictable risks and losses.
Covert communication [1]—also known as low probability of
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testing problem, analyzing the monitor’s detection performance,
and constructing a covert transmission scheme, covert communi-
cation decreases the probability of the monitor detecting the trans-
mitter’s transmission behavior, thus ensuring the secure
transmission of private information [1].

Before the development of covert communication techniques,
the main schemes for ensuring secure data transmission were
cryptography-based encryption at the upper layer [3] and physical
layer security (PLS), which exploited the differences between legiti-
mate and eavesdropping channels, as well as the randomness of
the wireless channel [4]. Unlike traditional encryption techniques,
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covert communication is not limited by the robust information
processing and computational capabilities (e.g., quantum comput-
ing) of the eavesdropping side and avoids the extra overhead
required for distributing and managing keys. In addition, compared
with PLS techniques, which only protect the content of confidential
communications, covert communication can safeguard a more
basic and broader range of legitimate communication behaviors
from being interfered with or deciphered.

In recent years, fundamental theoretical studies have been con-
tinuously developed and enhanced. In particular, the square root
law reveals zero covert capacity while setting theoretical bounds
on covert transmission. As a result, a theoretically solid and widely
applicable analytical framework for covert communication has
been established [1], greatly facilitating research on the perfor-
mance analysis and implementation optimization of techniques
for achieving positive covert capacity in different scenarios. In
the traditional covert communication research and application
process, the secure transmission of data is mainly achieved
through various types of covert means based on the time, fre-
quency, space, power, and modulation domains. Among these, a
random transmission time scheme has been used to confuse the
binary detection of covert communications [5-8]. Direct-
sequence spread spectrum and frequency-hopping (FH) schemes
have been shown to have low detection probability [9-13]. Multi-
ple antenna techniques, terahertz schemes, and frequency diver-
sity array techniques based in the spatial domain have also been
widely used to enhance covert communications [14-19]. Covert
communication can also be achieved by increasing the uncertainty
through power domain strategies such as power adaption and arti-
ficial noise (AN) [20-25]. The covert capacity can be further
enhanced by covert communication schemes based on random
digital modulation and waveform-superposition techniques [26-
29]. Nowadays, typical applications of covert communication
include cognitive radio networks, Internet of Things (IoT) net-
works, intelligent reflecting surface (IRS)-assisted networks [30],
unmanned aerial vehicle (UAV)-assisted networks [31], and low-
Earth orbit (LEO) satellite networks.

However, existing covert communication approaches still have
obvious deficiencies in application; for example, current research
generally considers an ideal situation in which the eavesdropping
side knows the information of the legitimate user in advance, while
the legitimate user also knows the location of the eavesdropper
and the detection information in advance. However, owing to the
uncertainty of the eavesdropper’s location, the unavailability of
channel state information (CSI), the requirement of real-time
detection, and so forth, the covert performance that can be truly
obtained by the legitimate user only relies on the existing covert
probability metrics, which cannot be completely and accurately
metricized. In particular, both legitimate users and eavesdroppers
urgently need to make real-time adjustments to their scenarios
according to each other’s situation, making it vital to explore a
new paradigm for covert communications.

Intelligent covert communication—that is, the use of intelligent
technological methods to achieve more efficient and secure covert
transmission—has become a very promising research direction and
application. For example, with significant advances in machine learn-
ing (ML) techniques, it has become feasible to determine CSI from the
environmental information of a wireless link [26]. In particular, map-
ping functions can well mimic some of the models employed in ML.
These models can be accurately trained with a large number of real
data samples to extract useful environmental information in the
absence of explicit feedback/detection, which can be used to design
and optimize covert transmission strategies to assist in the secure
transmission of covert information [32]. ML algorithms can also be
combined to achieve real-time adjustment of the design of an IRS,
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dynamically adjusting the phase, amplitude, and other characteristics
of the reflected signals to achieve directional propagation or attenu-
ation of the signals in order to improve the covertness of the commu-
nication link [33]. Signal propagation or attenuation can be realized
in a directional way to improve the concealment of the communica-
tion link [34]. In addition, new dimensional domain covert
waveform-generation techniques have been developed based on
orthogonal time-frequency space or affine frequency division multi-
plexing [35]. Intelligent cooperative covert communication (ICCC)
schemes [36], intelligent parasitic covert transmission schemes
[37], and integrated sensing and communication (ISAC) covert trans-
mission schemes [38] have also attracted widespread attention.

In view of the challenges and opportunities that arise in
intelligent covert wireless communication, emerging wireless
technologies—such as transform-domain signal processing,
massive antennas, and ISAC—can be leveraged to achieve new
levels of secrecy, privacy, and covertness. Motivated by these
considerations, we provide a comprehensive review of recent
advances and potential research in intelligent covert wireless
communication in this survey. In particular, we concentrate on
the following three aspects:

(1) The basics and fundamentals of covert communications.
The concept of covert communications, the corresponding perfor-
mance metrics, and the differences between it and other security
techniques are introduced.

(2) Existing covert transmission strategies. These strategies
are summarized in terms of the time, frequency, space, power,
and modulation domains.

(3) Future research directions and challenges. Research direc-
tions and challenges for intelligent covert communication are sug-
gested, including covert transmission enabled by artificial
intelligence (Al) techniques, covert communication for integrated
space-air-terrestrial networks, multidimensional covert wave-
form design, covert communication with active detection, and
enhanced ISAC covert communication design.

2. The basics and fundamentals of covert communication

This section introduces basics and fundamental concepts of cov-
ert communications, including typical system models and common
detection schemes.

2.1. The concept of covert communications

Covert communication is low-detection and low-interception
communication that not only protects the concealed information
but also makes it impossible for an adversary to detect the pres-
ence of the communication. More specifically, in covert communi-
cation, the signal modulation method and waveform
characteristics are designed to hide the wireless transmission, in
order to mitigate the threat of the user and the presence of the
communication being detected [2].

In 2013, milestone research conducted by Bash et al. [1] intro-
duced the concept of covert communication. For the first time, they
derived the square root law of channel capacity under additive
white Gaussian noise (AWGN), which is used as a fundamental
information theoretical limit for LPD communication. The square
root law states that no more than O(v/n) bits can be conveyed reli-
ably from Alice to Bob, where n denotes the number of channel
uses to transmit secret message, while the lower-bounding error
probability of Willie’s detection of this transmission is no less than
a specific value e.

Typical system model: Covert communication aims to enable a
sender (Alice) to transmit data securely to an intended recipient
(Bob), while ensuring that the act of communication remains
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undetectable by an adversary (Willie). For the adversary, assessing
covertness involves quantifying how the statistical properties of
the observed data differ in the presence or absence of communica-
tion. On the other hand, from Alice’s perspective, it is crucial to
address the dual challenges of optimizing the communication per-
formance of the main link (i.e., the Alice-to-Bob channel) and
simultaneously ensuring sufficient levels of covertness. The signal
observed by Willie in the ith channel use (y,[i]) can be modeled
under two hypotheses, as follows:

Ho Yo li] = nli] (1)
A1 Yy li] = X[i] +n[i] 2)

where .#, and # represent that Alice is keeping silent or transmit-
ting, respectively. The secret message transmitted by Alice is repre-
sented as x[i], while the environmental noise is modeled as n]i].
Typically, there are several ways for Willie to detect whether trans-
mission behavior is occurring.

Willie determines whether Alice is transmitting (2 ) or remain-

ing silent (2,) by evaluating the average received signal power P,
which can be expressed as follows:

i
- 18 .
Pu=2 > Wlil* s T (3)
i=1 QO

where I' denotes the preset power threshold at Willie. Willie faces
two possibilities of error when analyzing the received signals: a
false alarm (FA) and missed detection (MD). The probability of an
FA is defined as o = Pr{Z:|#}, which can be described as Willie
incorrectly concluding that Alice is transmitting when Alice is actu-
ally silent. Conversely, the probability of MD is given by
B =Pr{2y|#+}, indicating that Willie mistakenly believes that
Alice is silent when she is actually transmitting. Willie’s primary
objective is to minimize the total error probability o + g by appro-
priately selecting his power detection threshold .

Aside from energy detection, sequential change-point detection
(SCPD) is a commonly used detection scheme that can simultane-
ously collect observations and make judgments [39]. As shown in
Fig. 1, by continuously analyzing the newly observed data, Willie
determines whether there is a change point that differs from the
previous data distribution. Once a change point is detected, it
means that the system state has changed. In other words, the
occurrence of communication between Alice and Bob introduces
a statistical change in the sequence of signals received by Willie.
For Willie, detecting whether communication is happening is
essentially equivalent to identifying this change in statistical prop-
erties. Since Willie lacks prior knowledge about the exact timing of
the communication, the detection process must operate

Change points

Bob

Sampling value

Time
Has there been a change?

vV
T
Alice @ Willie

Fig. 1. Sequential change-point detection.
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sequentially. Therefore, at each time point, as a new sample is
observed, Willie updates his decision based on all the samples col-
lected up to that point. Given this framework, the design of Willie’s
detector aligns with the principles of SCPD, also known as “quick-
est detection.” The detection process can be formalized in terms of
the stopping time T, which represents the time at which Willie
decides to raise an alarm. The stopping time T is defined as follows:

T=inf{t:t>1,5 >n} (4)

where inf denotes the lower bound, S; denotes the statistical value
of the detection sample at time t, and 7 denotes the detection
threshold. Similar to binary hypothesis testing, SCPD produces
two outcomes: D T > v: Willie correctly detects Alice’s communi-
cation behavior; or @ T < v: Willie issues an FA, where v (v = 0,
1, 2, ...) denote the time Alice starts to transmit. Therefore, the fol-
lowing two average runtimes are crucial for evaluating the perfor-
mance of SCPD: the time interval during which Willie successfully
detects the communication behavior, and the time interval during
which Willie is alerted under the condition that no covert message
is transmitted.

2.2. Covertness metrics

This section presents the covertness metrics. The performance
of a covert communication system is measured from two perspec-
tives: the error detection probability and detection probability
from Willie’s perspective; and the covert outage probability and
effective covert rate from the legitimate transceiver’s perspective.
The design of covert transmission schemes is usually constrained
by the error detection probability at Willie’s end, with the aim of
achieving a higher effective covert rate.

2.2.1. Error detection probability

The error detection probability (P.q) for Willie’s optimal test is
the sum of the probabilities of an FA (o) and MD (). This total error
probability can be expressed as follows:

Peq = 00+ B =Pr{@1|# 0} + Pr{Zo|#1} (5)

2.2.2. Detection probability

The detection probability (P;) represents the likelihood that
Willie makes the correct decision. This occurs when Willie cor-
rectly decides 2y (no transmission) under hypothesis .#, (Alice
is silent) and when Willie correctly decides ; (transmission)
under hypothesis #°; (Alice is transmitting). Mathematically, Py
is defined as follows:
Py = Pr{Zo|# o} + Pr{2:|#1} (6)

The error detection probability and detection probability can be
used to measure not only the covert performance of the transmis-
sion between legitimate transceivers but also the performance of
Willie in illegally detecting whether or not the legitimate users
are transmitting covert information.

2.2.3. Covert outage probability

The covert outage probability (P,,,) is defined as the probability
that the channel capacity Cy = Blog (1 + ),4) cannot support a
given target rate R,, which is given by

Pout =Pr{Csq <Ry} (7)

where B is the bandwidth of the legitimate channel, and ), is the
instant signal-to-noise ratio (SNR) of the legitimate channel.

From Eq. (7), when the system transmission rate is less than the
target transmission rate, confidential information cannot be
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transmitted reliably and is considered to be an outage. The covert
outage probability is usually used as a measure of the covert trans-
mission by legitimate transceivers.

2.2.4. Effective covert rate

The effective covert rate (Ry,) at Bob’s end quantifies the aver-
age amount of information successfully transmitted while main-
taining covertness. This can be mathematically expressed as
follows:
Rsb = Rb(‘l - Pout) (8)
The effective covert rate—that is, the achieved transmission rate

without outage—is an important measure of the transmission
capability of the legitimate users.

2.3. Differences from other security techniques

Table 1 summarizes the differences between covert communi-
cation and the aforementioned encryption, PLS, and spread spec-
trum communication techniques.

2.3.1. Encryption

Encryption is a classical and widely used technique for ensuring
secure data transmission that operates at the upper layers of com-
munication systems [3]. It works by applying encryption algo-
rithms that leverage technological capabilities to transform
plaintext messages into ciphertext, effectively encoding the infor-
mation. Only authorized parties possessing the correct key or
secret password can decode the ciphertext back into its original
plaintext form [40,41]. While encryption does not prevent attack-
ers from intercepting the transmitted information, it ensures that
the content of the message remains confidential. By making the
message unintelligible without the proper key, encryption protects
sensitive information from being disclosed, even in the presence of
adversarial interception.

2.3.2. Physical layer security

PLS, which is grounded in the principles of information theory,
seeks to safeguard wireless communications from eavesdropping
by exploiting the intrinsic properties of the physical transmission
medium [4]. Unlike conventional encryption methods, PLS oper-
ates independently of the computational capabilities of devices.
This independence not only ensures robust security but also pro-
vides a significant advantage in conserving resources [42,43]. Fur-
thermore, PLS allows for dynamic adaptation to varying wireless
channel conditions by tailoring transmission strategies to the
specific characteristics of the physical layer, enhancing its effec-
tiveness in secure communication.

2.3.3. Spread spectrum communication

The spread spectrum technique enhances signal transmission
by varying the signal’s frequency through the addition of pseudo-
random noise [44,45|. This process expands the signal’s band-
width, mitigating the impact of interference, noise, and signal fad-
ing. The pseudo-random noise is generated using codes known
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exclusively to the sender and receiver. At the receiver’s end, these
codes are employed to de-spread the signal, allowing the original
data to be accurately retrieved. This mechanism not only improves
the security of the transmission but also lowers the probability of
detection by potential adversaries.

In summary, encryption and PLS primarily focus on protecting
the content of the signal, ensuring that unauthorized parties can-
not access the transmitted information. On the other hand, both
spread spectrum techniques and covert communication aim to
obscure the transmission behavior itself. However, while spread
spectrum methods enhance transmission security and reduce
detectability, they lack a theoretical foundation to ensure
covertness.

3. Covert transmission strategies

To effectively avoid detection and interception, various tech-
niques have been cleverly designed to utilize the characteristics
of the time, frequency, spatial, power, and modulation domains
to achieve covert transmission of information. Fig. 2 categorizes
the covert communication research timeline in terms of these five
domains, ranging from practical applications of covert communica-
tion (e.g., FH and spread spectrum communication techniques) and
fundamental information theories (e.g., fast beamforming algo-
rithms and time uncertainty to enhance covertness) to traditional
covert communication strategies, which will be specifically dis-
cussed in this section, and future intelligent covert communication
methods, which will be discussed in detail in Section 4.

3.1. Time domain

Random time-slot selection transmission is the most intuitive
type of time-domain covert communication scheme. In fact,
time-hopping (TH) techniques were already in use before the
square root law was proposed. As shown in Fig. 3, TH techniques
not only rely on randomness to counter Willie’s detection but also
rely on the complexity of the TH sequence to prevent interception,
even if covert communication behavior is detected. Traditional TH
communication focuses on enhancing the signal’s anti-jamming
and anti-interception capabilities, with less research on the signal
concealment performance [7,8]. Back in 2016, Bash et al. [5]
reported the first covert performance analysis of a system in which
the communicating party uses a random time-slot selection trans-
mission scheme. Their results showed that the covert rate is expo-
nentially improved compared with the square root law. On this
basis, Lu et al. [6] proposed a randomized time-slot selection strat-
egy based on simultaneous consideration of message age and sys-
tem covertness. Although random time selection has the benefits
of both security and covertness, its increased transmission delay
requires precise time synchronization.

3.2. Frequency domain
Covert communication techniques in the frequency domain

mainly rely on a spread spectrum [11,12]. It is well known that,
when the transmission rate is certain, increasing the signal

Table 1
Differences between various security techniques.
Method Purpose Protocol layer Strategy
Encryption Hide the content of the message Upper layer Secret key
PLS Hide the content of the message Physical layer Increase the difference between legitimate channel and

Hide the transmission behavior
Hide the transmission behavior

Spread spectrum
Covert communication

Physical layer
Physical layer

eavesdropping channel
Lower power spectral density
Enhance uncertainty
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Fig. 2. Research timeline of covert communication. FDA: frequency diverse array.

TH sequence
Time

FH sequence

Frequency

N

Bob

Alice

°~

Willie

Fig. 3. Covert transmission strategies in the time-frequency domain.

bandwidth reduces the requirement for the SNR. When the band-
width is increased to a certain extent, the signal is even allowed
to drown under the noise. The spread spectrum technique reduces
the signal power density per unit frequency band by spreading the
signal energy over a wider frequency band, making it difficult for
Willie to recognize it as valid information [9,10]. Although spread
spectrum technology has a strong covert and anti-jamming perfor-
mance, it is limited by spectrum resources and receiver sensitivity
limitations.

As shown in Fig. 3, FH techniques achieve covert communica-
tions by rapidly changing the carrier frequency of a signal, making
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it difficult for a listener to lock onto and track the frequency change
of the signal. For example, Torrieri et al. [12] analyzed the perfor-
mance of FH millimeter-wave uplinks and reported the usefulness
of FH for anti-detection, the compensation of frequency-selective
fading, and interference reduction. Hui et al. [13] provided a very
reliable covert FH transmission scheme, which takes the covert-
ness of the system as the optimization objective and the reliability,
average power, and sequence uniformity as the constraints. By
jointly optimizing the frequency and power domain coefficients,
it can simultaneously achieve the high reliability, anti-
interference, and strong covertness of a system.

3.3. Spatial domain

Covert communication technology in the spatial domain mainly
realizes covertness by enhancing the isolation of spatial propagation;
its technical approaches include beamforming, millimeter wave and
terahertz communication, and frequency diverse array (FDA).

3.3.1. Multi-antenna covert communications

Beamforming technology achieves the precise control of the
direction of signal transmission by adjusting the phase and ampli-
tude of individual elements of the antenna array to form a beam
pointing in a specific direction. This technique allows signals to
be transmitted with high intensity in a specific direction while
being rapidly attenuated in other directions, greatly reducing sig-
nal leakage and the possibility of detection. In Ref. [14], covert
communication for both centralized antenna systems (CAS) and
distributed antenna systems (DAS) was investigated, with maximal
ratio transmitting (MRT) and distributed beamforming (DBF)
respectively employed as transmission strategies for CAS and
DAS. Furthermore, Wang et al. [15] proposed a robust IRS-
assisted beamforming scheme for realizing covert transmission in
the space domain. Beamforming can achieve a very high covert
rate, but the issue of the efficient alignment of narrow beams
remains to be overcome.
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3.3.2. Millimeter wave and terahertz covert communications

Combining millimeter wave with beamforming not only
improves the rate of covert communications by overcoming severe
path loss but also provides covertness in the spatial domain
because of its strong directionality [16]. In addition, the higher fre-
quency and short wavelength of millimeter wave make it difficult
for signals to penetrate buildings and other objects, which provides
an additional level of covertness. However, precisely because of
this characteristic, its coverage is severely limited.

The high directivity of the terahertz spectrum also offers advan-
tages for covert communication. Highly directional transmission,
which is commonly used in terahertz communications, mitigates
the significant path loss caused by severe attenuation from spread-
ing, atmospheric absorption, and scattering effects. This directivity
concentrates the transmission power within a narrow beam sector,
effectively preventing eavesdroppers outside this sector from suc-
cessfully detecting the communication. Gao et al. [17] proposed a
novel distance-adaptive absorption peak modulation (DA-APM)
method for terahertz covert communications. This method
enhances covertness by dynamically modulating signals at the
molecular absorption peaks of the terahertz spectrum. The results
demonstrated that DA-APM can reduce the eavesdropping distance
by 60% compared with the random spectrum selection approach,
thereby significantly shrinking the insecure region and improving
the covertness of terahertz transmissions.

3.3.3. FDA-aided covert communications

As shown in Fig. 4, compared with phased array (PA), in which
all array elements operate at the same carrier frequency, FDA tech-
nology enables the simultaneous transmission of signals at multi-
ple frequency points by assigning a distinct frequency to each
antenna element. This results in a distance- and angle-dependent
beam pattern [18]. The ability to shape the beam pattern based
on position rather than just direction makes FDA a promising
approach for achieving two-dimensional security, and this unique
feature has been extensively utilized to enhance covert communi-
cations [19]. However, FDA technology is still not mature enough
at this time, especially the lack of reliable signal receiver designs.

3.4. Power domain

There are two main methods to achieve covert communication
in the power domain: power adaption and AN. For power adapta-
tion schemes, as illustrated in Fig. 5, variations in the transmitted
power from the transmitter, jammer, or relay are typically
employed [20-23]. This approach ensures that the received signal
power fluctuates randomly, introducing uncertainty for the war-
den in determining whether the transmitter is actively sending

FDA

8 o

Willie

Frequency

Alice
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information. However, this method comes with the trade-off of
increased complexity in the power amplifier design at the trans-
mitter, jammer, or relay side. For AN schemes, the addition of
interference or noise increases the overall uncertainty, encompass-
ing both environmental interference from other users and AN. This
allows the system to tolerate stronger transmitted signals [24]. It is
worth mentioning that the legitimate receiver will have difficulty
detecting the signal, since its received power is also random. Also,
by adjusting the power of the transmitted signals, secure transmis-
sions can be concealed within environmental or AN. This noise is
typically designed to fluctuate continuously, further reducing the
likelihood of detection [25].

3.5. Modulation domain

In the modulation domain, as depicted in Fig. 6, various meth-
ods employing random selection schemes, such as digital modula-
tion techniques including multiple-amplitude shift keying (M-
ASK), multiple-quadrature amplitude modulation (M-QAM),
multiple-phase shift keying (M-PSK), multiple-amplitude and
phase shift keying (M-APSK), quadrature phase shift keying (QPSK),
and so forth, can be utilized to modulate transmitted signals. These
approaches are effective in achieving covert communications
[26,27]. An optimal modulation scheme has been verified to exist
for covert communications under specific conditions. On the one
hand, low-order modulation outperforms high-order modulation
under low SNR conditions because it provides greater reliability,
despite its lower information rate. On the other hand, for Willie’s
detection, increasing the modulation order results in the received
signal statistically following a mixture distribution with more
components. According to the central limit theorem, as the number
of components increases, this mixture distribution approximates a
Gaussian distribution, which typically increases the detection error
probability for Willie. Therefore, using higher-order modulation for
Alice’s transmission to Bob makes it more challenging for Willie to
accurately detect the communication. A covert communication
scheme utilizing waveform overlay with weighted fractional Four-
ier transform (WFRFT) signals has also been proposed [29]. This
approach eliminates the need for added noise, improving both
the capacity and security of covert communication systems that
rely on waveform overlay techniques.

Optimal probabilistic constellation shaping has been explored
from a practical perspective as well [28]. Unlike traditional covert
communication schemes that use equiprobable constellation mod-
ulation, this approach employs non-equiprobable constellations.
An approximate gradient descent method was proposed to achieve
optimal probabilistic constellation shaping, which further improves
the covert rate. The problem of covert rate maximization was

PA

Beamforming

Bob

Willie

Fig. 4. Covert transmission strategies in the spatial domain. Af; and A®;: the deliberately introduced frequency increment and pharse increment, respectively.
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Fig. 5. Covert transmission strategies in the power domain.

addressed by jointly optimizing the constellation distribution and
power allocation, enabling more efficient covert communication.

Table 2 [5-29,46,47] summarizes the benefits, limitations, com-
plexities, and application scenarios of typical covert communica-
tion techniques in different domains. In addition, some studies
focus on multi-domain joint covert communication strategies
[46,47], which are universal and applicable to a wide range of com-
munication scenarios. These strategies have advantages such as
strong eavesdropping and interference resistance and high adapt-
ability to complex environments. However, they also present chal-
lenges such as complex synchronization designs and difficulties in
receiver implementation.

4. Future trends and challenges for intelligent covert
communication

Recently, unlike a traditional Willie with a fixed power detec-
tion threshold, which may have a higher detection error, the detec-
tion accuracy of Al-assisted signal detection techniques has been
greatly improved. For example, a novel Al-based integrable detec-
tion method demonstrated a significantly improved performance
(by 88%-99.9614%) compared with conventional multiple-input
and multiple-output (MIMO) detectors in initial simulated MIMO
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Fig. 6. Covert transmission strategies in the modulation domain. x,: the kth discrete
constellation points; py: the optimal corresponding probability; Re(-) and Im(-): the
real part and imaginary part of its argument, respectively; WFRFT: weighted
fractional Fourier transform.

scenarios [48], making it difficult to hide covert communication
behaviors. In addition, there is a trend toward intelligent jamming.
For example, Amuru et al. [49] used reinforcement learning tech-
niques to enable the jammer to learn the opponent’s communica-
tion behavior and adaptively adjust the interference parameters for
optimal performance in unknown electromagnetic environments,
which will lead to severe limitations in the covert communication
rate. Therefore, to satisfy the higher security demands of emerging
applications and scenarios, covert communications methodologies
require further improvement. In this section, we explore and detail
potential future research directions and corresponding challenges.

4.1. Intelligent cooperative covert communication

In current covert communication methods, UAVs with flexible
deployment and controlled mobility have been proposed as mobile
interference sources to enhance covert communication perfor-
mance. However, these approaches rely on the mobile interference

Table 2
Summary of covert transmission strategies.
Uncertainty Refs. Benefits Limitations Complexity Applications
Time domain [5-8] Special hardware devices not required; Reduced communication Low Underwater
difficult to detect the content without efficiency; poor real-time communication, burst
knowledge of the time pattern performance data transmission, etc.
Frequency domain [9-13] Hard to intercept the complete content at a  High implementation High Satellite
specific frequency complexity; large bandwidth communication,
occupation positioning and
ranging, etc.
Spatial domain [14-19] Directional transmission concentrates signal ~ Greatly affected by the Low Satellite
energy in the direction of the target with environment; high communication,
high energy efficiency equipment complexity military IoT, etc.
Power domain [20-25] Simple deployment; high flexibility to High synchronization Low Military IoT, etc.
dynamic environments overhead; limited
communication range
Modulation [26-29] High compatibility with existing systems; High implementation High Broadband wireless
domain supports higher covert transmission rates complexity; large communication, etc.
transmission delay
Multiple [46,47] Strong robustness to eavesdropping and Complex synchronization High UAV networks, LEO
domains interference; high adaptation to complex design; difficult for receiver satellite networks, etc.

environments

implementation
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having prior knowledge of the eavesdropper’s detection threshold,
perfect CSI, and noise power, which is often unrealistic. Moreover,
eavesdroppers may adopt real-time adjustment strategies, such as
dynamically altering their position or detection threshold in
response to interference. Existing studies typically assume static
eavesdroppers, neglecting these dynamic behaviors. To address
the challenges posed by complex and dynamic wireless communi-
cation environments, more practical and adaptive ICCC techniques
have been developed.

In cooperative covert communication, a generative adversarial
network (GAN) approach is utilized to design cooperative jamming
strategies that assist unauthorized covert transmissions. For exam-
ple, the objective functions are configured to maximize both the
covert rate and the detection error probability by optimizing the
interference power of the jammer. This optimization problem is
framed as a dynamic game between the jammer and Alice. To
address this game, a GAN-based power optimization algorithm is
proposed. The algorithm effectively handles scenarios with limited
network environment information and training data, offering a
robust solution to achieve a promising trade-off between the cov-
ert communication rate and the probability of detection errors. As
illustrated in Fig. 7, the generator (a cooperative jammer) takes the
environmental state Q¢ as input and generates interference solu-
tion. In turn, the discriminator (Alice) uses the environmental state
Qp and the output of G as inputs, and outputs a number D. By com-
paring D with the predetermined threshold 7, the GAN judges
whether the cooperative-relay is transmitting a covert message.
Then, by alternatively training the generator D and discriminator
G, the GAN can converge to a Nash equilibrium, achieving an effec-
tive trade-off between maximizing the covert communication rate
and minimizing the probability of detection errors.

Aside from GANs, ICCCs can also apply the recently popular
research trend of deep reinforcement learning (DRL). This dynamic
programming approach leverages the ability to learn optimal solu-
tions under changing conditions and adapt to the environment.
Existing DRL methods have been applied to various scenarios, such
as cyber-physical attack defense and interference management in
communication systems [36]. It is anticipated that DRL-based
cooperative covert communications will be a significant study area
in the future, based on the features of performance optimization in
covert communications—that is, the game between legitimate
users and eavesdroppers in an imperfect information network.

Nevertheless, for future dynamic wireless channel environ-
ments (e.g., different network loads, interference levels, and user
mobility), ICCCs need to be robust and adaptive and must dynami-
cally adjust their strategies to achieve optimal covert performance,
which requires complex real-time learning algorithms. However,
the resulting high computational complexity leads to challenges
in the convergence speed and stability of intelligent networks in

Engineering 44 (2025) 101-111

dynamic environments, so more efficient algorithm design is
needed.

4.2. Intelligent parasitic covert communication

Another promising research trend is intelligent parasitic covert
communication, which employs spectral superposition to assist
the transmitter in achieving covert transmission. More specifically,
in a cognitive covert communication network, Alice may use an
underlay strategy to transmit her messages. In this scenario, the
signal received by the warden is a superimposed signal comprising
both legitimate messages and Alice’s unapproved messages. This
allows Alice to effectively hide her signals within third-party trans-
missions. To detect whether Alice is transmitting unapproved sig-
nals, the warden performs a binary hypothesis test by comparing
the received signal power to a predefined threshold. If the warden
fails to make an accurate decision, Alice’s covert transmission is
considered successful.

During the process of spectral superposition, inter-system
interference arises between the covert and legitimate transmis-
sions. To mitigate this interference and protect legitimate commu-
nication, Alice’s transmit power must be constrained. This power
limitation, however, reduces the performance of Alice’s covert
transmission. To address this challenge, researchers have proposed
exploiting improper Gaussian signaling (IGS), which has been
shown to improve the degree of freedom and thus outperform con-
ventional proper Gaussian signaling (PGS) schemes in interference-
limited networks. The contours of the bivariate Gaussian distribu-
tion of the proper Gaussian (PG) random variable (RV) and the
improper Gaussian (IG) RV are shown in Fig. 8.

4.3. Multidimensional covert waveform design

Existing covert waveform designs focus on merely one dimen-
sion or two dimensions—that is, time, frequency, or both. However,
as the electromagnetic environment becomes more complicated
and fast changing, it becomes difficult for a communication wave-
form design based on one or two existing dimensions to fulfill the
requirements of strong covertness and high reliability. This moti-
vates the investigation of multidimensional covert waveform
design. In particular, the emerging delay-Doppler and affine
Fourier domain modulations [31], shown in Fig. 9, can be exploited
jointly with the time and frequency domains to facilitate multidi-
mensional covert waveform design. More specifically, the covert
channel characteristics can be analyzed to design a joint utilization
strategy in the time-frequency, delay-Doppler, and affine Fourier
domains. The Fourier transform, Zak transform, and affine Fourier
transform are used to generate multi-domain covert waveforms
that meet the optimization objective.
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It is worth mentioning that designing such a multidimensional
covert waveform is not an easy task. Due to the complicated signal
processing models, the complexity of the hardware and software
design of covert transceivers increases dramatically. In addition,
multidimensional covertness constraints often bring about a loss
of waveform freedom, which limits the covert rate. In this regard,
a communication waveform design based on ML and deep learning
models is a promising solution. By continuously inputting environ-
mental information and adjusting the loss function to drive the
neural network, the comprehensive communication performance
can be optimized and adapted to a dynamic and complex electro-
magnetic environment for multidimensional covert waveform
design. For example, utilizing the characteristics of cooperation
between the legitimate transmitter and receiver, as well as the
conflict between a malicious warden and the legitimate transcei-

ver, a GAN can be adopted to design a multidimensional covert
waveform, where the adversarial neural network is trained to opti-
mize the waveform of the covert signal in terms of the amplitude,
phase, and delay-Doppler perspectives. The use of advanced ML
and deep learning approaches would require a huge energy con-
sumption due to their iterative process for training and inference.
Hence, future works should concentrate on developing energy-
efficient Al algorithms with reduced latency and guaranteed
covertness.

4.4. Intelligent active detection for covert communication

Unlike typical covert communication scenarios in existing
studies, where the eavesdropper is either in a fixed position or
performing passive energy detection, the active detection Willie
(or active attack Willie) scenario is a typical scenario that must
be addressed by future covert communications. A Willie with
mobile capability can dynamically change his detection position
and power threshold according to the received signal to achieve
better detection capability [50]. As an example, a deep-learning-
assisted UAV detector can optimize its trajectory, detection
threshold, and hovering position in real time with the goal of
minimizing the probability of detection error. Moreover, a Willie
with attack capability is no longer satisfied with passive detection
and can transmit interference signals to actively change the elec-
tromagnetic environment when he suspects that Alice is carrying
out covert transmission, thereby disturbing and deceiving Alice
with sensing capability.

Such intelligent active detectors can compress the viability of
covert communications, causing Alice’s judgment of the environ-
mental uncertainty, channel state, and detection ability to be
incorrect, and then generate non-credible transmission decision,
exposing covert communication behavior. In order to cope with
such active detection, the development of Alice’s cognitive capabil-
ities should be considered in the future, including the detection
and identification of threats and the credible real-time generation
of gaming confrontation strategies.

4.5. ISAC-enhanced intelligent covert communication

With the growing demand for wireless devices, frequency
resources are becoming increasingly scarce. In response, ISAC
has emerged as a promising 6G technology. ISAC enables wireless
systems to simultaneously perform communication and target
sensing using a shared waveform, common hardware platform,
and unified network infrastructure. The sensing capabilities inte-
grated within ISAC transmission open up novel possibilities for
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Fig. 10. Integrated sensing and covert communications.

designing secure ISAC-enhanced covert communication. As illus-
trated in Fig. 10, an Alice with the sensing capability can first
sense the presence of a potential Willie and then use the knowl-
edge of the target information to perform active avoidance or
introduce more directional interference. More importantly, an
integrated sensing and covert communication system can be
more effective against an active or mobile Willie, since some
levels of the CSI of the covert channel can be probed and exploited
with the aid of radar detection.

On the evolutionary path of ISAC-enhanced covert communica-
tion design, Al plays a critical role. Mutual interference between
communication and sensing waveforms leads to parameter trans-
formations in one system that implicitly reveal information about
the other, raising covertness concerns, particularly for military
radar. Therefore, it is essential to enable parameter exchange
between radar and communication units while preserving the
secrecy and covertness of both systems, minimizing mutual inter-
ference, and preventing information leakage. Generally, a joint
design of sensing and covert communication requires a huge num-
ber of parameters that must be optimized and exchanged, such that
conventional optimization algorithms are not applicable. To address
this challenge, Al-based approaches that leverage the information
embedded in the precoder to infer the radar’s location present a
promising solution for designing ISAC-enhanced covert communi-
cation. This can inspire fruitful research works on deep learning
and reinforcement learning techniques to provide efficient and
robust solutions. For example, a three-dimensional convolutional
neural network (CNN) can be utilized to extract spatial-frequency
domain features from the channel frequency response, while a gated
recurrent unit is employed to capture the time-domain correlated
features of the channel response. A deep reinforcement learning
(DRL) framework can also provide an efficient solution of the model
parameters. Given the environmental state, the agent selects appro-
priate actions to maximize the cumulative reward, utilizing the twin
delayed deep deterministic policy gradient algorithm to accelerate
convergence during training. To enhance covertness, a secure sens-
ing system employs two distinct diffusion models to generate safe-
guarding signals, which are modulated onto the pilot signals. This
masks signal fluctuations caused by user activity, effectively shield-
ing users from unauthorized monitoring.

Nevertheless, from the perspective of information security and
covertness, embedding information signaling into the probing
waveform for target sensing introduces potential security vulnera-
bilities. A critical challenge in covert joint sensing communication
systems is determining how to design and transmit probing wave-
forms that embed secure information while avoiding detection by
the warden. Moreover, active eavesdroppers with radar sensing
capabilities are no less serious a threat.
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5. Conclusions

Covert communication is a wireless security technique that pro-
vides high-level security by concealing the existence of communi-
cation behavior. This work first described the basic concepts of
covert communication and compared it with other security tech-
niques such as encryption and PLS. Then, existing research on cov-
ert communication was described and compared in detail, using
the schemes’ realization domain as a categorization basis. In par-
ticular, a clear time line of technology development was shown,
and the advantages and disadvantages of covert methods in each
domain were summarized and explained. Finally, various applica-
tions of intelligent covert communication in future networks and
the problems it may present were discussed, and potential
research directions were pointed out.
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