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A Wireless Communication Network Intrusion Security Detection
Method Based on Improved Federated Learning

XIONG Lei'
(Hanzhong Vocational and Technical College, Hanzhong, Shaanxi 723002,China)

Abstract: A wireless communication network intrusion security detection method based on improved federated learning
is proposed to address the current security issues in the field of wireless communication networks. Improving the federated
learning framework also includes two parts: local training and server aggregation. Local training is based on attention gated
recurrent unit (AGRU) to train local data and upload it to the server. The server assigns different weights to each client
based on the attention mechanism (AM) and aggregates the weighted model parameters. In the experimental stage, the ef-
fectiveness of the proposed improved federated learning framework was verified through ablation experiments. Compared
with FedAvg and FedNovaka federated learning frameworks, the proposed method has the best overall performance. The
proposed method provides a certain reference for the development of intrusion detection in wireless communication networks
and has broad application prospects.
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