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A Survey on Binary Code Semantic Recovery Technology

SUN Jiajia, LI Zetan, FU Yanhua, ZHU Xiaoya, YIN Xiaokang, YANG Qichao, LIU Shengli
(Information Engineering University, Zhengzhou 450001, China)

Abstract: Binary code semantic recovery technology aims to reconstruct high-level semantic informa-
tion such as functions, variables, and data structures in the absence of source code and debugging in-
formation, to support malicious code understanding, vulnerability localization, and software component
identification. Due to symbol stripping, compiler optimizations, and cross-platform differences, there
coexist problems of information loss and morphological perturbation between high-level semantics and
low-level implementations, leading to sparse information, heterogeneous representations, and difficul-
ties in characterizing global dependencies. Representative studies are systematically reviewed in this
paper. The existing methods are categorized into 3 paradigms, which include heuristic rule matching,
deep learning discriminative inference, and large language model-driven generative recovery, and their
evolution is traced. The development trends of mainstream datasets and evaluation metrics are further
summarized. Finally, the real challenges faced by research in this field are analyzed and future re-
search directions are anticipated.
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