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Abstract

Deep learning ( DL) exhibits great potential in addressing the nonconvex optimization challenges for secure
precoding in multiple-input multiple-output ( MIMO ) communication systems. However, existing studies rarely
consider the internal eavesdropping threat where legitimate users may intercept confidential messages intended for
other users. To fill this gap, a mixed secure autoprecoder ( MSAP) approach is proposed for two-user MIMO
broadcast channels with confidential messages. The MSAP jointly designs a data-driven autoencoder ( AE) and a
model-driven zero-forcing (ZF) constraint to optimize the transmitter and receivers simultaneously, ensuring that
each user’s signal is nulled at the unintended receiver to guarantee confidentiality. Extensive simulation results
demonstrate that the MSAP achieves stronger security against legitimate eavesdroppers and lower symbol error rate

(SER) for reliable transmission, and outperforms existing schemes.

Keywords multiple-input multiple-output (MIMO) broadcast channel, physical layer security, autoencoder ( AE), zero-forcing ( ZF ), confidential

messages

applicability. Introducing DL can significantly improve

1 Introduction the latency introduced by high-dimensional spatial

calculation with offline pretraining®

MIMO is a multi-antenna technology that employs
multiple antennas at both the transmitter and the
Compared with single-input single-output

MIMO
[

recelver.
( SISO )

independent data streams

systems, transmits  multiple
In MIMO communication

optimization  problems associated  with

exhibit

complexity  of

systems,
precoding  often nonconvexity >, The

computational traditional  iterative
methods increases with the number of antennas and

users significantly. This increase limits their practical
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Recently, a DL-based transmission architecture
named AE has shown great potential for end-to-end
encoding and decoding. This architecture avoids
complex optimization procedures™>'. Tts main advantage
is independence from specific input distributions and
channel models. It also enables joint optimization of
the transmitter and receiver in a data-driven
manner ®*/. In Ref. [6], AE is first applied to the
design of a MIMO spatial multiplexing communication
system. In Ref. [7], an AE architecture incorporating
singular value decomposition ( SVD) 1is proposed to
improve AE performance in MIMO systems. Moreover,
an AE for the MIMO broadcast channel ( AE-BC) is

proposed in Ref. [8]. The results verify that AE-BC
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provides a low-complexity solution with satisfactory
performance.

Although AE simplifies the design of communication
systems, it also faces security challenges inherent in
communication. Wireless

traditional wireless

communications are inherently open. As a result,
sensitive information may be eavesdropped during

. . [9-10
transmission ' To

resist eavesdropping risk,
secure transceivers based on AE are studied in
Refs. [11 -12]. For the SISO Gaussian wiretap
channel, an AE-based method is
Ref. [11]. This method

clustering the transmitter constellation and misleading

proposed in
enhances security by

symbol detection at external eavesdroppers. In
Ref. [12], an adversarial learning ( AL )-enhanced
AE is proposed. This approach protects information
security against attacks from external eavesdroppers.
However, the above studies only consider external
eavesdroppers and cannot deal with the threats of
legitimate  receiver  eavesdropping.  Specifically,
eavesdroppers are not always illegal entities outside the
communication system. Instead, a legitimate receiver
of a message may act as an eavesdropper for other
messagesm] . MIMO

confidential messages is studied as a special secure
[14]

broadcast channel with

scenario without external eavesdroppers Due to
competition among legitimate users, the precoder
design faces additional constraints and challenges.

In this paper, MSAP approach was proposed for two-
user MIMO broadcast channels. The goal is to protect
confidential receiver

messages from legitimate

eavesdropping. Simulation results demonstrate that
MSAP outperforms existing AE-based methods in terms
of security. This improvement is reflected by a lower
eavesdropping success rate at unintended receivers. In

MSAP

interference, which further decreases the SERs of

addition,, effectively  reduces inter-user
intended receivers. Contributions are summarized as
follows.

1) Sequential integration of neural networks (NNs)
and ZF techniques is performed to develop secure
precoders. The strong nonlinear fitting capability and
trainable nature of NNs are exploited for adaptive

precoding optimization, while ZF is employed to

eliminate information leakage and avoid competitive
interference between users.

2) Independent power constraints are set for each
user’s confidential message to avoid information
leakage.

3) Considering the coupling between modulation and
precoding in multi-antenna transceivers, an end-to-end
learning approach is adopted to jointly optimize both
transmitter and receivers, thereby reducing the SERs at

the intended receivers.
2 System model

Consider a two-user MIMO broadcast channel with

13-14]

confidential messages'" , where a single transmitter

simultaneously serves two receivers, as shown in Fig. 1.

—> Tx

X X

=

Fig.1 System model of the two-user MIMO broadcast

channel with confidential messages

The transmitter, receiver 1, and receiver 2 are
represented by Tx, Rx,, and Rx,, respectively, and
are equipped with n,,n,, and n, antennas, where n,=
n, + n,. The Tx sends two confidential messages W,
and W, to Rx, and Rx,, respectively. Message W, =
(W Wy e .. ,wy),i€ {1,2} consists of J elements,
where the jth element w; is chosen from the set w, =
{1,2,...,2"%}, where R, denotes the length of the
message W,. Each receiver Rx; can only decode the
corresponding confidential message W,, but cannot
decode other messages. To prevent the risk of message
eavesdropping between receivers, the Tx maps the
confidential message W, into the transmission signal
X € C"' by the method of physical layer security. And
X e C"*' is subject to a total transmit power constraint
P, where P, is the maximum transmit power. To truly
reflect the channel scattering characteristics and be
close to the actual propagation environment, the Saleh-
Let define

H e C"*" and H, € C"™*" as the complex channel

Valenzuela channel model is utilized'"’.
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matrices from Tx to Rx, and Rx,, respectively, which
can be written as

N

pi

nn; )
H; = ]TZ ai,lai(goi,[)afl(ai,l); r=1,2 (1)
pi 1

-1
where N is the number of propagation path from Tx to
the Rx;. «,,,¢,,, and 6, , are the channel gain, angle-
of-arrival ( AoA ), and angle-of-departure ( AoD) of
the [th path, respectively. When configured as the
uniform linear array ( ULA ), the response vector
a(0,,) and a,(¢,,) of the antenna array at the

. . 15
receivers and transmitter can be expressed as' "’

1 Prdsin g P (n-Dsing;, | "
_ A Yl _]/‘l n‘ s Yl
a(0,,) = /7n 1,e Moo e : ;
t

i=1.2 (2)
ale) = L e ]
=12 (3)

where A is the wavelength and d is the space between

adjacent antennas.

|

|
w u s

1} Modulation | Secure precoder | 1 Power-
Vi FCNN constrained

Secure precoder
P Power-

W u s
M—i FCNN J’constrained

The confidential messages of two users are
transmitted in the same time slot, and both the
transmitter and the receivers have instantaneous
channel state information (CSI). The received signals
Y, eC"*" and Y, € C"2*' at Rx, and Rx, are denoted
as

Y, =H X +z,

(4)
Y,=H,X +2z,

where z. ~ N (0, 07), i = 1,2 is additive white

Gaussian noise (AWGN), o7 is the power of noise.
3 MSAP design
3.1 Architecture of the MSAP

In this section, secure precoders are designed, and
the end-to-end learning framework is adopted to
optimize the whole system. The architecture of the

MSAP is shown in Fig. 2.

l{x1 |
P W
Decoder |—>| Softmax |—1>| arg max : ;
|
777777777 Ry, 0
W,

L

Fig.2 MSAP architecture under the two-user MIMO broadcast channels

1) Network input

The Tx sends a message W, of R, bits and a message
W, of R, bits to Rx, and Rx,, respectively. In addition
to the messages to be transmitted, channel
characteristic sequences v, and v, are added to the
inputs of the transmitter and receivers to facilitate the
networks to efficiently precode and decode. The
channel characteristic sequences are defined as
v =V([HH; ])
v, =V([HH])
where V( +) denotes the vectorization of the matrix,
H e C"*™™" and H} e C"*™™" are the null

spaces of H, and H,, respectively.

(5)

2) Transmitter design
Two modulation modules are constructed using fully

connected neural networks ( FCNNs). The modulated

signal u, € C’*' can be expressed as a function of the

confidential message.
u, = Mi ( Wi ) (6 )

where M, ( +) represents the ith modulation function,
which is composed of an E-layer NN.

w,=Fy (Fy ' (. Fy (W) (7)
where F, (x) =0, (K x +bj, ) represents the NN
calculation process at the eth layer of M;(+). o3, (+),
K;, , and b), are the activation function, the weights,
and the bias of each layer of M,( +), respectively.

To ensure that the messages received by intended
receivers remain confidential and are indecipherable to
unintended receivers, two secure precoders are
developed using FCNNs and ZF. Precoded signals s, €

C"*" and s, € C"*' can be denoted as
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$y =H2LP1 (u,,v,)
P :HlLP2<u2 V)
where P, (+) and P,(+) are G-layer precoding NNs.

u, and v, are input to the precoding NNs in

i

(8)

concatenated form.

The FCNNs have the characteristic of unbounded
output, they cannot directly control the power output of
the transmitter. Therefore, power constraint layers are
designed to ensure that the signal power output by the
transmitter meets the constraint conditions. To achieve
the independent transmission of messages, a power
split factor y € [0,1] is introduced to independently
allocate yP, and (1 —7) P, to the confidential messages
of the two receivers. And the precoded signals s, and
s, are adjusted through power limiting factors B8, and 3,
to achieve power control. The power limiting factors B,

and B, are defined as

_min(/yP, Is, 1)
B = s, |

8 :min( J((1=y)P,, s, 1)

: s, |

(9)

The final output of the transmitter is given by

min( ./yP,,1s, 1)

X=,81s1 +:82s2: |s. | :
1
min( /(1 -y)P,,Is,1) (10)
s, | .

where the power of signals B8,s, and B,s, are limited to
vP,and (1 —vy)P,, respectively, while the output X
satisfies the constraint of P,.
Applying Eq. (9) to Eq. (3), the signals at the
two receivers Y, and Y, can be expressed as
Y, =H X+z, =H,(B,H; P,(u,,v,) +B,H; -
P,(u,,v,)) +z, =B H H; P, (M,(W,) ,v,) +z,
Y,=H,X +z, =H,(B,H; P,(u,,v,) +B,H; -
P (u,,v,)) +z, =B,H,H; P,(M,(W,) ,v,) +2,
(11)
where the received signals Y, and Y, do not contain any
unintended message components. The transmitter
design satisfies the strict requirements of confidential
transmission.
3) Receiver design

Decoders D, and D, are responsible for decoding the

received signals Y, and Y,, respectively. D, and D,
are constructed by (Q-layer, which take the received
signals Y, and Y, and the channel feature sequences v,
and v, as inputs. They are fed into the decoders in a
concatenated form. The decoded signal d, can be
expressed as

d=F5 (F)7' (... Fy(Y,v)) (12)
where I}, (x) =0}, (Kjx +bj),q=1,2,...,0,
represents the NN calculation process at the gth layer

of D,. Kj, and bj, are the weights and the bias at each

layer of D,, respectively. o ( -) represents the
Next,
function maps the outputs of the decoders to probability
matrices I;1 e R and I;2 e R set k as the

index of a symbol in set w,, the element in the jth row

activation function. the softmax activation

and kth column of the probability matrix represents the
probability that the jth transmitted symbol is received
as the kth symbol.

4) Loss function

In MSAP, each receiver needs to decode and
The whole loss

function is L = L, + L,, where L, and L, are the loss

estimate the transmitted messages.

functions at Rx, and Rx,, respectively. In order to
correctly decode the corresponding message, cross-

entropy (CE) is adopted to train the networks.

1 J 2R R
L = - Z kzl P, InP,, (13)
by len

where i € {1,2} represents the ith receiver, P, e
10,1} is the element located at the jth row and the kth
column of the one-hot encoding matrix P" e R"**" for
the confidential message W,. For example, P, , =1
when k =w; € w;, and P, ;, =0 otherwise. Similarly,

N i,j,k
P,;, is the element located at the jth row and kth
column of the received probability matrices P, e R**"
at the Rx;. The loss is minimized through end-to-end

which SERs

transmission.

training, reduces the of message

3.2 Training procedure of the MSAP

First, channel matrices are randomly generated using
Eq. (1). In the training process, the channel layers
are the non-trainable layers between the Tx and the
Rx;. The channel matrices H, and H, serve as the
weights of the channel layers of Rx, and Rx,,

respectively. The transmitter is responsible for mapping
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the confidential messages W, and channel characteristic
sequences v; into the transmitted signal X. After the
signal passes through the channel layers, Gaussian
white noises with power of o} and o7 are added at the
two receivers. The sub-networks of the transmitter and
receivers are trained simultaneously. Each training
epoch covers all possible channel matrices, allowing
MSAP to adapt to any channel. Finally, when the
SERs for both receivers stabilize and stop decreasing,
it indicates that convergence of the NNs has been

achieved.
3.3 Computational complexity comparison

The online computational complexity of MSAP is
analyzed and compared with that of AE-BC'®'. The
computational complexity of the MSAP transmitter
For the
modulator and precoder of W,, let Ty,, and Tpi,g

comes from the modulator and precoder.

represent the number of neurons in the eth layer and
gth layer, respectively. As for the modulator, the

computational complexity of the W, modulator can be

E-1
expressed as CMi =0 (']TMi,l + 2 TMM, Tw['“l )
e=1

Computing the null space of a matrix of size n; X n,

16]

requires 4n’(3n, —n,) flops''®’. As for the precoder,

the computational complexity of the W, precoder can be

expressed as C, =0 ((Zni(n‘ -ny_) +2)T,  +
62

Z Ty, Ty, +2(n —ny_ )Ty ., +4n;_, (3n, -
g:l 8 g+ G-

n, ;) +n (n —-ns_;) ) Then, the computational

complexity of the transmitter can be expressed as C, =

2
z (CMi + CP,-)' Let T, / be the number of neurons in
i=1 o
the gth layer of the ith receiver. The computational
complexity of the ith receiver is C, = 0 ((Zni(nl -
0-2
ny_) +20) T, o+ 2 T, T,
: “~

iq g+l + ZRi‘]TDi,()fl )
From the analysis above, it can be seen that increasing
the number of neurons will bring significant overhead.
The MSAP approach eliminates user interference using
the ZF, which in turn decreases the NN scale
requirement. Since the number of neurons is quadratic

to the computation, MSAP using small-scale NNs

requires much less computation than AE-BC using
large-scale NNs. When the number of antennas is
relatively small, the computation increase from the ZF

is negligible. It can be concluded that the MSAP

approach has computational advantages.
4 Simulation result
4.1 Simulation parameters of the system

To simulate and evaluate the MSAP approach, a
MIMO broadcast system with n, = n, = n, is
constructed. To avoid overly large training datasets,
one symbol is transmitted from Tx to each receiver, i.
e., J=1. Each symbol contains 3 bit of data, i.e. ,
R, = R, =3. The maximum transmit power is set to
P =2 W. Assume that the space between antenna
units in ULA is equivalent to half of the wavelength.
The channel gain distribution for the /th propagation
path at Rx; is defined as «;, € N(0.5+0.5j,1). For
each propagation path, the AoD and AoA at Rx; are
uniformly distributed as 6,, € U( -40°,40°) ,¢,, €
U( -40°,40°), where i € {1,2}.

H, and H, are not significantly correlated with each

And assume that

other. Each modulation consists of a four-layer NN,
E =4. Each precoder consists of a five-layer NN, G =
5. Each decoder consists of a five-layer NN, Q =5.
The NN parameters used in each module of MSAP are
shown in Table 1. The rectified linear unit (ReLU) is
adopted as the activation function of the hidden layers.
Furthermore, intelligent eavesdroppers mentioned in
Ref. [12] are deployed at the Rx, and Rx, to simulate
real-world

potential  eavesdropping behaviors in

scenarios.

Table 1 NN parameters in MSAP

NN Hidden layer Output layer
M, () 128,128 ,64 2]
M, () 128,128,64 2]

Pi(+) 256,256,128,64 2(n,—n,)
Py(+) 256,256,128,64 2(n, -n,)
D,  256,256,128,64 21 ]
D,  256,256,128,64 ey

The security of confidential message transmission is
SERs of these

eavesdroppers. During both the training and testing

measured by evaluating the
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phases, over 10 000 pairs of distinct channels are

generated.
4.2 Evaluation of security and reliability

Fig. 3 shows the SER of the intended and
unintended receivers using different methods and two
antenna configurations with the power split factor y =

0.5 and the propagation path number N, =N, =1.

10
£

Unintended %9 —a——

receiver (.8
[

102t Intended receiver
12
E 1073 ¢
17
<[ O AE-BC nz4.n=2 o,
AE-BC, II,(:(), n,r=3
10561 —&—MSAP, n=4,n=2
—a— MSAP, n‘=(1, n,r=3
10—6 L 1 L 1 1 1 1 I
0 2 4 6 8 10 12 14 16
SNR/dB
Fig.3 SER vs. SNR for MSAP and AE-BC with
N,,l = N,;z =1

Fig. 4 shows the SER of the intended and

unintended receivers with different propagation path

numbers.
10°
-
Unintended
10 receiver
[ Intended receiver
102 ¢
oo
=
17
107 F
-0~ AE-BC, N =4, N =15
AE-BC, N =6, N =3
107 —=—MSAP, N =4, N =1
—A—MSAP, N =6, N =3
10—5 1 L 1 L 1 1 1 ]

0 2 4 6 8 10 12 14 16
SNR/dB
Fig.4 SER vs. SNR for MSAP and AE-BC with
n,=4 and n, =2

From Figs.3 -4, the results indicate that the MSAP
performs better than the AE-BC across various system
conditions, with performance improvements increasing
as the signal-to-noise ratio (SNR) rises. Specifically,
when n, =4, n,=2, and SNR is 12 dB, message
transmission SER reduces by 78% for intended
receivers, while the eavesdropping success rate drops
by 11% relative to the benchmark results. This
MSAP

information leakage and reduces mutual interference

improvement is because the eliminates

between users. With the expansion of channel
matrices, the processing capability of the AE-BC NN is
insufficient to cope with increasingly complex channel
environments, resulting in its performance in terms of
security and reliability being inferior to when n, =4 and
n,=2. In addition, due to the greater computational
complexity of multi-path channels, the performance of
both methods declines, the MSAP is still better than
the AE-BC benchmark. The MSAP wuses ZF to
eliminate interference, enabling the NNs to avoid
dealing with user interference. Thus, it still maintains
high security and reliability.

Fig. 5 shows the SER of the confidential messages
W, and W, decoded at the intended and unintended
receivers versus the power split factor y when n, =4,
n, =2, and SNR is 8 dB. It is obvious that the SER of
the intended receiver of W, decreases monotonically as
v increases. The SER of the intended receiver of W,
increases monotonically as 7y increases. As expected,
allocating more power to the confidential message
increases its relative SNR, which in turn enhances

transmission accuracy.

100”
107!
102
[a=}
=
173}
10*3 |-
-#-Rx, decodes W,
-8-Rx, decodes W,
104 Rx, decodes W,
Rx, decodes W/
R f 8- Average SER
‘10*3 1 L L — J
0.2 04 0.6 0.8 1.0
Y
Fig.5 SER vs. y for MSAP
To further explore the reasons behind the

performance improvements of the MSAP, Fig. 6 shows
the constellations of the confidential message received
by the intended and unintended receivers. The results
show that the MSAP makes the signals received by the
unintended receivers contain only noise without any
information, which renders the confidential messages
indecipherable. As Figs. 6 (a) and 6 (c¢) show,
MSAP makes more efficient use of the limited
constellation space than the benchmark, further
improving communication reliability. As a result, after

end-to-end joint optimization, the performance of the
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MSAP is better than the benchmark.

4 4
) 2 ) 2
£ o0 £ 0 ®
2 2
3 3
o -2 <2
1 1 L ] 1 1 L 1
-4 -2 0 2 4 -4 -2 0 2 4
In-phase In-phase
(a) Intended recerver via (b) Unintended recerver via
MSAP MASP
4
E £ 0 .
g g
3 E
<& <2
-4 -2 0 2 4 -4 =2 0 2 4
In-phase In-phase

(d) Unintended recerver via

AE-BC

(c) Intended recerver via

AE-BC

Fig.6 Constellations of confidential messages with

n,=4 and n, =2

5 Conclusions

To protect confidential messages from legitimate

receiver eavesdropping, a secure autoprecoder
approach called MSAP is proposed for two-user MIMO
broadcast channels with confidential messages.
Specifically, MSAP uses NNs and ZF to build secure
precoders, which significantly improves the security of
confidential message transmission. End-to-end learning
is used to jointly optimize the NNs of the transmitter
and receivers to ensure the reliability of message
transmission. Simulation results show that, when there
are 4 transmitting antennas, 2 receiving antennas and
SNR of 12 dB, MSAP outperforms the AE-BC method.
It cuts the SER of normal message transmission by
78% . Meanwhile, the eavesdropping success rate falls

by 11% .
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