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Blockchain and searchable encrypted UAV communication
data sharing scheme
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Abstract: Aiming at the problems of privacy leakage, data tampering, difficult access control and
low ciphertext retrieval efficiency existing in the storage, sharing and access of low-altitude un-
manned aerial vehicle (UAV) communication data, a UAV communication data sharing scheme
integrating blockchain and searchable encryption is proposed. The scheme adopts a dual-chain ar-
chitecture combining consortium blockchain and edge private blockchain, and constructs an on-
chain index and off-chain ciphertext storage mode, which supports cross-domain data sharing
while taking data privacy protection into account. Ground access stations are responsible for data
collection, encryption and index generation. The edge private blockchain records ciphertext ha-
shes and keyword indexes, while the consortium blockchain maintains user pseudonyms and
shared indexes. An anonymous index construction mechanism is designed to realize user identity
anonymity and unlinkability of data records. Finally, combined with proxy re-encryption and
searchable encryption technologies, a lightweight re-encryption mechanism is proposed to realize

flexible authorized access and efficient ciphertext retrieval without decrypting original data. Secu-
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rity analysis demonstrates that the scheme satisfies indistinguishability under chosen ciphertext

attack, and can guarantee user identity anonymity, unlinkability of data records and the security

of the entire data sharing process. Experimental results show that the time consumption of en-

cryption, re-encryption and decryption of the proposed scheme is 16. 0 ms, 5.0 ms and 6. 0 ms re-

spectively. Compared with similar schemes, the re-encryption efficiency is improved by up to ap-

proximately 78.3%. The proposed scheme can satisfy the real-time sharing requirement while en-

suring the full-process security of low-altitude UAV communication data.

Keywords: low-altitude unmanned aerial vehicle networks; communication data sharing; block-

chain; searchable encryption; privacy protection
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