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Security Control for Uncertain Networked
Control Systems under DoS Attacks and
Fading Channels
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Abstract: This paper characterizes the joint effects of plant uncertainty, Denial-of-Service (DoS)

attacks, and fading channel on the stabilization problem of networked control systems (NCSs). It is

assumed that the controller remotely controls the plant and the control input is transmitted over a

fading channel. Meanwhile, considering the sustained attack cycle and frequency of DoS attacks are

random, the packet-loss caused by DoS attacks is modelled by a Markov process. The sampled-data

NCS is transformed into a stochastic form with Markov jump and uncertain parameter. Then,

based on Lyapunov functional method, linear matrix inequality (LMI)-based sufficient conditions

are presented to ensure the stability of uncertain NCSs. The main contribution of this article lies in

the construction of NCSs based on DoS attacks into Markov jump system (MJS) and the joint con-

sideration of fading channel and plant uncertainty.

Keywords: networked control systems; Denial-of-Service (DoS) attacks; uncertainty; fading chan-
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1 Introduction

Owing to advantages in networked control sys-
tems (NCSs), in which physical elements com-
municate via networks, contributing to the effi-
ciency of control data transmission in industrial
control systems, an increasing emphasis has been
witnessed on NCSs in recent years [1-5]. How-
ever, attacks to communication networks have
become prevalent over the last decade. Note that

the results of a successful attack on NCSs can be
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more damaging because control systems are at
the core of many industrial infrastructures. As a
result, enhancing the resilience to cyber attacks is
an important issue and security issues in NCSs
have been investigated from different viewpoints.

This paper is concerned with Denial-of-Ser-
vice (DoS) attacks. DoS attacks aim to cause
system packet-loss by malicious attackers send-
ing useless data to occupy the communication
channels, which has a high potential to damage
system safety performance. Recent results such
as [6-9] focus on the system safety performance
under DoS attacks. The common characteristic of
these related works is to explore admissible
defensive control laws to stabilize system or opti-
mize the index function. For example, the
authors of [6] have determined suitable schedul-
ing of the transmission times of NCSs controllers
for input-to-state stability (ISS) under deter-
mined DoS attacks frequency and duration. In
[7], a game optimization strategy is introduced
for the resilient control problem of NCSs under
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DoS attacks. The maximum threshold of DoS
attacks frequency and duration for state feed-
back stabilization have been recently studied in
8]

Due to various random variations in struc-
tures and parameters, Markov jump systems
(MJSs) [10-13] model is introduced in the con-
trol and verification community. In [10], the sta-
bility issues are investigated for MJSs with par-
tially unknown transition probabilities. In recent
years, MJSs have been widely investigated for
NCSs under DoS attacks. The authors of [14]
have incorporated the MJSs in the NCSs and
addressed the resilient control under Markov pro-
cess packet-loss. However, in a practical system,
modeling NCSs into MJSs is difficult and chal-
lenging, which provides the first motivation of
this article.

On the other hand, the insertion of commu-
nication networks with the limited channel
capacity introduces some unavoidable problems
including plant uncertainty and fading channels,
which can degrade the system performance and
even cause instability. These uncertainties have
garnered extra attention in practical systems [15,
16]. However, there are few jobs that consider the
joint effects of DoS attacks, fading channels and
uncertainty in NCSs, which provides the second
motivation.

In this paper, we consider an uncertain NCS
in which the control data is sent through a fad-
ing channel, and DoS attacks are launched to
cause packet-loss between the controller and
actuator. The main contributions of the paper
can be summarized as:

1) Due to the DoS attacks frequency and
period are random, the packet-loss under DoS
attacks are characterized as a Markov process.
Following the analysis of the joint impact of the
DoS attacks, fading channel and plant uncer-
tainty, a novel uncertain MJS with unstable sub-
systems is constructed on the basis of the NCS.

2) By use of the proposed MJS model, sta-
bility criteria are established for the system by
linear

Lyapunov functional, and employing

matrix inequality (LMI) to establish standards
for determining state feedback gains and
unknown variables.

Notation Throughout the paper, ©® denotes
the Hadamard product. He(A) represents the
sum of A and A’. A,,(A) denotes the minimum
eigenvalue of matrix A. R™ represents the n-

dimensional Euclidean space.

2 Problem Statement

In this paper, we investigate an uncertain NCS
under DoS attacks and fading channels as shown
in Fig. 1.

Fig. 1  Uncertain NCS under DoS attacks and fading channel

A remote decision-maker controls the under-

lying sampled-data dynamic system
z(t) = Az(t) + Bu(t) (D

where z(t) € R* and wu(t) € R™ represent the
state and the control input vector. In this model,
we consider the following setup:

1) the sensor periodically samples the state
signal with a constant sampling period 7" > 0;

2) there is an attacker between controller
and actuator, and ¢, denotes that there is k-con-
tinuous control data loss as a result of the DoS
attacks. A control data loss example can be seen
in Fig. 2;

3) the control signal transmitted to the
actuator is generated random decay, which
implies that the signal is transmitted by the fad-
ing channel. Meanwhile that is modeled as
u(k) = A(k)K., x(k), where the random matrix
A(k) represents the channel fading;

4) an uncertain parameter AA exists in the
integrated sampled-data system.

Based on the given setup, the overall uncer-
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Fig. 2 Control signal transmission under DoS attacks

tain NCS can be characterized as the following
MJS

x(k+1)=(A. +AA+B. Ak)K, )x(k) (2)
where A, = e+ B = fO(E””T e4” Bdr. Sup-

fixed
S =1{1,2,---,m}. In reality, ¢, is the jump signal

pose ¢, takes wvalue in a space
that determines the working order of Markov
subsystems while fitting the transition probabili-

ties listed below

Prle,n =jlec =il =w 3

where w;; >0,> " w,; =1. Besides, we assume
that AA is norm constrained and it can be
expressed as AA = HF(k)E,, in which F(k) is a
time-varying matrix function satisfying F(k)’
F(k) <I,Vk >0 (see [17] for details). On the
other hand, we assume that A(k) is a random
diagonal matrix consisting of mutually indepen-

dent white noise
A(k) = diag{& (k), & (k), -, & (k)}
where
p: = E[E(k)], 00, = B[(&(K) — p) (& (k) — py)]
Particularly, o, = 0 for i # j.

4

The objective of this paper is to explore suf-
ficient conditions to guarantee the stabilization of
NCS (2) under DoS attacks and fading channel.

Before proceeding further, we state the fol-
lowing definition and one useful lemma.

Definition 1 [13] System (2) is stochasti-
cally stable, if for any initial x, and ¢, € S, the

sampled-data state x(k) satisfies

ZE(H x(k) | o, &0 |I?) < 00 (5
k=0

Lemma 1 [17] Given a symmetric matrix A
and matrices A,, A, with appropriate dimension,
then A+ He(A, F(k)A,) <0 for all F(k) satisfy-
ing F'(k)F(k) <I, if and only if a scalar £ >0
exists such that the following inequality holds

A+cA A +:7AA, <0

3 Main Results

In this section, we are concerned with security
control for uncertain NCSs under DoS attacks
and fading channels. By constructing an inge-
nious Lyapunov function, we propose sufficient
conditions to guarantee the stabilization with
entirely known or partly unknown transition

probabilities.

3.1 Stabilization with Entirely Known Transi-
tion Probabilities

First, we consider the case where the transition

probabilities are entirely known a priori. Define

transition probability matrix W, = [w,;],i,j € S

satisfying
Wi Wiz W1
Wz  Wae Wa,
w,=| . . } (6)
w,,, W w

m2 mm

Now, we are in the position to propose the

following results.
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Theorem 1 NCS (2) is stochastically stable
under entirely known transition probabilities, if
there exist positive definite symmetric matrices
P, >0,P,>0,Yic S, such that the following
matrix inequality holds

(A, +AA+BQK,) > w,P(A + AA+

j=1

B.QK,)+ K/B> w,P,BK, <P, @)

Proof Consider the following Lyapunov func-
tional for system (2)
V(x(k)) = x'(k)P., x(k) (8
Set e, = ¢ and denote that Q = diag{ s, s, - - -
N =[0,l]ij=1.2... n- 1t follows that
EV(z(k +1))le. =] = V(x(k)) =

NS

' (k) {(A,i +AA+ B.QK)) zm: w,, P, x

(A, + AA+ B.QK,)+ K'(N © B/
> w,P,B)K, - Pl}m(k) 9
Define
B, = [bLJ]7bL = \/Jii(blivbzia T
Bi = dlag{b17 b2) e 7bn}
151‘ :diag{Pjapj"" 7PJ}

) bni)’

We get that

K/ (N © B; wa‘lDJBl)K = K|B; ZquBKz

Then, we can rewrite the Eq.(9) as follows
E[V(x(k+1))le. = i] = V(x(k)) =

o' (k)[(A, + AA + B.QK)) i W, X

=1

P(A, +AA+BQK, + K B/x

sz‘jijz‘Ki — Plx(k) =

j=1

' (k)L,z(k) (100
where L, = (A, +AA+ B,QK,) o w,;; P;(A,+
AA+BQK,)+K/BY" w,P,BK,—P.

Since AA is norm constrained, it follows
that 8 = \,.(L;) exists for the case where L, < 0.

Therefore,
EV(z(k+1))] = V(x(k)) < —pz'(k)z(k) =
— Bl (k) [I*) (I
Such that the following inequality holds
- . E[V(x,
S Ell @) |z, ] < SN < oo

From the argument above, it suffices to
show that condition (7) satisfies Definition 1,
and thus the proof is completed. Next, based on
Theorem 1, the state feedback gains and uncer-
tain parameter are provided to guarantee the sta-
bility in the following result.

Theorem 2 NCS (2) is stochastically stable
under entirely known transition probabilities, if
there exist positive define symmetric matrices
X, >0,X,>0andY; > 0,Vi € S and scalar p > 0,
such that

T,
T,

; * *
* *

Y., *

0 T

[

1 4

<0 (12

-
)
-

OOB*

T,

T = [Vwi(AX, +BQY), -,
Vi, (A X + B.QY,)]
» = [Vwa(BY,), -, Jw,.(BY)]
Y. =[(E.X.), -, (E.X,)T
Y, = diag{— X, + pw, HH',-- -,
- X, +pw,, HH'}
Y, = diag{ - X,,---,—X,.}
Y, = diag{—pl,--- , —pl}

=

The state feedback controller gains can be
obtained as K, =Y, X' Vi€ S.

Proof According to LMI, Eq.(7) can be
changed into the following equivalent inequality

2, + £2, < 0, where

—-P, * *
N, = l 02, 2, * ‘|
912 0 914
0 0 O 0 0 O
{2, = He 0 £, 0 ] F(t) £2,, 00
0 0 0 0 0 0
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2, = [Jw.(P(A, + B.QK))), -,
VWin (P (A; + B.QK, ))]
0, =[Jw,(PBK,), -,
T (P.B.K,)
., =diag{—P,,---,—P,}
Q,, = diag{—-P,,--- ,—P,}
02, =diag{y/w,PH,--,\/u,,P,H}
2, = [E;’ T 7E;]’

Since uncertain information may not be
measurable, we can deflate the uncertainty to the
category of constant matric. From Lemma 1, we
obtain 2, + £2, <0 holds if and only if there

exists a scalar p > 0, such that

~P.4+p'SE/'E,  x %
= <0
2, 2,+J x
012 0 914

(13
where
J = diag{pw,,(P,H)(P,H)',
Next, pre-and-post multiplying both sides of
Eq.(13) with
diag{P:1>P1_1 : Pm’P ! "'aP,;l}
and its transpose. Letting X, =P ' X, = P!
and Y; = K, X,, we have

X, +pX.S E/E.X, +

= <0
Y., Y., *
Y., 0 Yy

According to LMI, we can obtain condition
(12). The proof is completed.

In this part, the transition probabilities in
stochastic jumping process determine the system
behaviors, and usually, they are assumed to be
completely accessible a priori. Generally, under
the entirely known transition probabilities, the
system performance and ultimate safety are eas-
ier to be guaranteed than that with partly unkno-
wn transition probabilities. However, the likeli-
hood of obtaining the ideal knowledge on all
transition probabilities is actually questionable in
practice. Various efforts have been devoted to
studying the influence of specific malicious att-

acks with partly unknown transition probabilities.

- pw,, (P, H)(P, H)'}

3.2 Stabilization with Partly Unknown Transi-
tion Probabilities

In general, we can not get all of DoS attacks

information, that is the transition probabilities

are partly unknown. To this end, we assume that

transition probability matrix W, = [w,,],i,j € S

is supplied by

Wiy X o Wiy
Wy Wy - X
W=\ . . (14)
X X o W

where y is unknown transition probability. We

denote S =S;US!,, Vie S and

uk?

Si & {j : w, is known for j € S}
St = {j: w,, is unknown for j € S}

Then, we obtain directly that

Zwijzzwij—f' ZwUZI,ViES (15)

JES JES], JESY

Moreover, if Si £ 0, it is further described as
S, = (ny,ny,---,n),1 <p<m,wheren! € S deno-
tes the pth known transition probability for the
i-row of the matrices W,.

Now, we are in the position to propose the
following results.

Theorem 3 NCS (2) is stochastically stable
under partly unknown transition probabilities, if
there exist positive definite symmetric matrices

P >0,P,>0,Vi € S, such that

(A, +AA+ B,QK,)P;(A, + AA+ B,Qx

K)—-P <0,Vjes:, (16)

(A, +AA+BQK)) Y w,P(A +AA+
JES7

B.QK)- Y w,P,<0,Yj€S; (17

jesi
jest

Proof According to Theorem 1, NCS (2) is
stable if condition (7) holds. From Eq. (15), L,

can be reformed into
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—(A,+AA+B.QK,) (Y w,P)(A+
jesﬁ
Z&fi +_131(21K}) +'1<11§; }E: lutrﬁzl§i1<;"
jesi
> w,Pi+ Y w,[(A +AA+ B,x
jest jest,
QK,)P,(A,+ AA+ B,QK,) + K|x
BP,B.K, — P
Since Z]‘esik w,;; >0, it follows that L, <0
under conditions (16) and (17).

completed.

The proof is

Next, based on Theorem 3, the design of
state feedback gains and uncertain parameter are
provided as follows.

Theorem 4 NCS (2) is stochastically stable
under partly unknown transition probabilities, if
there exist positive definite symmetric matrices
X, >0,X,>0andY, > 0,Vi € S and scalars 3 > 0,
n > 0, such that

vz ]<o, Vjies, (18)

13

H[I] i}

Doesi Wi Xk * *
E,, E * * <0,
B 0 Es *
=, 0 0 B
Vjies,; (19
where
[ — -X;
.= | AX.{BQY. -X,+pBHH
= _[BY 0]z _[-X, =«
e = {EX’ 0}“13—[ 0 —51}
=, = [yVwa. (A X, + B,QY,),-
Vi, (A X, + B,QY)))
522 = [W(fo)lv : ) Vwip(BiY;)/]/
En=[(E.X.), - (E. X))
=,, = diag{— X, + nw, HH',- -,
_')(P*_nuhpfiliv}
525 = diag{fxlv ce 77Xp}
E26 = dlag{*nlv ) 7771}

The state feedback controller gains can be
obtained as K, =Y, X', Vi€ S.

Proof Similar to the proof of Theorem 2, by
use of LMI and Lemma 1, Eq.(17) < 0 holds if

and only if there exists a scalar n > 0, such that

v, % *
[ v, WU, x* ] <0 200
v, 0 ¥,
where
@, =-> w,P+n"Y E/E,
J€S7 ]ES’

v, = [M(Ar + B,QK.),
VU (A, + B.QK,)
v, = [\/wi“(liBiKi)/, ,\/@(PpBiK,-)'}'
v, = diag{—P, + nw,,(P.H)(P,H)',
— P, +nw,,(P,H)(P,H)'}
v, = diag{—P,,--- ,—P,}

Next, pre-and-post multiplying both sides of
(20) with diag{P;', P PP Pt

and its transpose. Lettlng X, =P '.X, =P
and Y; = K, X,, we have

S * *
=, =, * ] <0 QD
522 O AS25

where

— Z w, X, + 17 X, ZEEX
jes i=1

According to LMI, we can obtain condition
(19). The proof of condition (18) is similar to
the above that will not be repeated. The proof is
completed.

In this paper, we characterize the joint
effects of plant uncertainty, DoS attacks, and
fading channel on the stabilization problem. In
addition, because the event-triggered mechanism
can effectively reduce the communication load
and avoid the waste of communication resources,
this mechanism has been widely used to study
NCSs with random delays. In the future, T-S
fuzzy model and event trigger will be considered
for improving system performance subject to DoS
attacks, which defines a promising work direc-

tion.

4 Illustrative Example

A linearized model of the uncertain system under
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DoS attacks and fading channels is given by
&(t) = Az(t) + Bu(t), where

-1 0 -05 0 1
A=| 1 -05 0 ,B=10 0
05 0 0 10
Here we describe the plant with the DoS

attacks sequence e, = {1,2,3} and choose sam-

pling period as T = 0.1. Assume that

1 0 19 0
Q:[o 08333}’N_{ 15833
S

0 0 1

1
0
0

cosk 0

F(k) = 0 smk 0

0 cosk

Then we obtain system (2). Let us denote
the initial state x, by x, =[1.6,—-1.2,—-0.4]. The
entirely known and partly unknown transition

probability matrixes are respectively set as
0.3 0.2 0.5 03 x x
W.,=103 05 02 [,W,=| x 05 x
0.1 06 0.3 Y xy 03

(a) System simulation with entirely known
We assume that the
uncertain scalar p =1.2. By solving the LMI in

transition probabilities.

Theorem 2, the controller gains are obtained as

K. — [ —0.0022 0.0019 —0.0133 }
- —-1.3079 —0.3838 —1.0298
_ [ —0.0016 0.0012 —0.0088
K = [ —-0.8625 —0.2650 —0.6899 } 22
K. — [ —0.0013 0.0009 —0.0066 }
7l —0.6460 —0.2027 —0.5357

(b) System simulation with partly unknown
transition probabilities.

We assume that the uncertain scalars
8 =1.3,7=2.3. By solving the LMI in Theorem

4, the controller gains are obtained as

K. - [ —0.0019 0.0020 —0.0134 }
wT L —1.3282 —0.4514  —1.0235
_ [ —0.0015 0.0013 —0.0089
Ko = [ —0.8933 —0.3089 —0.7425 } (23
K .. - [ —0.0012  0.0010 —0.0066 }
vk —0.6587  —0.2229  —0.6093

Without loss of generality, we choose the
Markov subsystem of ¢, = 2 for simulation. Fig. 3

shows an example of packet-loss in the entirely

known transition probabilities. Fig. 4 illustrates
the stable case of Theorem 2 under DoS attacks
with entirely known transition probabilities.
Fig. 5 shows the stable case of Theorem 4 under
DoS attacks with partly unknown transition
probabilities. Through simulation results, we can
see how feasible the obtained sufficient condi-

tions for system stability are.

4

DoS attacks sequence
[\S} w

—_
T

0 5 10 15 20 25 30
Time (s)

Fig. 3 Markov packet-loss under DoS attacks
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Fig. 4  State response under full-information DoS attacks
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Fig. 5 State response under part-information DoS attacks
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5 Conclusion

In the article, we focused on the uncertain NCS
under DoS attacks and fading channels, where
the considered uncertain NCS can be character-
ized as an MJS. Then, by utilizing the Lyapunov
functional method, we obtained sufficient condi-
tions for stability under entirely known and
More-

over, some simple examples have been given to

partly unknown transition probabilities.

illustrate the effectiveness of the proposed results.
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