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Abstract: Network security issues are becoming increasingly prominent, and loT network security urgently
needs further investigations. Traditional IoT intrusion detection methods have weak feature representation
capability for sequence data, and most of the methods based on machine learning and deep learning rely on
complex feature preprocessing techniques and have weak global modeling capability for high-dimensional
sequence data. To address the above problems, we propose a FATIDS-based IoT intrusion detection
method, which achieves end—to—end feature selection and feature extraction through the self-attention

mechanism, dynamically adjusts the attention to sequence features, and improves the global modeling
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capability for high-dimensional sequence features. To solve the imbalance problem faced by IoT intrusion

detection, the Focal Loss is utilized to dynamically scale the model gradient, adaptively reduce the weight

of simple samples, and focus on classes that are difficult to classify. Finally, the performance of the

proposed method is validated on the ToN _IoT and DS20S standard datasets, and the experimental results

show that the proposed method achieves superior detection performance compared to other remarkable

methods, and the impact of important hyperparameters on the performance of the proposed method is also

validated.
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Table 3 Multi—classification performance of FATIDS

on ToN_IoT dataset %
KON REE MERE R HIR I
normal — 99.98 100.00 99.99
DDoS — 98.80 98.51 98.65
DoS — 98.92 97.91 98.41
Injection — 96.22 98.85 97.51
MITM — 83.14 73.71 78.14
Password — 98.86 98.88 98.87
Ransomware — 100.00 100.00 100.00
Scanning — 99.34 98.35 98.84
XSS — 99.86 99.76 99.81
Backdoor — 100.00 99.95 99.97
FHE 99.60 97.51 96.59 97.02
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B2 0. 23 %%, 6 T 2550 R R o JHL Al B A S 50 T R A
BB, Hd 5 95 0 Password T 28 8 R AR
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i i A B G0 M B AS A [T 4 i 288 S0 AL Y i
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Fig.3 Experimental results of FATIDS for multi-

classification on ToN_IoT dataset
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Table 4 Multi—classification performance of FATIDS

on DS20S dataset %

0 L P MR RisR HER F %
normal — 99.45  100.00 99.72
scan — 100.00  100.00 100.00
malitiousOperation — 100.00  100.00 100.00
DoSattack — 100.00 66.20 79.66
spying — 100.00  100.00 100.00
dataProbing — 100.00  100.00 100.00
wrongSetUp — 100.00  100.00 100.00
malitiousControl — 100.00  100.00 100.00
PRI 99.47  99.93  95.77 97.42
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Fig.4 Experimental results of FATIDS for multi-
classification on DS20S dataset
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Table 5 Comparative experimental results of IoT intru-

sion detection models on ToN_IoT dataset %
IDS R R BRE F 0%
ExtraTrees-1IDS — 56.42 85.24 67.90
E-GraphSAGE — 82.79 81.82 82.30
LSTM 92.70 76.49 76.00 75.97
GRU-FCN 96.17 88.30 86.57 87.30
ResNet 97.67 91.60 91.04 91.29
XCM 96.05 87.68 83.96 85.02
TST 97.90 92.39 93.18 92.76
GMS-IDS 98.16 96.86 94.83 95.70
FATIDS 99.60 97.51 96.59 97.02

R 6 MEMANEKMZEETE DS20S HIEEMN

X bb SR 6 45 SR
Table 6 Comparative experimental results of IoT intru-
sion detection models on DS20S dataset %
DS WERR ORHE AR F A
LR 98.30 45.82 27.75 31.56
SVM 98.20 44.50 24.12 27.71
ANN 99.40 99.22 95.63 97.03
DRL 98.96 63.00 76.00 67.00
DRL with GAN 99.02 67.00 86.00 72.00
LSTM 99.22 88.35 92.64 89.47
HDRaNN 98.56 89.01 89.74 89.27
TCN 99.22 88.35 92.64 89.47
TST 99.43 99.91 92.18 95.31

FATIDS 99.47 99.93 95.77 97.42
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Fig. 5 Hyperparameter experimental results of FATIDS on the ToN_IoT dataset
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Fig. 6 Hyperparameter experimental results of FATIDS on the DS20S dataset
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