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Design and Implementation of Automatic Detection Platform
for Network Abnormal Traffic Based on Expert Experience
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Abstract: With the increasing scale of network traffic, more and more abnormal traffic is generated. Traditional rule-
based abnormal traffic detection is not ideal, and manual analysis by experts will consume a lot of time and high labor costs.
Therefore, this paper designs and implements an automatic detection platform for network abnormal traffic based on expert
experience to reduce workload of manual analysis. By means of machine learning and lexical analysis the detection platform
collects traffic features automatically and analyzes normal and malicious HTTP traffic respectively so as to detect abnormal
traffic effectively. The experiment results comparing with traditional web application firewall shows that the automatic de-
tection platform proposed by this paper can reduce workload of manual analysis and has higher positive rate and lower mis-
judgment rate.
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