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The integration of communication networks and artificial intelligence enables the effective collection of data 
over smart building networks, facilitating more accurate predictions of Building Energy Consumption (BEC). 
However, existing schemes for BEC prediction suffer from limited dynamic adaptability, risks of privacy leakage, 
and the inability to accurately capture actual energy consumption patterns. To improve prediction accuracy 
while ensuring privacy and dynamic adaptability, we propose a novel BEC prediction design that incorporates 
dynamic threshold participation and privacy-preserving mechanisms. Specifically, we design a three-tier network 
architecture integrated with threshold participation tokens to support dynamic access and dropout of building 
entities during the BEC model construction process. Furthermore, we develop a Context-Aware Transformer 
(CAT) network integrated into Federated Learning (FL) to enhance feature sensitivity and facilitate the sharing 
of knowledge derived from Internet of Things (IoT) data and BEC features. Finally, we evaluate the performance 
of our design using real-world data, and the results demonstrate that our design achieves superior performance 
in distributed BEC prediction.

1. Introduction

Advancements in communication technologies have enabled effi
cient data sharing, fostering the development of smart buildings [1]. 
In particular, leveraging communication networks to exchange inter
nal sensor data among distributed buildings allows for more accurate 
and efficient predictions of Building Energy Consumption (BEC). BEC 
encompasses the total energy consumed in building operations to sup
port activities, including cooling, heating, lighting, air conditioning, 
and other electrical equipment [2]. It is influenced by factors such as 
occupant behavior, building structure, and external environmental con
ditions [3]. Building Internet of Things (IoT) sensors can collect data 
related to these factors, which can then be shared and analyzed through 
customized communication networks. Consequently, there is growing 
interest in developing BEC network architectures tailored to smart build
ing networks across various buildings to improve BEC prediction accu
racy. Accurate BEC prediction can improve energy efficiency, conserve 
natural resources, and further contribute to sustainability efforts by re
ducing the carbon footprint of urban environments, thus supporting 
global goals of carbon neutrality.
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Existing BEC prediction methods often rely on specific data collected 
from IoT sensors through internal communication networks within 
buildings. The sensor data collected are transmitted to a central server 
in an internal communication network for processing, after which the 
BEC is predicted using effective methods. Currently, many relevant stud
ies use IoT sensor data to predict BEC, which can be categorized into 
conventional and AI-based strategies. Conventional strategies [4] build 
stochastic or regression models using collected sensor data but lack 
flexibility in handling non-linear patterns in BEC [5]. Artificial intelli
gence technology can effectively mine data for valuable information [5]. 
Therefore, AI-based strategies better adapt to non-linear patterns in the 
prediction of BEC, leading to their widespread research and application 
[6].

For example, [7] proposed a prediction strategy for electrical con
sumption using a neural network with a radial basis function, which 
demonstrated outstanding performance. [8] employed an Artificial Neu
ral Network (ANN) and an End-Use (EU) method to forecast consump
tion in medium or low aggregate loads. [9] used a Feed Forward Neural 
Network (FFNN) and an Extreme Learning Machine (ELM) to effec
tively improve the accuracy of the prediction of energy consumption. 
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Furthermore, [10] used context-aware, model-free deep reinforcement 
learning to control multizone Heating, Ventilation, and Air Conditioning 
(HVAC) of building consumption. Artificial intelligence-based stochas
tic approaches for BEC prediction continue to advance, providing more 
reliable solutions for complex energy forecasting.

Although significant progress has been made in various BEC predic
tion strategies, several key challenges hinder their practical application. 
The performance of AI-based strategies for BEC prediction is heavily de
pendent on the quality, size, and diversity of training datasets, primarily 
sourced from IoT sensors within buildings [11]. However, IoT sensor 
data are often closely related to human activities, which can severely 
infringe on users’ privacy. For example, a malicious central server could 
analyze relationships between humidity and temporal changes to in
fer users’ personal activities [12]. Therefore, improving the accuracy of 
AI models for BEC prediction while preventing the leakage of privacy
sensitive information from IoT sensor data is essential. Furthermore, 
fully accounting for the dynamic variations of buildings within the com
munication network is crucial to improve the practicality of the BEC 
prediction models. Most current studies assume a uniform distribution of 
IoT sensors and static environmental conditions for BEC prediction. Con
sequently, constructing an effective BEC prediction model that adapts to 
heterogeneous sensor distributions and dynamic environmental changes 
while safeguarding privacy and maintaining predictive accuracy re
mains a significant challenge.

To address the aforementioned challenges, in this paper, we propose 
a novel BEC prediction architecture, which is capable of ensuring the 
construction of a generalized intelligence model in a privacy-preserving 
manner, even in the presence of discrepancies in IoT sensor data. In our 
architecture, the construction of the BEC prediction model is not limited 
to local IoT sensor data but integrates IoT sensor data from multiple 
buildings in a privacy-preserving manner to achieve higher accuracy. 
We achieve this feature by employing Federated Learning (FL), which 
is a distributed machine learning method that retains each client’s IoT 
sensor data locally and shares the ``knowledge'' learned from the data 
by exchanging model parameters [13]. Furthermore, we customize a 
Transformer neural network model with a context-aware strategy for 
BEC prediction to address disparities in IoT sensor data and mitigate 
the impact of random temporary features caused by fluctuations in the 
building environment on the accuracy of BEC prediction. Specifically, 
the main contributions of our work in this paper are summarized as 
follows.

• We design a three-tier Building Energy Consumption (BEC) predic
tion architecture integrated with FL, aiming to effectively enhance 
the adaptability and prediction accuracy of intelligent models in 
dynamic environments while ensuring the privacy protection of dis
tributed buildings. Specifically, based on existing FL frameworks, 
we implement hierarchical layers for different entities within the 
smart building network according to their functional roles and de
velop corresponding optimization strategies. Furthermore, we de
sign a novel threshold participation token to accommodate the 
dynamic access and dropout of building entities, thereby strength
ening the adaptability of the BEC prediction model.

• We propose a Context-Aware Transformer (CAT) network inte
grated with FL within our architecture. Through the proposed net
work, the prediction of BEC is performed not only on the basis of 
time series data from IoT sensors, but also by leveraging contextual 
features within time series data in a privacy-preserving manner. 
Therefore, even if the IoT sensors in different buildings vary in 
precision and type, the global model can still achieve high perfor
mance.

• We evaluated our proposed CAT-FL scheme for BEC prediction 
using real-building energy consumption datasets. The test results 
show that, compared to the existing advanced BEC prediction 
schemes, our architecture is better adapted to the prediction of 
distributed BEC. Under equivalent dataset and parameter config

urations, the model trained with our scheme achieves lower MAE, 
MSE, and MAPPE values.

The remainder of this article is organized as follows. Section 2 re
views the current academic literature on sensing IoT and machine learn
ing methods for BEC. Section 3 presents an overview of the proposed 
architecture and discusses its components, workflow, and participation 
token for the dynamic building network. Section 4 provides a detailed 
design of the proposed CAT-FL scheme, including design goal, opti
mization strategies for the Transformer neural network, and methods 
for constructing BEC prediction models using FL. Section 5 explains 
the experimental details for evaluating our proposed CAT-FL scheme, 
including datasets, evaluation metrics, results, and analysis. Section 6
summarizes the contributions of this paper and describes the prospects 
for future research.

2. Related work

In this section, we review existing work related to IoT sensors and 
prediction of BEC.

2.1. Sensing IoT in BEC

The authors in [14] explored an IoT-based real-time monitoring plat
form to enhance BEC control by integrating multiple sets of IoT sensor 
data to improve BEC efficiency. However, the proposed platform in [14] 
lacks effective building energy consumption prediction techniques and 
thus fails to meet the technical requirements for building energy fore
casting. The authors in [15] demonstrated that IoT devices and technolo
gies facilitate efficient energy management in building construction. The 
authors in [15] employed an elman Recurrent Neural Network (RNN) 
architecture to predict the energy consumption of individual buildings. 
However, the evaluation metrics used in the paper are relatively limited, 
which does not sufficiently demonstrate the performance of the pro
posed scheme. The authors in [16] proposed an intelligent building tem
plate driven by IoT technology to manage the performance of technical 
systems, achieving energy efficiency and minimizing time-consuming 
procedures and storage. The proposed scheme in [16] merely states the 
practicality of monitoring and predicting building energy consumption 
through wireless sensor networks but does not present a specific build
ing energy consumption prediction scheme. Additionally, it fails to meet 
the technical requirements necessary for distributed BEC prediction. The 
authors in [17] proposed a novel iterative IoT system to address the chal
lenges posed by high uncertainties in building loads, customer comfort 
demands, and non-linear thermal characteristics of the building. In the 
IoT system in [17], physics and learning-based models are proposed to 
minimize the deviation between the actual energy consumption gener
ated by the building and predicted energy consumption. However, the 
practicality of this approach in distributed building scenarios still lacks 
adequate experimental validation.

2.2. Machine-learning based BEC prediction

The authors of [18] utilized deep learning to efficiently model the 
relationship between the potential for urban rooftop photovoltaics and 
urban land use. The authors in [19] proposed a prediction approach 
based on a Long Short-Term Memory (LSTM) neural network to mon
itor power consumption. To improve monitoring precision and adap
tation ability, the authors in [19] developed the Volterra Polynomial 
Basis Function (VPBF) model, which decomposes power values into a 
series of basis functions composed of input parameters. The authors in 
[20] integrated digital twin and AI technologies to address both existing 
buildings and those still in the design and construction phases, provid
ing additional economic and temporal advantages. Deep Reinforcement 
Learning (DRL) is widely applied in the field of BEC. The authors in [10] 
proposed a model-free, context-aware DRL method that integrates the 
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Fig. 1. Proposed three-tier architecture for distributed BEC prediction. 

Transformer encoder-based approach to learn context data from IoT sen
sors and disentangle the non-stationarity of IoT sensor data. The authors 
in [21] proposed a DRL-based BEC prediction method that accounts for 
fluctuation points. By extracting timestamp features from energy con
sumption data, [21] addressed the issue of fluctuation points in the 
building sensor data, improving the final prediction accuracy and re
sulting in a more accurate model.

A review of existing research papers reveals a substantial focus on the 
prediction, assessment, and management of BEC using IoT sensing tech
nology integrated with artificial intelligence solutions, yielding highly 
accurate results. However, current studies focus primarily on the unified 
analysis and optimization of centralized IoT sensor data, overlooking po
tential privacy breaches associated with its use. This paper is motivated 
by privacy concerns surrounding IoT sensor data, with the goal of im
proving the accuracy of BEC predictions while safeguarding the security 
of building sensor data.

3. Architecture design for distributed BEC prediction

In this section, we provide a detailed introduction to the proposed 
three-tier architecture. We first delineate the entities involved in the 
proposed framework. Next, we define the specific problems that the pro
posed framework intends to address. Finally, we outline the workflow 
of the proposed framework.

3.1. Architecture description

Our proposed architecture considers three layers, as shown in Fig. 1, 
which are the IoT sensor data layer, the model layer, and the communi
cation network layer, respectively.

IoT sensor network layer: This layer consists of IoT sensors dis
tributed in various buildings. These sensors are heterogeneous in type 

and offer multiple functionalities for monitoring the internal states of 
the buildings. They collect BEC-related data, such as temperature, hu
midity, HVAC performance, and light intensity, and transmit this in
formation to the building’s internal data center for processing. As il
lustrated in Fig. 1, all sensors within each building are organized into 
clusters. After data collection is complete, each cluster uploads its data 
to the building’s data center via wired or wireless networks. Further
more, data from different clusters do not intercommunicate, thereby 
ensuring basic data security and maintaining internal building privacy.

Model layer: This layer is responsible for constructing the BEC 
prediction model. As illustrated in Fig. 1, it serves as an intermedi
ate tier and comprises Building Data Centers (BDCs). These BDCs are 
tasked with collecting data from the IoT sensor network layer and 
communicating with the upper layer to transmit model data and in
formation. Each BDC is equipped with computational capabilities and 
hardware resources, enabling the development of local BEC models 
through customized neural networks and deep learning methods. Ad
ditionally, BDCs receive global model parameters transmitted from the 
upper layer to update their local models. Variations in sensor accuracy 
and data types collected by different BDCs within this layer can signif
icantly impact the precision of the BEC prediction model. To mitigate 
these discrepancies, we utilize customized neural networks designed to 
enhance model accuracy despite heterogeneous data inputs. These cus
tomized neural networks incorporate context-aware and Transformer 
mechanisms to effectively handle diverse data inputs from various sen
sors. The specific details of this approach will be thoroughly discussed 
in Section 4.

Communication network layer: This layer comprises distributed 
building entities. The BEC prediction models are shared among these 
entities through the communication network. Within this layer, all par
ticipating buildings can select a designated leader to serve as the Ag
gregation Server (AS). The AS is responsible for receiving local BEC 
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prediction models from distributed BDCs and aggregating global model 
parameters using a parameter aggregation method defined by the build
ing entities. Subsequently, the distributed building entities return the 
global model parameters to the AI model layer for local model updates 
by the BDCs. To ensure that a sufficient number of building entities par
ticipate in model aggregation for higher model accuracy and to support 
the dynamic participation or withdrawal of different building entities, 
we have proposed a customized threshold collaboration strategy, which 
will be detailed in Section 3.3. Various strategies [22,23] already exist 
to defend against dishonest behavior of AS, which are beyond the scope 
of this paper.

3.2. Workflow description

As shown in Fig. 1, the workflow of our proposed BEC prediction 
consists of three steps.

1. Local sensor data collection and pre-processing: Before con
structing the global model, each BDC in the AI model layer collects 
energy consumption data from the building along with IoT sensor 
data that influences variations in energy consumption, including 
temperature, humidity, HVAC, and lighting data. The collected data 
are organized in chronological order and established data process
ing algorithms are used to address outliers in the data, resulting in 
the raw dataset used to build the local model.

2. Local model training: Each BDC trains a local BEC prediction 
model using datasets constructed from the IoT sensor network layer, 
employing a customized neural network architecture (described in 
Section 4). In each iteration, the accuracy of the trained model’s 
predictions for BEC is assessed using actual IoT sensor data and 
energy consumption values. Once the local model accuracy meets 
the criteria for parameter aggregation, the BDCs communicate with 
building entities in the communication network layer, and the pro
cess progresses to the global model aggregation phase.

3. Global model parameter aggregation and update: The dis
tributed BDCs upload the trained local model parameters to the 
building entities to acquire the global model parameters. Once the 
building entities receive the local model parameters from the BDCs, 
they will select a template leader to perform the custom aggrega
tion algorithm while releasing the threshold participation token 
for the next training epoch. The aggregated model parameters are 
subsequently transmitted as the global model parameters to each 
participating BDC in the AI model layer. Upon receiving the global 
model parameters, the BDC updates its local model parameters to 
incorporate the global model for building energy consumption pre
diction.

3.3. Threshold participation token

3.3.1. Token design

Considering practical application scenarios, different building enti
ties can dynamically participate in the construction of the overall BEC 
model, resulting in the addition or removal of entities during the devel
opment of the global BEC model. In our proposed architecture, relying 
solely on the traditional FL strategy is insufficient to accommodate the 
dynamic inclusion or exclusion of building entities. Therefore, we have 
incorporated a threshold aggregation scheme into the communication 
network layer of the proposed architecture to support the overhead as
sociated with each round of global model iteration. This enhancement 
ensures that our architecture remains robust and adaptable, support
ing accurate BEC predictions across a diverse and dynamic network of 
building entities.

Specific design details are illustrated in Algorithm 1 and Algorithm 2. 
We employ secret-sharing technology to construct threshold participa
tion tokens for building entities. In Algorithm 1, all building entities 
participating in the model aggregation process select a temporary leader 

Algorithm 1 Threshold participation token: 𝖳𝗈𝗄𝖾𝗇𝖨𝗌𝗌𝗎𝗂𝗇𝗀.

begin
In first model aggregation phase 𝑒= 0: 
All building entities  = {𝑏0, 𝑏0, ..., 𝑏𝑇−1} that participate in the aggregation 
select the first template leader 0 randomly. 
for Each building entity 𝑏𝑖, 𝑖∈ [0, 𝑇 − 1] do

Samples 𝑟𝑒
𝑏𝑖
← 𝑝, where 𝑝 is set of integers in a finite field 𝔽𝑝 , 𝑝 is a 

large prime; 
Sends 𝑟𝑒

𝑏𝑖
to 0.

end 
The template leader 0 do: 
Samples 𝑟0

← 𝑝; 
Samples 𝑎1, 𝑎2, … , 𝑎𝑛𝑑 𝑎𝜀−1 ←

[
𝑝

]𝜀
, 

where 
[
𝑝

]
denotes 𝜀-dimension sets of integers. Sets a threshold value 𝜎, 

where 2∕3𝑇 < 𝜀 ≤ 𝑇 ; 
Builds a 𝜀-dimension polynomial as: 
𝑓 (𝑥) = 𝑟0

+ 𝑎1𝑥+ 𝑎2𝑥2 +⋯+ 𝑎𝜀−1𝑥𝜀−1; 
for each 𝑟𝑒

𝑏𝑖
, 𝑖∈ [0, 𝑇 − 1], the template leader 0 do

Computes 𝑧𝑟𝑒
𝑏𝑖

= 𝑓 (𝑟𝑒
𝑏𝑖
) for each building entity 𝑏𝑖; 

Builds token shares as {𝑟𝑒
𝑏𝑖
, 𝑧𝑟𝑒

𝑏𝑖

}; 
Sends token shares {𝑟𝑒

𝑏𝑖
, 𝑧𝑟𝑒

𝑏𝑖

} to building entity 𝑏𝑖.
end 

end

Algorithm 2 Threshold participation token: 𝖠𝗀𝗀𝖵𝖾𝗋𝗂𝖿 𝗂𝖼𝖺𝗍𝗂𝗈𝗇.

begin
In the model aggregation phase 𝑒, 𝑒 > 0 : 
All building entities  = {𝑏0, 𝑏0, ..., 𝑏𝑇−1} select a new template leader 𝑒𝑖
randomly. 
The template leader 𝑒−1 sends 𝑟𝑒−1 to the template leader 𝑒; 
for each building entity 𝑏𝑖, 𝑖∈

[
0, 𝜀′

]
do

Samples 𝑟𝑒
𝑏𝑖
← 𝑝; 

Sends {𝑟𝑒
𝑏𝑖
, 𝑟𝑒
𝑏𝑖
, 𝑧𝑟𝑒

𝑏𝑖

} to the template leader 𝑒
end 
for each {𝑟𝑒

𝑏𝑖
, 𝑟𝑒
𝑏𝑖
, 𝑧𝑟𝑒

𝑏𝑖

} 𝑖 ∈
[
0, 𝜀′

]
, the template leader 𝑒 do

if 𝜀′ < 2
3
𝜀 then

Waits for more participation token shares.
else

Computes a Lagrangian polynomial 𝐿𝑖(𝑥) by 
[
𝑟𝑒
𝑏𝑖
, 𝑧𝑟𝑒

𝑏𝑖

]
as: 𝑔𝑒(𝑥) =∑𝜀′−1

𝑖=0 𝑓 (𝑟𝑏𝑖 )
∏

0≤𝑗≤𝜀′
𝑖≠𝑗

𝑥−𝑟𝑏𝑗
𝑟𝑏𝑖

−𝑟𝑏𝑗
,.

end

if 𝑔𝑒(0) ≠ 𝑟𝑒−1 then
The template leader 𝑒 abort the process

else
The template leader 𝑒 generates a new threshold participation to

ken shares 
[
𝑟𝑒
𝑏𝑖
, 𝑧𝑟𝑒

𝑏𝑖

]𝜀′
with the parameter 

[
𝑟𝑒
𝑏𝑖

]𝜀′
according to the 

𝖳𝗈𝗄𝖾𝗇𝖨𝗌𝗌𝗎𝗂𝗇𝗀.
end

end 
end

to act as the aggregation server. Each building entity then chooses a 
random number to generate its participation token shares for the next 
model aggregation round. In addition to aggregating the model, the 
temporary leader constructs a polynomial with a threshold 𝜀 using the 
random numbers from each building entity and generates the partici
pation token shares based on this polynomial. This ensures that only 
building entities holding token shares can participate in the subsequent 
round of model aggregation.

To verify the participation token shares of the building entities, as 
outlined in Algorithm 2, the new temporary leader reconstructs the 
polynomial of the previous leader using the participation token shares 
received from the building entities. Since the construction of the poly
nomial follows threshold characteristics, the total number of received 
participation token shares satisfies 𝜀′ > 𝜀. This allows the system to per
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mit some building entities to withdraw and prevents new entities from 
directly participating in parameter aggregation.

Through the use of these participation tokens, our system allows at 
least 𝑡−𝜀 building entities to drop out from training in each round with
out impacting the global parameter aggregation process. Additionally, 
since the temporary leader acting as the AS issues participation tokens 
based on the number of building entities expected to participate in the 
next training round during each training cycle, new building entities can 
be seamlessly integrated into the training process. Consequently, our so
lution supports the construction of BEC prediction models in dynamic 
communication network environments.

Integrating blockchain technology into the communication network 
layer of our proposed architecture can facilitate the dynamic joining and 
leaving of building entities, but it may adversely affect the economic 
viability and practicality due to the gas consumption and consensus 
mechanism. In contrast, our proposed framework integrates effectively 
with the communication network layer while only necessitating partial 
cryptographic operations to meet dynamic participation requirements. 
This approach offers superior economic efficiency and practicality, mak
ing it more suitable for scalable and sustainable implementations in BEC 
prediction.

3.3.2. Token functionality analysis

By integrating our threshold participation tokens into the commu
nication network layer of the proposed framework, we enhance the 
security of the FL process for distributed BEC prediction, which is partic
ularly effective in preventing inference attacks, which aim to deduce the 
data used by the model by analyzing the model’s gradient information 
and its variations [24]. Specifically, during the global model aggregation 
phase of BEC prediction, building entities within the communication 
network layer select a temporary leader who issues participation tokens 
for the entities involved in the subsequent epoch of model training and 
parameter aggregation. Meanwhile, the temporary leader acts as the ag
gregation server for the current epoch’s model parameter aggregation.

In our participation token design, the temporary leader responsible 
for issuing tokens in the current round differs from the leader in the 
next round. Consequently, the server conducting global model parame
ter aggregation for two consecutive epochs is not the same entity. This 
rotation mechanism prevents malicious aggregation servers from access
ing continuous gradient information from any building entity’s local BEC 
prediction model. As a result, inference attacks are thwarted, effectively 
safeguarding the data privacy of the building entities.

The threshold mechanism of participation tokens is designed to limit 
the maximum number of building entities that can withdraw from train
ing. Specifically, in the next round of model parameter aggregation, 
as long as the number of participating building entities exceeds the 
threshold, new global model parameters can be generated. This ensures 
resilience against the failure of some building entities. Additionally, the 
issuance of participation tokens only requires building entities to ap
ply to the temporary leader during the current parameter aggregation 
phase, thereby supporting the inclusion of new building entities in the 
subsequent round of global model training and parameter aggregation. 
However, a drawback of our proposed mechanism is its inability to di
rectly identify malicious building entities whose objective is to poison 
the global model by submitting erroneous model parameters. This issue 
can be mitigated by integrating existing byzantine robustness algorithms 
from federated learning [25].

4. AI model construction for distributed BEC prediction

In this section, we outline the design goal of the proposed archi
tecture. Then, we introduce the CAT neural network designed for the 
construction of local BEC prediction models. Subsequently, we develop 
a global model construction strategy that integrates CAT to mitigate the 
heterogeneous effects of distributed IoT sensor data in the communica
tion network layer.

4.1. Design goal

Our design goal is to develop an optimized global BEC prediction 
model, denoted , for distributed buildings. The model  accurately 
predicts energy consumption using real-time data from local IoT sensors 
within the building. Meanwhile, data from IoT sensors is retained locally 
within each building to prevent circulation and ensure the privacy of 
building activities.

Formally, we define BEC prediction as a multi-dimensional time
series optimization problem, associated with a sequence of observa
tions from IoT sensors within a building. The time series data in a 
building is defined as  =

{
𝑥
(1)
1 , ..., 𝑥

(𝑚)
1 ;𝑥(1)2 , ..., 𝑥

(𝑚)
2 ;𝑥(1)𝑛 , ..., 𝑥

(𝑚)
𝑛

}
. Here, 

 ∈𝑚×𝑛, where  denotes the sample space, 𝑛 is the number of time 
series samples, and 𝑚 is the number of IoT sensor types in the building. 
The predicted label for BEC is defined as 𝑦 ∈.

In the context of a distributed building scenario, we assume that 
there are a total 𝑇 distributed BDCs indexed by [𝑡], and each BDC has a 
local IoT sensor dataset defined as 𝐷𝑡 =

{
𝑡, 𝑦𝑡

}
. The total data set in all 

BDCs is defined as 𝐷 =
⋃𝑇

1 𝐷𝑡. Therefore, the objective of optimizing the 
prediction of BEC is to find a predictor function  based on the dataset 
𝐷 and to minimize the following loss

min
𝑡∈𝑚×𝑛

 (𝑥) = min
𝑥∈ℝ𝑚×𝑛

𝑛 ∑
𝑖=1 

𝑠𝑖

𝑆
𝑠

(
𝑡

)
(1)

where 𝑆 is the size of the total data set 𝐷, 𝑠𝑖 is the size of the local 
data set within a BDC, 𝑠

(
𝑡

)
∶= 𝔼𝜉𝑠

[


(
𝑡, 𝜉𝑠

)]
is the training loss 

of distributed BDCs which can be the root mean squared error or cross 
entropy loss, 𝜉𝑠 is the test sample of distributed BDCs.

4.2. Model construction

We develop the local model for distributed buildings using the CAT 
neural network. Context-aware is a technology that maps the relation
ship between external environmental changes and sensor states, further 
enhancing the practicality of the environmental-machine sensing sys
tem. The Transformer is a neural network model that employs sequence
to-sequence mechanisms, demonstrating exceptional capability, particu
larly in capturing complex relationships between IoT sensor data values 
and time steps of the distributed building.

The Transformer is built on the basis of the attention mechanism 
[26], which sets the query embedding 𝑴𝑞 ∈ ℝ𝑁𝑞×𝐷𝑘 , the key embed
ding 𝑴𝑘 ∈ℝ𝑁𝑣×𝐷𝑘 , and the value embedding 𝑴𝑣 ∈ℝ𝑁𝑣×𝐷𝑣 . The out
put of an attention layer is defined as follows

𝐴𝑇𝑇

(
𝑴

𝑞,𝑴𝑘,𝑴𝑣
)
= 𝑠𝑜𝑓𝑡𝑚𝑎𝑥

(
𝑴

𝑞
𝑴

𝑘⊤√
𝐷𝑘

)
𝑴

𝑣 (2)

where the multi-head attention is constructed with paralleled multi
attention layers. The encoder block in Transformer consists of a Multi
head Self-Attention (MSA) and Multilayer Perceptron (MLP). The en
coder block is formulated as follows

𝑿
′ =𝐿𝑁

(
𝑿 +𝑀𝑆𝐴 (𝑿)

)
𝒀

′ =𝐿𝑁
(
𝑿

′ +𝑀𝐿𝑃

(
𝑿

′)) (3)

where 𝐿𝑁 (∗) is the layer-normalization function, 𝑿 is input, and 𝒀
is output respectively. The structure of the decoder block in the Trans
former is analogous to that of the encoding module block. The decoder 
block utilizes a multi-head attention layer to generate specific query em
beddings. Subsequently, the encoder side gathers information with the 
outputs of the corresponding encoder blocks serving as key embeddings 
and value embeddings.

In the context of BEC prediction, CAT not only effectively extracts 
potential feature information from IoT sensor data within each building, 
thereby enhancing the accuracy of BEC predictions, but also facilitates 
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Fig. 2. CAT-FL network for distributed BEC prediction. 

the sharing of environmental knowledge across buildings, thus improv
ing the applicability of the global building energy consumption predic
tion model.

Specifically, we have integrated a two-layer context-aware network 
with the format 𝑃

(
𝜓 ;𝑧𝑖| {𝑐𝜏}) into the Transformer, as shown in Fig. 2. 

The first layer is the encoding layer, which primarily encodes sensor 
data related to building energy consumption into specific information 
about energy status. The second layer is the information fusion layer, 
which employs a fully connected network layer to fuse the encoded data, 
thereby maximizing the utilization of multidimensional sensor informa
tion within the building. In the context-aware network, 𝑧𝑖 ∈ℝ𝑚×𝑛

{
𝑐𝜏
}

stores an experience of 𝐿 length in building IoT sensor data, where 𝐿
is tunable according to previous knowledge of the relationship between 
the context and the BEC. In the initiation phase of local training, 

{
𝑐𝜏
}

is 
initialized as a zero vector {𝟎} and stored in a replay buffer to produce 
𝑃
(
𝜓 ;𝑧𝑖| {𝑐𝜏}).
During the training process, the update of the context-aware network 

aims to minimize the loss as follows

𝑙𝑜𝑠𝑠 ∶ 
(
𝑴 𝑡, 𝜉

)
= −

𝑛 ∑
𝑖=1 
𝑦𝑙𝑜𝑔 (𝑦̂) (4)

where 𝑦̂ is the building energy consumption prediction value obtained 
through IoT sensor data and the local model.

4.3. Parameter aggregating and updating

As illustrated in Fig. 2, the construction of global model parameters is 
achieved through FL. Distributed learning serves as a standard paradigm 
for training deep learning models in a decentralized manner, ensuring 
the protection of data privacy.

The proposed strategy uses CAT to enhance the adaptability to the 
heterogeneity of IoT sensor data from distributed buildings. Each BDC 
can learn the context-aware network for generating map metrics, which 
effectively shares local model parameters between different buildings. 

Algorithm 3: Global model.

Input: Distributed local dataset 𝑘, the number of local epoch 𝐸, the 
number of communication rounds 𝑅, the learning rate 𝛼.

Output: Global model parameters 𝜔𝑅
1 begin

2 Training epoch 𝑒= 0; replay buffer ; for each communication 
rounds 𝑟∈ (0, ..,𝑅) do

3 for each BDC 𝑡∈ (0, ..., 𝑇 ), in parallel do

4 while 𝑒 < 𝐸 do

5 if 𝑒 = 0&𝑟 = 0 then

6 initializes model weight 𝜔𝑡
𝑘

7 initializes context-aware parameters: 
{
𝑐0
𝜏

}
= {0}; 

8 𝑧0 ←𝑚×𝑛; 
9 start training based on local IoT sensor dataset 𝑡; 

10 else

11 computes: 𝜔𝑒
𝑡
← 𝜔𝑟; 𝑖

(
𝜔𝑒
𝑡
; 𝜉𝑖

)
; 

𝜔𝑒+1
𝑡

← 𝜔𝑒
𝑡
− 𝛼∇𝑖

(
𝜔𝑒
𝑡
; 𝜉𝑖

)
; stores: 

𝐷←𝐷 ∪ 𝑃
(
𝜓 ;𝑧𝑡| {𝑐𝑡𝜏});

12 end

13 𝑒 = 𝑒+ 1; 
14 end 
15 transmits the 𝜔𝑒+1

𝑡
to the AS.

16 end 
17 𝜔𝑟 = ∑𝑛

𝑡=1
𝑠𝑡

𝑆
𝜔𝑒+1
𝑡

; transmits 𝜔𝑟 to each BDC of distributed 
buildings.

18 end 
19 return 𝜔𝑅
20 end

Given the context-aware network 𝑃
(
𝜓 ;𝑧𝑖| {𝑐𝜏}) with embedding vec

tor 𝑧𝑖, the context-aware network outputs the model weight 𝑴 𝑡 for 
BCD 𝑡. Then the queries, keys, and values of the self-attention mech
anism can be decomposed into parameters 𝑴 𝑡 =

[
𝑴

𝑞

𝑡
,𝑴𝑤

𝑡
,𝑴𝑣

𝑡

]
. In 

this way, the context-aware network learns the projection parameters 
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𝑴 𝑡 = 𝑃

(
𝜓 ;𝑧𝑖| {𝑐𝜏})} for self-attention. Therefore, the global model 

training loss in Eq. (4) is updated with

𝑙𝑜𝑠𝑠 ∶ 
(
𝑴 𝑡, 𝜉

)
=

(
𝑃
(
𝜓 ;𝑧𝑖| {𝑐𝜏}) , 𝜉)

=
𝑛 ∑
𝑖=1 

𝑠𝑖

𝑆
𝔼𝜉𝑠

[


(
𝑃
(
𝜓 ;𝑧𝑖| {𝑐𝜏}) , 𝜉𝑠)] (5)

The Algorithm 3 outlines the procedures of the proposed CAT-based 
FL for BEC prediction, where we omitted the operations related to the 
threshold participation token for conciseness. Subsequently, we will elu
cidate the complete updating process for the parameters of the building 
energy consumption model. Initially, in each local iteration cycle 𝑒, each 
BDC optimizes its local model parameters using a Stochastic Gradient 
Descent (SGD) strategy

𝜔𝑒
𝑡
← 𝜔𝑒−1

𝑡
− 𝛼Δ𝑖

(
𝜔𝑒−1
𝑡

; 𝜉𝑖
)

(6)

where 𝜉𝑖 is the test sample with a mini-batch from the local IoT sensor 
dataset 𝐷𝑡.

Generally, the parameter aggregation process for distributed BEC 
prediction requires an aggregation algorithm for global model param
eters. In our framework, we aggregate all the CAT parameters for dis
tributed BDCs by integrating FedAvg [27] with the context-aware net
work parameters.

4.4. Analysis of CAT-FL

In this paper, the complexity of CAT-FL encompasses the time com
plexity associated with the size of the Transformer network, the param
eter aggregation algorithm, and the number of training episodes.

The time complexity for a single CAT network is computed based 
on the following elements. In the Transformer encoder block, the self
attention module incurs a cost of 

(
𝑁𝑞

2𝐷𝑘
)
, arising from the matrix 

multiplication of 𝐴𝑇𝑇 . As for the Norm and MLP modules, the for
ward propagation complexity is 

(
𝐷2
𝑣

)
, corresponding to the hidden 

dimension. For the context-aware network, the time complexity is  (𝑛), 
stemming from 𝑛-times multiplications when encoding and fusing sen
sor data to derive BEC status. Consequently, stacking 𝐿 CAT layers leads 
to a time complexity of 

(
𝐿
(
𝑁𝑞

2𝐷𝑘 +𝐷2
𝑣
+ 𝑛

))
. Assuming the total 

number of training iterations is 𝑇𝑒𝑝𝑖𝑠𝑜𝑑𝑒 , the overall time complexity is 

(
𝑇𝑒𝑝𝑖𝑠𝑜𝑑𝑒𝐿

(
𝑁𝑞

2𝐷𝑘 +𝐷2
𝑣
+ 𝑛

))
. Considering the time complexity of FL 

parameter aggregation in the CAT-FL scheme, if a building entity partic
ipates in global model aggregation under FedAvg, the time complexity is 
 (𝑇 𝑛). However, since this FL component contributes substantially less 
overhead than the CAT module, the overall time complexity of a CAT-FL 
scheme can be approximated as 

(
𝑇𝑒𝑝𝑖𝑠𝑜𝑑𝑒𝐿

(
𝑁𝑞

2𝐷𝑘 +𝐷2
𝑣
+ 𝑛

))
.

Our CAT-FL scheme incurs higher time complexity than a conven
tional Transformer model, primarily due to the context-aware mapping 
of building IoT sensor data for internal building states. Nevertheless, the 
CAT-FL approach provides superior BEC prediction performance, as will 
be demonstrated experimentally in Section 5. Moreover, when forecast
ing building energy consumption, CAT-FL supports multiple distributed 
buildings in jointly constructing a shared BEC prediction model without 
introducing additional computational overhead, thereby demonstrating 
robust scalability.

5. Performance evaluation

In this section, we set up a serial experiment with the aim of achiev
ing the target. The first objective is to evaluate the accuracy of building 
energy consumption prediction using the CAT through experiments that 
involve heterogeneous IoT sensor data. The second objective is to assess 
the adaptability of the proposed CAT-FL scheme and its accuracy in pre
dicting energy consumption based on distributed IoT sensor data from 
buildings.

5.1. Evaluation setup and metrics

The BEC dataset for performance evaluation of the CAT-FL model 
comes from various office buildings in Wuhan. These BEC datasets are 
collected through a range of intelligent IoT sensors installed within 
the buildings and aggregated at the data center of each building. The 
datasets primarily include overall building energy consumption, tem
perature and humidity sensor data, HVAC operational parameters, elec
tricity usage, and indoor carbon dioxide concentration levels. The data 
is sampled on an hourly basis, resulting in a total of 122,560 data points. 
Additionally, scenario identifiers have been added to each sample to im
prove the model’s situational awareness and sensitivity.

To evaluate the performance of our CAT-based FL framework for BEC 
prediction, we implemented it using PyTorch on a high performance 
server equipped with an NVIDIA Tesla A100 80G GPU. Our experimental 
data are sourced from various building management agencies in Wuhan, 
Hubei, and include time series data on temperature, humidity, acous
tic and light sensors, HVAC, and building electricity consumption data. 
Therefore, this experiment focuses mainly on predicting building elec
tricity consumption based on IoT sensor data from distributed buildings.

Consistent with the primary evaluation metrics for the prediction of 
BEC, we employed the Mean Squared Error (MSE), Mean Absolute Er
ror (MAE), and Mean Arctangent Absolute Percentage Error (MAPPE) 
to assess the prediction performance of the proposed framework, us
ing real-world distributed building IoT sensor datasets. MAPPE is an 
improved version of the commonly used Mean Absolute Percentage Er
ror (MAPE). MAPE evaluates the predictive performance of a model by 
calculating the average of the absolute percentage errors between the 
predicted and actual values. However, MAPE has limitations in evaluat
ing the prediction performance of net-metric systems, and MAPPE was 
specifically designed to address these limitations, making it more suit
able for the evaluation of our model.

These three metrics are computed as follows, respectively

𝑴𝑺𝑬 = 1 
𝑁

𝑁∑
𝑖=1 

(
𝑦𝑖 − 𝑦𝑖

)2
(7)

𝑴𝑨𝑬 = 1 
𝑁

𝑁∑
𝑖=1 

√(
𝑦𝑖 − 𝑦𝑖

)2
(8)

𝑴𝑨𝑷𝑷𝑬 = 1 
𝑁

𝑁∑
𝑖=1 

arctan
(
𝑦𝑖 − 𝑦𝑖
𝑦𝑖

)
(9)

5.2. Experiments and discussions

Experiment 1: We evaluated the performance of the proposed CAT 
for local BEC prediction. To achieve this, we trained five BEC predic
tion models: Support Vector Machine (SVM) [28], Convolutional Neural 
Network (CNN) [8], RNN [15], LSTM network [29], and Transformer 
(TF) [26] as baseline experiments for comparison with our model. We 
applied multiple learning rates to evaluate the performance of the pro
posed model and the baseline model, while applying Adam as the opti
mizer to improve the local training of the building energy consumption 
model. Note that, as a machine learning method, SVM does not require a 
learning rate parameter. Therefore, in each control group, we conducted 
multiple experiments and reported the average result.

The evaluation results are presented in Tables 1, 2 and 3, which 
clearly show that the CAT model proposed in this paper outperforms 
the baseline models. When the learning rate is 0.01, the MAE of the 
CAT model is 5% lower than that of the best performing LSTM model 
in the baseline, while the MSE is 5.7% lower and the MAPPE is 32.4%
lower. With a learning rate of 0.05, the MAE of our method remains 
8.7% lower than that of the LSTM model, while MSE and MAPPE are 
16.7% and 24.6% lower, respectively. Furthermore, with a learning rate 
of 0.1, our model consistently achieves optimal performance, with MAE, 
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Table 1
Performance Comparison between CAT and Other BEC Pre
diction Models with Learning Rate 𝛼=0.01.

SVM CNN RNN LSTM TF Ours 
MSE 0.69 0.49 0.43 0.40 0.51 0.38 
MAE 0.59 0.45 0.37 0.35 0.48 0.33 
MAPPE 5.15 3.16 2.95 2.77 3.52 2.59 

Table 2
Performance Comparison between CAT and Other BEC Pre
diction Models with Learning Rate 𝛼=0.05.

SVM CNN RNN LSTM TF Ours 
MSE \ 0.61 0.45 0.39 0.50 0.36 
MAE \ 0.52 0.41 0.36 0.45 0.30 
MAPPE \ 4.27 2.78 2.82 3.38 2.13 

Table 3
Performance Comparison between CAT and Other BEC Pre
diction Models with Learning Rate 𝛼=0.1.

SVM CNN RNN LSTM TF Ours 
MSE \ 0.65 0.60 0.55 0.61 0.51 
MAE \ 0.59 0.52 0.49 0.60 0.43 
MAPPE \ 5.32 4.13 4.01 4.39 3.36 

MSE, and MAPPE values that are 7.3%, 12.0%, and 16.2% lower than 
those of the LSTM model, respectively.

Although LSTM excels at handling time series data, actual IoT sensor 
data in buildings often fails to effectively capture the real variations in 
building energy consumption. Our context-aware network is specifically 
designed to better extract contextual knowledge from IoT sensor data, 
resulting in a more accurate prediction model.

Experiment 2: In this experiment, we evaluate our proposed CAT 
based FL framework for distributed BEC prediction. For this objective, 
we conducted two sets of experiments to evaluate the performance of 
our proposed CAT-FL on a real dataset. The first set of experiments tests 
the performance of the FL-based building energy consumption predic
tion model. In this setup, we configure six BCDs and test the performance 
of each using locally obtained models. Furthermore, we combined data 
from all six BCDs for centralized learning as a baseline to test model 
performance. All training in the first experiment uses the CAT network. 
Consistent with the first set, we set up six BCDs in the second set, each 
building an energy consumption prediction model using a federated 
learning strategy with the same hyperparameters. The difference is that 
each BCD uses a different FL method, including FedAvg [27], FL with 
Transformer Personality (FLTP) [30] and FedOpt [31], to obtain the fi
nal global model.

The evaluation results are shown in Fig. 3 and Fig. 4. Training the 
BEC prediction model on local data cannot produce a high-performance 
building energy consumption prediction model. The proposed CAT-FL 
framework, under distributed data conditions, achieves a 47.3% reduc
tion in MAE, a 57.6% reduction in MSE, and a 52.9% reduction in 
MAPPE compared to the best local BCD model. Furthermore, the CAT-FL 
scheme performs similarly to the obtained centralized learning model. 
Fig. 4 presents experimental results for different network models within 
the FL framework, demonstrating that our proposed framework exhibits 
superior adaptability to distributed IoT sensor data. The resulting build
ing energy consumption prediction model achieves an 8.5% improve
ment in accuracy and shows a faster convergence rate compared to the 
advanced FL algorithm.

6. Conclusion

In this paper, we propose a customized BEC prediction architecture 
with building Internet of Things. Specifically, we design a three-tier BEC 

Fig. 3. Performance comparison of CAT-FL and various data-driven methods in 
distributed BEC prediction scenarios.

Fig. 4. Performance comparison of CAT-FL and other FL methods in distributed 
BEC prediction scenarios.

prediction architecture with threshold participation tokens to support 
the dynamic access and dropout of distributed building entities. We de
velop a CAT network integrated with FL to effectively extract influential 
features from IoT sensor data impacting BEC, improve model training 
efficiency, and facilitate the sharing of knowledge derived from IoT sen
sor data related to BEC in a privacy-preserving manner. The approach 
also improves the adaptability of the global model to heterogeneous 
distributed building entities within the communication network. We 
evaluated the performance of our CAT-FL scheme on real-world BEC 
sensor data, and the results demonstrate that the CAT-FL framework 
achieves desirable accuracy and efficiency, realizing an 8.5% improve
ment in accuracy compared to advanced FL algorithms in BEC prediction 
scenarios.

Our algorithm still exhibits certain limitations, particularly concern
ing the real-time requirements of the CAT-FL system. Currently, the data 
used to train the model predominantly consists of historical accumulated 
datasets, which lacks real-time attributes. To address this limitation, in 
future work, we plan to explore the integration of IoT sensors with ad
vanced communication and digital twin technologies to develop a more 
robust context-aware system. By leveraging digital twin technology to 
monitor and perceive the internal state changes of buildings in real time, 
we can provide more accurate state information to the CAT-FL scheme. 
This integration aims to enhance the prediction accuracy of distributed 

Digital Communications and Networks 12 (2026) 640–648 

647 



R. Dai and G. Bai 

BEC and improve the overall energy consumption control efficiency of 
buildings for smart building networks.
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